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Abstract 

 
The Illicit Tobacco Trade (ITT) has serious public health implications and has 
historically been fuelled by Transnational Tobacco Company (TTC) complicity. 
Despite this, the role of the tobacco industry in the contemporary ITT and related 
policy measures has been unclear. This has become particularly important with the 
advent of the Illicit Trade Protocol (ITP), which aims to address the ITT by 
establishing a global tobacco tracking and tracing (T&T) regime. This thesis 
investigates current problems and practices in the ITT, the tobacco industry’s 
relationship to them and implications for public health. 
 
In Chapter 2, assessments of tobacco industry-funded data on the ITT were 
systematically collected and reviewed, demonstrating that such data overestimate 
the ITT and are unreliable.  
 
In Chapter 3, analysis of tobacco industry documents was used to understand 
industry motivations and actions in relation to the ITP, finding that TTCs have 
attempted to influence tobacco T&T, making extensive use of third parties to 
obfuscate these efforts. The most recent data on the ITT provides a motivation for 
such behaviour, showing that TTC supply chains are the primary source of cigarettes 
on the ITT and, as such, current industry business practices would be disrupted by 
the implementation of effective T&T systems.  
 
In Chapter 4, document analysis and investigative research methods determined that 
TTC efforts to influence the largest implementation of T&T to date (the EU) were 
effective. In Chapter 5, investigative methods, statistical analysis and social network 
analysis explored responses to the EU’s consultation on T&T. Respondents with 
financial links to the tobacco industry collectively favoured a T&T system operated by 
the industry.  
 
These findings demonstrate that the tobacco industry poses a substantial threat to 
public health through its funding of unreliable data on the ITT, continued fuelling of 
the ITT, and attempts to control policy measures aimed at addressing the ITT. Policy 
solutions for these challenges are explored.



 i 

 

List of abbreviations 

 
British American Tobacco: BAT           
Business Action to stop Counterfeiting and Piracy: BISCAP 
Chronic Obstructive Pulmonary disease: COPD 
Coalition Against Illicit Trade: CAIT 
Conference of the Parties to the Framework Convention on Tobacco Control: CoP 
Conflict/s of interest: CoI 
Corporate Social Responsibility: CSR 
Democratic Republic of Congo: DRC 
Digital Coding & Tracking Association: DCTA 
Digital Tax Verification: DTV 
Disability-Adjusted Life Years: DALYs 
Empty Pack Survey: EPS 
Ernst & Young: EY 
European Anti-Fraud Office: OLAF 
European Union: EU 
Foundation for a Smoke-Free World: FSFW 
Fracturecode: FCC 
Framework Convention on Tobacco Control: FCTC 
Free Trade Zone: FTZ 
General Trade: GT 
Global Trade Development Week: GTDW 
Gross-Domestic Product: GDP 
Hand Rolled Tobacco: HRT 
Health Education Council: HEC 
High-Income Countries: HIC 
Her Majesty’s Revenue and Customs: HMRC 
Illicit Tobacco Trade: ITT 
Illicit Trade Protocol: ITP 
Imperial Brands/Tobacco: IT 
International Chamber of Commerce : ICC 
International Consortium of investigative Journalists: ICIJ 
International Court of Justice: ITC 
International Tax and Investment Centre: ITIC 
INTERPOL Global Register: IGR 
Japan Tobacco International: JTI 
Kenyan Revenue Authority: KRA 
Klynveld Peat Marwick Goerdeler: KPMG 
Low-and middle-income countries: LMICs 
Mastermind Tobacco Company: MTC 
Meeting of the Parties to the Illicit Trade Protocol: MoP 
Memoranda/um of Understanding: MOU 
Mongoven, Biscoe & Duchin: MDB 
Non-Communicable Deaths: NCDs 
Non-Governmental Organisations: NGOs 
Non-Smokers’ Rights Association: NSRA 
Organisation for Economic Co-operation and Development: OECD 



 ii 

Organised Crime and Corruption Reporting Project: OCCRP 
Philip Morris International: PMI 
Preferred Reporting Items for Systematic Reviews and Meta-Analyses: PRISMA 
PricewaterhouseCoopers: PwC 
Public Accounts Select Committee: PAC 
Public Health: PH 
Public Relations: PR 
RJ Reynolds: RJR 
Royal Canadian Mounted Police: RCMP 
Royal College of Physicians: RCP 
Second-hand tobacco smoke exposure: SHSe 
Smoking and Health Action Foundation (Canada): SHAFC 
Social Network Analysis: SNA 
Société Industrielle et Commerciale de Produits Alimentaires: SICPA 
Socio-Economic Status: SES 
Special Economic Zone: SEZ 
Tobacco Industry: TI 
Tobacco Products Directive (2014): TPD 
Track & Trace / Tracking & Tracing: T&T 
Transnational Tobacco Company/ies: TTC 
Unique Identification Code: UID 
United Kingdom: UK 
United Nations: UN 
United Nations Office on Drugs and Crime: UNODC 
United States: US 
WHO Tobacco Free Initiative: TFI 
Value Added Tax: VAT 
World Customs Organization: WCO 
World Health Organization: WHO 
World Intellectual Property Organization: WIPO 
Tobacco Institute of South Africa: TISA 
 
 
 
 
 
 
 
 
 
 
 
 



CHAPTER 1: GENERAL INTRODUCTION 

 1 

 

Chapter 1. General Introduction 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



CHAPTER 1: GENERAL INTRODUCTION 

 2 

1.1 General overview of thesis  

The illicit tobacco trade (ITT) is a threat to public health, law and order, and 
government revenues worldwide and addressing it is public health priority. Globally, 
it is estimated that eliminating the illicit tobacco trade would reduce cigarette 
consumption levels by 2% per year- avoiding more than 164,000 premature deaths 
per year from 2030 onwards.1 Yet, the global nature of the illicit tobacco market can 
make attempts to decrease it difficult with the World Health Organization (WHO) 
noting that “the problems of illicit (tobacco) trade cross national boundaries and 
various government agency jurisdictions”.2 Transparent, public data on the ITT is 
limited, and, in many countries, non-existent.3 In recent years, transnational tobacco 
companies (TTCs) have been a major funding source of data on ITT.4 5 6  
 
At national level, the ITT also acts as a threat to tobacco control as Governments 
fear that implementation of tobacco control policies will stimulate increases in the 
problem. A 2012 systematic review found that the industry frequently argues that 
higher taxes will lead to ITT.7 Similarly, a 2016 interpretative analysis of tobacco 
industry political activity found that the threat of a potential increase in the ITT as a 
result of a tobacco control policy being implemented is a common argument within 
the industry’s discursive (argument-based) strategies. This analysis also identified 
the ITT as an instrumental (action-based) industry strategy, with the industry 
“facilitating/conducing smuggling” to influence policy outcomes.8  
 
This finding calls to mind the tobacco industry’s historical involvement in ITT. Internal 
industry documents from the 1990s display the depth of TTC involvement in the 
smuggling of their own products,9 10 in some instances working directly with criminal 
networks.11 12 However, the extent to which TTCs are currently complicit in the 
facilitation of (and/or are directly involved in) the ITT is unknown.   
 
In 2012, the Illicit Trade Protocol (ITP) was adopted as a Protocol to the Framework 
Convention on Tobacco Control (FCTC); the world’s first public health treaty 
developed under the auspices of the WHO.13 The ITP is the global tobacco control 
community’s response to “the global scope and multifaceted nature of the illicit 
tobacco trade”3 and puts a technological solution, via a global tobacco Track and 
Trace (T&T) system, at the heart of this response.14 
  
Yet implementation of the ITP is proving complex. Prior to its adoption, concerns had 
been raised over how the Protocol would be adequately implemented into the 
existing international infrastructure, with a key issue being that many Parties would 
likely lack the capacity needed to implement the ITP’s requirements.15 16 As such, 
concerns were raised that the tobacco industry would attempt to position itself as a 
partner in the ITP implementation process and, in doing so, would undermine the 
FCTC.17 The tobacco industry’s promotion of its own pack marker system, known as 
Codentify, as a T&T technology system may indicate that these concerns are coming 
to fruition.18 
 
Implementation of the ITP has thus far been wrought with problems. For example, 
documents for the first meeting of the Protocol’s Parties (MOP), which took place in 
2018 the month following the ITP’s entry into force, were not provided within the 60-
day timeline required, leaving delegates little time to review important technical 
reports. Further, the documents were only provided in English, despite the 
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international makeup of the ITP’s Parties, meaning that many were not able to 
review documents and participate in discussions prior to crucial decisions being 
taken.19 
 
Implementation of the ITP has been difficult not just at the global level, but also at 
supranational and national levels. For an example of the former, implementation of 
the ITP in the EU has led to the International Tax Stamp Association taking the 
European Commission to court, arguing that the EU’s T&T regulations breach ITP 
requirements.20 On the latter, T&T implementation in the UK is shrouded in 
uncertainty due to the potential implications of the UK’s exit from the EU21 as well as 
a corruption scandal surrounding the solution provider tasked with implementing the 
UK’s system, De La Rue.22 23  
 
 
In summary: 
 
*the tobacco industry is a major funder of data on the ITT and also has a current 
focus on using the ITT as a means of undermining and influencing policy. 
 
*Despite extensive evidence of historical involvement, the extent to which TTCs are 
currently complicit in the facilitation of (and/or are directly involved in) the ITT is 
unknown. 
 
*There are concerns around how effective the ITP will be as an anti-ITT measure, in 
part due to potential industry influence over T&T implementation at global, 
supranational and national levels. 
 
Given the above, it is clear that a greater understanding of the tobacco industry’s 
relationship with the ITT and with ITP implementation, namely T&T, is necessary if 
current and future tobacco control measures are to be successful in tackling 
smoking-related harm. This thesis therefore aims to explore these issues, their 
impact on how the ITT is understood and their implications for public health policy. 
 
To achieve this, the thesis first considers the quality of tobacco industry-funded data 
on the ITT through a systematic review of pre-existing assessments of such data by 
international experts in the ITT (Chapter 2). This provides a comprehensive picture 
of the quality and reliability of industry data on ITT. Chapter 3 provides new insight 
into contemporary TTC attempts to undermine the ITP globally. 
 
Through analysis of tobacco industry documents, this chapter reveals that TTC 
attempts to have Codentify-based T&T systems implemented in countries across the 
world have become increasingly underhand. These range from the use of front 
groups and front companies to promote Codentify, selling some intellectual property 
relating to Codentify while retaining others, and funding international police and anti-
corruption organisations to create a powerful network supportive of the tobacco 
industry’s position. 
 
Further, compiling of UK, EU and global-level data featured in the paper indicate that 
the tobacco industry remains involved in tobacco smuggling and, as such, has a 
vested interest in controlling any T&T system designed to control its supply. If 
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introduced, such a system could lead to further scrutiny on TTCs as well as an 
increase in their excise payments. 
 
Chapters 4 and 5 look at TTC influence on T&T at the supranational level, focussing 
on the EU- the largest implementation market of T&T. In Chapter 4, analysis of 
internal industry documents outlines how TTCs worked collaboratively with each 
other, and with a supposedly-independent third party (a technology company named 
Inexto), to promote industry-favoured technical standards for the EU’s T&T system 
and to influence EU Member State’s T&T operations. 
 
Investigation of third parties linked to the EU’s T&T system demonstrate that the 
system gives actors with significant business links to the tobacco industry, in some 
cases, including direct involvement in the creation and promotion of Codentify, key 
responsibilities. This chapter also examines if the EU regulations comply with the 
ITP, concluding that the tobacco industry’s concerted efforts to influence 
implementation of T&T in the EU were largely successful in maximising industry 
control of the system and minimising its independence.  
 
Chapter 5 examines the policy network of actors involved in the EU T&T debate, and 
explores their financial links to the tobacco industry. Coding of the policy positions 
adopted by approximately 200 respondents to an EU T&T consultation as well as of 
their financial links (if any) to the tobacco industry, combined with statistical analysis 
of the findings, found statistically-significant associations between respondents’ 
financial links and their policy positions on certain issues. Primarily, there was a clear 
contrast between financially-linked and non-financially linked respondents’ positions 
on how the EU’s T&T system should be governed with linked respondents favouring 
an industry-operated solution which would have breached the requirements of the 
ITP.  Social network analysis was used to provide further insight into the 
relationships between TTCs and trade associations involved in the policy debate, 
identifying the level of influence which TTCs had on the consultation process.  
 
Given the multiple challenges the ITT poses for public health, this thesis’ focus on 
identifying the contemporary barriers that stand in the way of adequately addressing 
it provides a worthy contribution to the existing knowledge base. Taken collectively, 
the findings from this thesis complement and expand on the existing literature base 
on the tobacco industry and its influence on the ITT and policy measures to address 
it.  
 
This thesis provides new evidence on the tobacco industry’s influence and control of 
data on ITT, its ongoing involvement in the ITT and on its attempts to undermine the 
latest anti-ITT policy (the ITP) at national, supranational and global levels. These 
findings thus aid civil society in responding to TTC strategies to influence 
understandings of and solutions to the ITT and help address potential further 
tobacco industry regulatory capture by providing recommendations to Governments.   
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1.2 Tobacco & tobacco control 

1.2.1. Tobacco & public health 
1.2.1.1. Tobacco-related harm 
 
Tobacco is a uniquely lethal consumer product and its use is a global public health 
epidemic. 100 million people died worldwide in the 20th century due to tobacco24 and 
it continues to kill around 6 million people per year.25 Projected global tobacco-
attributed deaths for the year 2030 range from 7.4 to 9.7 million.26 
 
Tobacco smoking is now recognised as the single biggest preventable risk factor for 
non-communicable diseases (NCD) which are the leading cause of death globally.27 
Furthermore, according to the Global Burden of Disease Study (2017), tobacco 
smoking, along with high blood pressure, was the leading global risk factor causing 
early death and disability for all age groups combined.28 
 
Tobacco smoke impacts nearly every organ of the body and is responsible for multiple 
cardiovascular diseases (e.g. hypertension, stroke, coronary heart disease), lung 
diseases (e.g. emphysema, chronic bronchitis, chronic obstructive pulmonary disease 
(COPD)), and other diseases (e.g. rheumatoid arthritis, cataracts, and type 2 
diabetes).29 The sixth edition of the Tobacco Atlas features a summary of the current 
known harms of tobacco which is presented ahead (Figure 1.1).29 30 
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Figure 1.1 The health consequences of tobacco consumption. Source: 30 

 
 
 
 
 



CHAPTER 1: GENERAL INTRODUCTION 

 7 

While tobacco is extremely harmful for those who use it, it also presents major health 
consequences to others. A 2006 US Surgeon General report on the health 
consequences of involuntary exposure to tobacco smoke stated that “second-hand 
smoke has immediate adverse effects on the cardiovascular system and causes 
coronary heart disease and lung cancer”.31  
 
69 carcinogens have been identified in tobacco smoke to date32 and over 50 have 
been identified in second-hand smoke.31  It is estimated that 884,000 deaths in 2016 
were attributable to cigarette smoking.30 
 
1.2.1.2. Economic cost of tobacco 
 
In addition to the direct and indirect health harms, tobacco use also comes with huge 
economic costs. A 2017 study considered the direct (health expenditure) and indirect 
(productivity loss from morbidity and mortality) costs of tobacco use globally in 2012 
and estimated that the total economic cost of smoking was $1852 billion, equivalent 
to 1.8% of the world's annual gross domestic product (GDP) with almost 40% of this 
cost being incurred by the poorest countries33 (Figure 1.2). 
 
Figure 1.2: The global economic cost of smoking-attributable diseases in 2012, 
PPP, international dollars. Source: 33 

 
 
1.2.1.3. Global patterns of tobacco smoking 
 
Worldwide, there has been a downward trend in smoking prevalence in recent 
decades with global age-standardised prevalence figures of daily smoking for men 
and women reducing by 28.4% and 34.4% respectively between 1990 and 2015.34 
However, trends in smoking vary country by country and the evidence suggests that 
the health impacts of the tobacco epidemic are increasingly shifting towards LMICs.35 

36 
 
Over 80% of the world’s smokers live in LMICs,37 38 and it is in these countries within 
which more than two thirds of tobacco related deaths now occur.24 Between 2000 and 
2015 the prevalence of tobacco smoking increased in 27 countries, 20 of which are 
LMICs (Figure 1.3), suggesting that tobacco’s health burden on LMICs will only 
continue to worsen in coming years. 
 



CHAPTER 1: GENERAL INTRODUCTION 

 8 

Cigarette consumption is also predicted to increase in many LMICs, for example, the 
number of tobacco smokers in Indonesia and Nigeria is expected to increase by 24 
and 7 million respectively between 2015 to 2025. Currently, more than 40% (two out 
of every five) of all cigarettes smoked globally are consumed in China.39 
 
Figure 1.3 Countries where smoking prevalence of those aged 15+ increased 
between 2000 and 2015. Source: 40 (raw data), 41 (chart) 

 
 
There are multiple factors which contribute to growing prevalence rates in certain 
LMICs. These include: 
 
*economic development and continued population growth24 
*educational disparities42 
*transnational tobacco companies’ (TTCs) aggressive expansionism in LMICs that 
they view as emerging markets43 44 
*TTC attempts to prevent tobacco control policies in LMICs.44 
 

1.2.2. The WHO Framework Convention on Tobacco Control (FCTC) 

 
Following growing awareness of tobacco harms throughout the 1950s, the need for 
public health responses (including using science to promote health and wellbeing, 
prevent ill health, and prolong life45) quickly became apparent. Such responses are  
dependent on action by both the public and governments, with tobacco control 
becoming the key approach from the 1960s onwards, eventually leading to the first 
global treaty negotiated under the auspices of the World Health Organization 
(WHO)- the Framework Convention on Tobacco Control (FCTC).46 
 
The FCTC, which entered into force in 2005, was created as a response to the 
increasing globalisation of the tobacco industry and the tobacco epidemic, 
“reaffirm(ing) the right of all people to the highest standard of health”.47 It is the first 
treaty to be negotiated under the auspices of the WHO and, as of September 2019, 
had been ratified by 181 Parties, representing over 90% of the world’s population.48 
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49 According to a WHO 2016 global progress report; of the 133 parties who 
submitted data for the analysis (77% of total parties), 89% now require health 
warnings on tobacco products and over 80% have introduced bans on product 
placement and tobacco sponsorship.50 Figure 1.4 is a timeline of major events 
related to the FCTC up to 2015. 
 
 
 
Figure 1.4: Timeline of major events in the creation, negotiation, adoption, and 
ratification of the WHO Framework Convention on Tobacco Control (FCTC). 

Source: 51 
 

 

 
 
 
Research has demonstrated that FCTC ratification led to an acceleration in the 
implementation of multiple tobacco control measures such as health warning 
labels,52 53 advertising bans,54 and smoke-free environments55 56 demonstrating that 
progress has been made. However, the overall impact of the FCTC to date is 
contested. The FCTC was recently criticised by Hoffman et. al. (2019) for having had 
little impact since its implementation, with no significant change to the rate at which 
global cigarette consumption is decreasing having been identified since the FCTC’s 
adoption.51 Despite being a key priority for the FCTC, LMICs have seen slower 
progress in implementing tobacco control measures than high-income countries 
(HICs), serving as a reminder of the challenges that remain.53 54  
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On the other hand, a study by Ngo et. al. (2017) on the impact of policy measures 
put forward by the FCTC found that increasing implementation of the measures 
“significantly reduced smoking prevalence and cigarette consumption from 2017-
2014”.57 Further, an analysis by Chung-Hall et. al. (2019) concluded that the FCTC 
has led to increased implementation of tobacco control policies which have led to 
measurable impacts on tobacco consumption, prevalence and other outcomes. 
However, they acknowledged that there are ongoing challenges to FCTC 
implementation and that the process needs to be accelerated.58 
 
One such challenge is tobacco industry opposition to the implementation of FCTC-
compliant policies. Tobacco industry opposition to the FCTC began as early as 1997, 
with Philip Morris International (PMI) commissioning the consultancy group 
Mongoven, Biscoe & Duchin Inc. (MBD) to write two ‘white papers’ for them. Aiming 
to derail the Convention was deemed to be “unrealistic” and instead it was 
suggested that companies focus on exerting as much influence as possible over the 
policy in its final form.59 
  
MBD advised PMI to try to influence the drafting of the FCTC through collusion with 
governments that have tobacco-related interests and by working with other 
international agencies.17 60 It was also suggested that future protocols following on 
from the FCTC would have a bigger impact on the tobacco industry than the FCTC 
itself and so should be considered more important.59  
 
These recommendations led to multiple moves by PMI to attempt to influence the 
FCTC, including attempts to secure WHO accreditation for industry-aligned Non-
Governmental Organisations (NGOs) so that industry positions could be represented 
at FCTC negotiations.61 PMI, along with other TTCs, “cultivated relationships with 
tobacco-friendly governments”59 such as Japan and Malawi62 63 in attempts to 
weaken the FCTC. BAT made a failed attempt to stop the FCTC altogether though 
Project Cerberus- “a global voluntary code that would be overseen by an 
independent body”17 59 and, in 1999, began targeting key countries; in particular 
Germany,64 in further attempts to damage the FCTC.  
 
More recently, in 2017, Reuters gained access to internal PMI documents including 
one from 2014 which described the FCTC as a “regulatory runaway train” driven by 
“anti-tobacco extremists”. Additionally, an internal British American Tobacco (BAT) 
document revealed that in, in 2012, ahead of that year’s Conference of the Parties to 
the FCTC (CoP), the major Transnational Tobacco Companies (TTCs)- Philip Morris 
International (PMI), British American Tobacco (BAT), Japan Tobacco International 
(JTI) and Imperial Tobacco (now Imperial Brands) (IT) formed an “informal industry 
Working Group” to oppose various proposals on tobacco taxation.65 
 
1.2.2.1 Article 5.3 
 
The FCTC also sought to address tobacco industry interference in public health 
policy making. It specifically acknowledges that the interests of an industry which 
profits from the sale of tobacco products are diametrically opposed to public health 
efforts intended reduce sales of that product. Article 5.3 of the treaty specifies that:  
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“In setting and implementing their public health policies with respect to 
tobacco control, Parties shall act to protect these policies from commercial 
and other vested interests of the tobacco industry in accordance with national 
law”.47 

 
There are four guiding principles behind Article 5.3: 
 
1. “there is a fundamental and irreconcilable conflict between the tobacco industry’s 
interests and public health policy interests” and so the formation and implementation 
of public health policies should be protected from the tobacco industry to the 
“greatest extent possible”.47 
 
2. Transparency and accountability between any Party and tobacco industry 
interactions related to tobacco control or public health 
 
3. That the tobacco industry operates in a manner that is also accountable and 
transparent 
 
4. Any preferential treatment towards the tobacco industry would be detrimental to 
public health and that, “because their products are lethal, the tobacco industry 
should not be granted incentives to establish or run their business”.47 
 
The WHO also made several recommendations for addressing tobacco industry 
interference in public health policies. These include the rejection of partnerships and 
non-binding or non-enforceable agreements with the tobacco industry, the avoidance 
of conflicts of interest (CoI) for Government officials and employees, and the 
denormalisation and regulation (where possible) of tobacco industry attempts to be 
“socially responsible” i.e. claims of “corporate social responsibility”.47 
 
Implementation of Article 5.3 has proven difficult. For example, concerns have been 
raised regarding the transparency of the European Commission’s relationship with 
the tobacco industry. In 2013, 5 NGOs, led by the Corporate Europe Observatory, 
wrote to the President of the European Commission claiming that a number of 
Commission officials appeared to have met with tobacco industry lobbyists without 
declaring them, breaching transparency principles within Article 5.3. of the FCTC. 
The Commission argued that its rules were in line with the FCTC but contended that 
the guidelines are not binding.66 
 
The situation ultimately led to an inquiry by the European Ombudsman which found 
that the Commission was not fully-implementing principles of Article 5.3 of the FCTC. 
Meetings with lawyers representing tobacco companies had taken place without 
being disclosed as meetings for the purpose of lobbying:67 
 

“The Ombudsman found inherent weaknesses in the current practices of the 
Commission… which make them unreliable and unsatisfactory in terms of 
transparency and accountability.”66 

 
Such concerns related to government transparency with the tobacco industry / 
compliance with Article 5.3 are widespread. In 2014, six years after the WHO 
adopted its guidelines for Article 5.3 implementation, Malone & Bialous (2014) noted 
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that the “article’s promise for protecting tobacco control policymaking from tobacco 
industry interference remains almost entirely unrealised”.68 Similarly, the following 
year Assunta & Dorotheo (2015) argued that Parties to the Convention need to be 
more “pro-active in de-normalising the tobacco industry” due to many southeast 
Asian countries engaging with the tobacco industry.69 
 

1.3. The Illicit Tobacco Trade (ITT) 

 

1.3.1 The ITT & its emergence as a public health problem 

 
The WHO defines illicit trade as “any practice or conduct prohibited by law and which 
relates to production, shipment, receipt, possession, distribution, sale or purchase 
including any practice or conduct intended to facilitate such activity”.47 The ITT 
covers not just the circumvention of taxes, but all illegal activities related to the 
tobacco trade70 such as “the production, import, export, purchase, sale, or 
possession of tobacco goods which fail to comply with legislation”.71 The ITT thus 
refers to any illegal activity that occurs throughout a tobacco product’s life, from its 
manufacture through to it being purchased by a consumer.  
 
Tobacco is the world’s most widely smuggled legal substance72 73 and tobacco 
smuggling was first noticed as a public health issue in the mid to late 1990s with the 
release of two seminal papers by Joossens & Raw.74 75 The articles identified 
cigarette smuggling as a global practice in which the major tobacco companies were 
complicit, with close to a third of global cigarette exports being funnelled into the 
illegal market.74 In 1998, successful litigation against the tobacco industry led to the 
release of 35 million pages of internal tobacco industry documents,76 many of which 
would demonstrate TTC involvement in tobacco smuggling (see section 1.3.1.2.). 
 
Health inequalities 
 
The ITT exacerbates health inequalities through its appeal to smokers with low 
socioeconomic status (SES). Cigarette smoking disproportionately affects the health 
of low SES smokers as they tend to smoke more heavily77-79 and, along with the 
young,80-82 are the most price-sensitive smokers.83 84 Illicit tobacco is often 30% to 
50% cheaper than legal tobacco3 but can be as much as 90% cheaper.85 Research 
suggests that low-SES smokers are more likely to use illicit products over legal ones 
as a result of these lower costs.83 86-89 82 
 
Increased tobacco consumption and undermining tobacco control 

 
By making cigarettes cheaper,1 the ITT also increases overall consumption levels, 
leading to increased negative health outcomes.90 As a result, the ITT actively 
undermines one of tobacco control’s most important weapons against the tobacco 
epidemic- increasing price to reduce consumption/using tobacco taxation to reduce 
smoking. 
 
The ITT also undermines supply-side efforts to limit youth access to tobacco 
products such as age restrictions. Vendors who are willing to stock illicit cigarettes 
already demonstrate a willingness to break the law while doing so, suggesting that 
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they may also be willing to break the law by selling cigarettes to young people. Law-
abiding vendors may also come under business pressure to also not comply with 
tobacco control measures if their competitors have already stopped doing so.82 The 
ITT also undermines other tobacco control measures. For example, smuggled 
product does not always feature health warnings and images that are legally 
required in the jurisdiction they have been smuggled into.91 92 
 
Impact on law & order 
 
Another negative consequence of the ITT is its relationship with law and order, with 
cigarette smuggling having been linked to Hamas, Hezbollah, Al Qaeda, the Taliban 
and other designated foreign terrorist organizations.93 94 Tobacco smuggling has 
also been used as a source of revenue for rebel groups in Central & East Africa who 
are responsible for multiple human rights abuses.95 Further, the ITT has been 
identified as a vector for money laundering, presenting low levels of risk (e.g. 
detection, seizure, prosecution) for offenders.71 
 
Government revenue loss 
 
Her Majesty’s Revenue and Customs (HMRC) in the UK estimates that, in 2011, 
11.65% of all cigarettes traded internationally were smuggled, leading to worldwide 
Government losses of $40.5 billion.96 Using 2007 data from 84 countries, Joossens 
& Merriman (2000) estimated the size of the illicit market, also estimating that the 
global annual revenue lost to Governments as a result of the ITT was $40.5 billion, 
with $22.9 of this being lost by LMICs.1  
 
Lencucha (2011)97 conducted an analysis using 2003-2008 data from the Tobacco 
Atlas, Euromonitor International, and the WHO in order to estimate the revenue loss 
of 12 countries (selected to provide a global picture) as a result of ITT. They 
estimated that average lost revenue for each country over the assessed 6-year 
period ranged from $23 million per year (Ecuador) to almost $5 billion per year (the 
UK).  
 
Caution must be placed in all of these estimates given the lack of reliable global data 
on this topic but the available evidence indicates that government loss of revenue 
resulting from the ITT is substantial. While revenue loss is significant in itself, it also 
has additional implications for tobacco control and public health spending. For 
example, many public health services in the WHO European Region are already 
facing substantial cutbacks98 74 and the revenue lost from the ITT could have 
lessened the severity of these.  
 

1.3.1.2. Industry involvement: methods & motivations 

 
Internal industry documents from the 1990s prove extensive and deliberate TTC 
involvement in the smuggling of their own products.9 10 11 99 Historic tobacco industry 
complicity in smuggling, conducted knowingly and routinely by TTCs, has been 
identified on a global scale. TTCs have been linked to fuelling the ITT in Africa,100 
Asia,101 Brazil,102 Canada,9 China,103 Europe,74 the former Soviet Union,104 105 Latin 
America,106 the Middle East,107 the UK,108 and the US.73  
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The transit system allows for cigarettes to travel with legally-required payments 
being made only once shipments reach their intended country. However, cigarettes 
disappear during this process, ending up in other countries including in some cases 
back where they originated from. For example, in 1996 approximately 50 billion 
cigarettes had been sent by RJ Reynolds Tobacco (RJR) to Cyprus with 
approximately half of these ending up in Turkey and then Iraq.109 These cigarettes 
end up on the illicit market and, having been cheaper to export due to legal 
payments being avoided, are sold at lower costs than legally distributed cigarettes.3  
 
TTCs nevertheless profit from the sale of these products because they make their 
profit at the point of selling to the distributor who then sells those products on. 
Cigarette smuggling occurs after the point of sale to the distributor and therefore, 
TTCs profit before any smuggling occurs. Relying on intermediaries allowed TTCs to 
abdicate responsibility for their practices on to other parties:  
 

 “The nature of the cigarette business is such that Brown & Williamson sells to a 
range of independent international wholesalers and distributors. Where, when and to 

whom they sell the product is a matter for the wholesaler concerned”.101 
 

There are many examples of TTCs attempting to argue that the distributor is 
responsible for products ending up on illicit markets, and that this happened without 
the companies’ support,110 or knowledge.108 However a wealth of evidence 
demonstrates that TTCs actively orchestrated the smuggling of their own products. 
 
TTCs knowingly sold to distributors with histories of selling to illegal channels and 
kept close records of tobacco distribution in such channels.100 While there is 
evidence that multiple TTCs were engaging in this behaviour knowingly,111-113 the 
majority of evidence comes from approximately 1 million internal BAT documents, 
released as a result of successful litigation against several TTCs.76 
 
Documents from the BAT collection suggest that tobacco industry smuggling of its 
own product was common place, with substitute terms for illicit such as general trade 
(GT) and transit104 being used by BAT staff.  The use of such euphemisms suggest 
that the company and some of its employees were aware of the illegality of their 
actions and were attempting to disassociate themselves from this.101  
 
Smuggling was so entrenched within BAT’s business practices that in-depth 
infrastructures had been created to attempt to mitigate the risks involved. As noted 
by Collin et. al.:  
 

“The strategic challenge for BAT was to maintain both careful management of 
illicit trade and sufficient separation from it to ensure deniability”.101 

 
This would even extend to legal business being created to protect smuggled 
cigarettes. These ‘umbrella operations’ allowed for marketing and promotion of 
smuggled products to be conducted under the guise that they were for products sold 
legally.100 101 
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Smuggling also took place via duty-free zones. As summarised by the Organized 
Crime and Corruption Reporting Project (OCCRP): 
 
“Free trade zones in Venezuela, Aruba, Panama, Singapore and other places have 
been successfully used to smuggle cigarettes in the past. British American Tobacco 
(BAT), one of the world’s largest tobacco companies, was allegedly involved in such 

a scheme… Goods can be shipped to the free trade zone with little or no taxes 
collected and then smuggled across the border, where they can be sold for large 

profits”.114 
 

Native American reservations which benefit from tax exemptions; meaning tobacco 
products can be purchased for a lower price than would normally be allowed legally, 
were also used as smuggling hubs.115  
  
BAT identified the regional strategy of its competitor, PMI as one that also exploited 
‘general trade’104 indicating that other major TTCs were also using the ITT as key 
components of their business.103 TTCs used smuggling as a key strategy in order to 
achieve multiple business objectives, including: 
 
Increased profitability 
 
A shift to legal trading was viewed as a threat to successful and more profitable 
ongoing illegal trading in some cases.101 In Cameroon, for example, BAT supported 
smuggling as its primary mainstay of activity even in the case of legal imports being 
permitted.100  
  
Dual-distribution was common with TTCs selling products legally and also using 
smuggled products to ensure that demand was met in countries where this was 
difficult to achieve legally.107 A 1994 BAT document outlined the importance of the 
ITT for TTC business with ‘general trade’ accounting for either 57% or 68% of BAT’s 
global export business, depending on how trade in some locations was classified.101 
 
To avoid duties 
 
TTCs would send large containers full of cigarettes where duties had not been paid 
to countries where there was no demand for the products i.e. ‘phantom markets’,3 
doing so in the knowledge that those products would end up being smuggled into the 
markets which were actually being targeted. In the early 1990s Imperial Tobacco’s 
cigarette exports from the UK to Andorra rose rapidly from 13 million cigarettes in 
1993 to 1.52 billion in 1997. For demand to match this level of supply, every man, 
woman and child in Andorra throughout this period would have smoked 140 
cigarettes a day.116 117 Many exports then travelled to Cyprus where, in 2001, 6 
billion British-brand cigarettes were on an island with a population of only 700,000 
people. Customs & Excise claimed that the vast majority of cigarettes sent to 
Andorra and Cyprus ultimately ended up being smuggled back into the UK.116 118 
 
 
 
 
 



CHAPTER 1: GENERAL INTRODUCTION 

 16 

 
 
 
For market entry 
 
In the 1990s, many of the world’s largest markets were subject to trade barriers 
including restrictions on volume of imports and import duties and/or were state 
owned monopolies (e.g. China). Falling smoking rates as well as tobacco consumers 
dying led TTCs to branch out to new markets with the aim of creating new 
consumers.119 This would include restricted or closed markets with TTCs following a 
series of steps in order to develop a presence in them, including trade pressure from 
powerful Governments,119 aggressive promotional campaigns often aimed at 
women,120 and the smuggling of their own products.104   
 
Smuggling was used as a market softening and entry technique, allowing TTCs to 
bypass trade barriers in order to get their products into protected or closed 
markets101 104 121 122 and was a successful market entry technique as it created a 
consumer base even in cases where the product was not legally available to 
consumers. This would then create pressure on retailers to stock those products, in 
spite of the legal risk. For example, in the early 1990s, Vietnam implemented a ban 
on imported cigarettes but a BAT document outlined how distribution on the ITT had 
undermined this: 
 

“with its strong network of customers in Cambodia… (the product has) been 
able to capitalise on the demand of the Vietnamese customer despite the 
ban”101 

 
A prominent example of TTCs using the ITT as a market entry strategy is BAT’s use 
of smuggling as a means of entering the former Soviet Union, following its collapse 
in 1991. BAT used smuggling as a means to import products into the market and 
create brand awareness, providing an infrastructure for a fully integrated distribution 
network to develop later.104  
 
In addition to entering markets, TTCs used the ITT to attempt to push closed or 
restricted markets to open. The existence of high levels of ITT in a country can 
undermine the credibility of tobacco policies such as import bans and such policies 
may also be under wider political pressures from Government. BAT documents show 
the company was aware of these factors, with the company using the existence of 
the ITT as leverage in negotiations relating to market access and foreign investment 
in the former Soviet Union,104 105 Vietnam,121 and China.103  Additionally, the ITT was 
presented in BAT documents as “part of a broader strategy to undermine Thailand’s 
ban on imports” in the late 1980s.101 Despite Thailand’s market being formally closed 
to TTCs until 1990, a 1988 BAT report estimated that they were making a profit of £1 
million per annum from their products being sold there.101  
 
To undermine tax policy  
 
TTCs have also used smuggling to undermine taxation policy. By controlling the flow 
of products being smuggled into a country, TTCs strategically increased the flow of 



CHAPTER 1: GENERAL INTRODUCTION 

 17 

illicit products to coincide with tax increases. They could then use the increase in the 
ITT to pressure Governments into pulling back from their tax policy.101  

 
The ITT gave TTCs significant leverage in negotiations with Governments in relation 
to tax measures.100 In order to counter proposed tobacco control measures in 
Thailand after the opening of the market to legal imports, multiple TTCs set their 
prices high in order to suggest to the government that legal sales would pale in 
comparison to products bought from the ITT if taxes were increased. BAT (and likely 
other TTCs) were already fuelling and profiting from Thailand’s ITT before the import 
ban was lifted, demonstrating just how much leverage TTCs had over Government 
policy, as well as their willingness to collaborate with each other when deemed 
necessary.101 
 
As an argument against other tobacco control measures 
 
In addition to historical and ongoing attempts to use the threat of the ITT to 
undermine tax increases, a large body of research has demonstrated that TTCs now 
use narratives around the ITT to oppose other tobacco control measures across the 
world.1 7 101 123-125  
 
For example, the ITT has been used frequently by TTCs to oppose standardised 
packaging126 127 with TTCs claiming that implementing plain packaging would 
increase levels of counterfeit tobacco because standardised packs are easier to 
forge.128 This argument is unfounded with Joossens (2012) stating that: “Packaging 
has never been mentioned in the peer-reviewed literature as a key factor for 
smuggling”.129  
 
The Australian Government’s 2016 post-implementation of plain packaging stated 
that it is “most likely that the impact of the tobacco plain packaging measure on 
changes in the illicit tobacco market in Australia has not been substantive, if there 
has been any impact at all.”130 
 
Involvement with organised crime 
 
According to the Organised Crime and Corruption Reporting Project (OCCRP), TTCs 
would work with distributors who were connected to organised crime syndicates in 
order to ensure that products would be smuggled to desired locations.113 The 
International Consortium of Investigative Journalists (ICIJ) & the Center for Public 
Integrity summarise the extensive criminal groups that TTC distributors worked with 
an extensive range of criminal groups to accommodate cigarette smuggling including 
the Italian Mafia, Triads in Asia, Columbian drug cartels and motorcycle gangs in 
America.73 

 
After tobacco company Gallaher (now owned by Japan Tobacco International (JTI)) 
fired a distributor in 2005 for its involvement with smuggling, allegations of direct 
TTC involvement with a terrorist organisation arose. Tlias Enterprises (the distributor 
in question) took Gallaher to court for unfair dismissal and argued that the TTC had 
agreed to a deal with the known militant group Hezbollah. Although Gallaher denied 
the allegations, taped discussions between two Gallaher directors suggested they 
knew that Hezbollah had been enlisted by the TTC.11 131 
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Legal action against TTCs 
 
The extensive evidence of tobacco involvement in the ITT has led to legal action in 
diverse jurisdictions, most notably Canada and the EU. The first case of a tobacco 
company being convicted for assisting in tobacco smuggling came in 1998 when an 
affiliate of RJ Reynolds (RJR) Nabisco plead guilty to charges of helping smugglers 
illegally re-route export cigarettes into Canada, leading to criminal fines and 
forfeitures totalling 15 million US dollars.132  In 1999, the Canadian government filed 
a $1 billion lawsuit in the US under the Racketeer Influenced and Corrupt 
Organizations (RICO) statute against RJR Tobacco Holdings, Inc. and the Canadian 
Tobacco Manufacturers’ Council. The suit claimed that the Canadian government 
had been defrauded from 1991 onwards by a vast tobacco smuggling operation, led 
by cigarette manufacturers. An employee of the distributor Northern Brands pled 
guilty to leading the sale of 8 billion smuggled cigarettes into Canada.132 133 In 2000, 
the lawsuit was rejected on the grounds that US courts cannot be used to collect the 
taxes of another country.134 
 
However, in 2003 the Royal Canadian Mounted Police (RCMP) filed criminal charges 
against multiple tobacco companies over cigarette smuggling in the 1990s and, 
between 2008-2010, subsidiaries of BAT and JTI, and a company partly-owned by 
PMI had all pled guilty to tobacco smuggling and were collectively fined C$1.7 billion 
(£1 billion) in criminal fines and civil settlements.90 135  
 
Another prominent example of litigation against TTCs for their involvement in 
smuggling was brought by the EU. Between 2000-2002 the European Commission 
took multiple TTCs to court, accusing them of involvement in cigarette smuggling. 
Firstly, civil action was brought against PMI and RJR, accusing them of multiple 
offences including cigarette smuggling, bribing foreign public officials and conducting 
illegal trade with terrorist organizations. In 2001 10 EU countries joined the lawsuit, 
with Colombia and Ecuador soon following in pursuing smuggling-related lawsuits 
against TTCs.133 
 
The EU later dropped its case against the TTCs and signed enforceable and legally-
binding agreements with all four major TTCs to tackle the tobacco smuggling. These 
agreements involved large payments ($200 million by BAT & $300 million by JTI). 
PMI’s agreement required it to address smuggling by controlling the distribution 
system and by implementing track and trace (T&T) measures for its products,90 
ultimately leading to the creation of the industry’s own partial T&T system, 
Codentify.15 136  
 
In addition to legal action, various governments have held inquiries into TTC 
involvement in ITT, in some cases leading to fines and/or sanctions. The UK, for 
example, has held multiple investigations into tobacco smuggling. In 2002, the 
House of Common’s Public Accounts Select Committee (PAC) launched an inquiry 
into tobacco smuggling which had a key focus of investigating the high number of 
Imperial Tobacco products on the UK illicit market. The PAC concluded that the 
amount of smuggled Imperial products on the UK market had been rising since 1997 
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and that this coincided with a substantial increase in the company’s profits. It also 
concluded that Imperial Tobacco “might have foreseen” that its exports to “unusual 
markets” would end up being illegally diverted back into the UK and that the 
company “need to take a positive approach to preventing smuggling, notably by 
providing more timely responses to Customs’ requests for information and by 
exercising greater discretion in their choice of export markets”.137  
 
In 2003, likely as a result of the PAC’s scrutiny, there was, according to HMRC, a 
“marked reduction in large volumes” of Imperial Tobacco products being exported to 
destinations outside the EU, leading to a 5% drop in the UK illegal market share.90 
 
A decade later, the PAC again investigated tobacco smuggling in the UK, with the 
committee’s then-chairwoman Margaret Hodge, MP, accusing TTCs of “turning a 
blind eye” to smuggling and alleging that HMRC: 
 
“failed to challenge properly those UK tobacco manufacturers who turn a blind eye to 
the avoidance of UK tax by supplying more of their products to European countries 
than the legitimate market in those countries could possibly require… HMRC must 
be more assertive with these manufacturers. So far it has not fined a single one of 

them.”138 
 

In 2014, HMRC fined BAT for oversupplying tobacco products in Belgium on the 
basis that there was a high risk that this would fuel smuggling into the UK. The fine is 
the first and, to date, only case of HMRC imposing a penalty on a TTC for failing in 
its duty not to facilitate tobacco smuggling.139 
 

1.3.2. The Changing Nature of the ITT 

 
Given the litigation and negative press around TTC involvement in the ITT in the late 
1990s, TTCs became less aggressive in their export practices, with total illicit 
cigarette volumes declining. Joossens and Raw90 identified a 13/14% drop in levels 
of smuggling in Italy and Spain between 1996 and 2006 and an 8% drop in the UK 
within the same time period, with similar reductions being identified in the US and 
Brazil also.3   
 
However, new types of illicit products began to appear on the illicit market, namely 
counterfeits and cheap whites (brands that are produced legally and often made to 
appeal to the markets that they will go on to be smuggled into).90 140 
 
1.3.2.1. Counterfeits 

 
Counterfeit tobacco products are those that bear a trademark of a tobacco 
manufacturer, despite being made by a third party without the consent of that 
manufacturer.141 The counterfeit cigarette network is large and diverse ranging from 
hand-made products to sophisticated production lines within large facilities.142 As a 
result, the quality of counterfeit products vary drastically. While counterfeit cigarettes 
often use convincing packaging, the tobacco itself can be of poorer quality than that 
that of legal brands. This disparity should not be overstated though as the same raw 
materials used for legally produced cigarettes are also often used for counterfeits.142 
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China is often considered the main source of counterfeit cigarettes globally, with 
estimates suggesting that as much as 400 billion counterfeit cigarettes are produced 
there each year.73 85 Shen & Antonopoulos’ (2010) outline of the production, 
distribution, and sale of Chinese counterfeit cigarettes, provides insight into how this 
practice contributes to ITT.143 
 
Firstly, raw materials are acquired - usually unprocessed tobacco purchased directly 
from farmers. In other cases, raw materials are sourced from cigarettes that 
legitimate manufacturers have disposed of with counterfeiters masquerading as 
professional recyclers. Counterfeit cigarettes may also be made of non-tobacco 
waste, collected from waste sites, which is then dried and processed e.g. rotten 
vegetable leaves. While all of this demonstrates the varying quality of counterfeit 
cigarettes, it should be noted that counterfeits of comparable quality to legitimate 
products are not unusual among customs interceptions.143  
 
Multiple packaging methods are used by counterfeiters to disguise their products as 
legitimate. The packs themselves may be counterfeit- manufactured by 
counterfeiters with the aim of mimicking the appearance of legal packs. Alternatively, 
legally produced cigarette packs can be used to hold counterfeits, ensuring that the 
cigarettes seem as legitimate as possible upon purchase. Counterfeits can also be 
mixed with legally-produced cigarettes in genuine packaging, though this is a rare 
occurrence. In some cases, counterfeits may use high-quality unique packaging that 
uses the name of a legal brand but does not attempt to mimic that brand’s existing 
packs.143 
 
Counterfeit cigarettes may be produced and packaged in a variety of venues ranging 
from legitimate factories that produce other items to private homes. Venues where 
counterfeits are sold are equally varied and include legitimate small businesses (that 
sell both licensed and counterfeit cigarettes), and targeted areas such as popular 
tourist spots (as tourists likely will not have knowledge of legitimate brands). 
Counterfeit cigarettes can ultimately be sold “at any time in virtually any public space 
to any interested customer”.143 
 
Counterfeits are sold within the country in which they were manufactured or can be 
smuggled to markets across the world. In the case of Chinese counterfeits, this 
includes all major global illicit distribution channels, covering European, Australian, 
Asian, and African markets as well as North America.73 The introduction of 
counterfeits into a market is facilitated through a number of intermediaries who link 
manufacturers with potential customers, as well as with transporters, storage 
providers, and other important sources.143 
 
1.3.2.2. Cheap Whites 
 
‘Cheap whites’, or ‘illicit whites’, are terms used to refer to cigarettes legally 
manufactured with their own brands which are most-commonly distinct from TTC-
held trademarks. While often distributed legally, many of them are produced with the 
aim of being smuggled and sold illegally in other markets.3 144  
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The terms Cheap Whites and Illicit Whites are often used interchangeably and their 
sources are unclear. Some have identified Cheap Whites as being “the tobacco 
industry term” (though it is also used by some international enforcement agencies’ 
reports)3 for products meeting the above definition whereas others have identified 
Illicit Whites as being the term used by the majority of industry sources. Ross et. al. 
145 identified a 2009 World Customs Organization (WCO) report as being the first to 
use either term, referring to the Jin Ling brand as belonging to the “so-called cheap 
whites”.146 As these products can be sold legally (and thus are not always illicit), the 
term ‘cheap whites’ will be used in this thesis from this point onwards. 
 
Data from the TPacksSS database, analysed by Ross et. al. (2016), found that 
Cheap Whites were usually sold legally in the domestic markets of the two countries 
where they are most produced (Russia & Ukraine). However, the majority of Cheap 
White packs purchased in Bangladesh, Pakistan, Thailand, the Philippines, and 
Vietnam, were sold on the illicit market.145 In some cases Cheap White brands are 
not sold legally on the domestic market of the country they were manufactured in at 
all and end up being sold illegally in other markets.147 The process whereby Cheap 
Whites are sold illegally mirrors that of how TTC brands are sold illegally- products 
disappear while in transit and end up being sold in markets where their distribution is 
not legal.145 
 
The smuggling of Cheap White cigarettes can be extremely lucrative for organised 
smugglers. A container of Jin Ling cigarettes could be purchased from Russia for 
$100,000 and then sold within the EU for an average total of $2 million in the EU, 
with potential profits being even higher in the UK.3  

 
The lower risk that results from not breaching trademark law gives Cheap Whites an 
edge over counterfeit products. Manufacturers of Cheap Whites can afford to invest 
in better machinery and materials because their product is legally produced and so 
there is minimal risk of equipment and materials being confiscated.145 
 
The legality of the packaging of Cheap White products varies between brands. Ross 
et al145 found that 25 of the 37 Cheap White brands featured on the TPacksSS 
Database did not feature the correct health warning nor the required tax stamp in at 
least one country of purchase and 15 brands met neither of these requirements in 
any countries where they were available.145 
 
The price deferential between Cheap Whites sold illicitly and those sold legally is a 
complex issue. TPacksSS data suggests that the average prices of legal non-Cheap 
White brands are lower than the average price of illegal Cheap Whites in the majority 
of countries (5 out of 7) where statistically significant data is available.145 However, in 
some cases, Cheap Whites have significantly undercut the cost of TTC brands. In 
Africa, for example, Cheap Whites have become prominent due to TTC brands being 
too expensive for most smokers. These Cheap White brands are produced in 
Luxemburg and Bulgaria, before ending up in countries such as Libya, where there 
are high levels of illicit cigarette consumption.3 
 
The price difference between Cheap Whites and legally-sold TTC brands is also 
complex. Data, again from the TPacksSS database, shows that; when compared 
with legally sold TTC brands, Cheap Whites are on average less expensive. 
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However, the cheapest legal brands are often cheaper than the least-expensive 
Cheap White brands.145  
 
The Jin Ling brand serves as a good example of how Cheap Whites can be 
profitable for their manufacturers. Jin Ling is manufactured in Russia within the Free 
Zone of Kaliningrad. This results in a legal reduction in Customs duties and other 
procedures, ultimately making the product cheaper to produce. While Jin Ling is its 
own brand, Jin Ling cigarettes mimic the look and taste of US brand Camel. The 
cigarettes are then illegally imported into the EU and sold there.3 147 In essence, 
Cheap Whites such as Jin Ling are produced legally at low-cost and are then sold in 
other countries illegally, having been smuggled.  
 
2018 research on the ITT in South America indicates that local tobacco companies in 
the region have benefitted from historic TTC smuggling there, which may go some 
way in explaining why Cheap Whites have become a presence in the ITT. TTCs 
created a substantial illicit tobacco market in Brazil and Argentina in the 1960s and in 
the 1990s developed “a system of supply and demand on lower priced brands”.148 
Paraguayan tobacco companies then responded to this by undercutting the market 
with lower-priced brands. As a result, a domestic producer of Cheap Whites has 
begun exporting large amounts of Cheap Whites through both legal and illegal 
channels.149 
 
As discussed ahead in section 1.3.4., many projections of the scale and nature of the 
contemporary ITT are commissioned or produced by TTCs. One reason this is 
potentially problematic is that it would be in TTC’s best interests to reflect the current 
ITT as being driven primarily by non-TTC products (e.g. counterfeits and Cheap 
Whites), rather than by products from TTC’s own supply chains as was the case 
historically. Given the changing nature of the ITT over time, and the industry’s 
funding of data on the topic being potentially problematic, the structure and nature of 
the contemporary ITT is not well understood. This thesis aims to resolve some of this 
uncertainty by exploring TTC-linked data on the ITT and compiling UK, EU and 
global data on the ITT from various sources.    
 
1.3.3. Determinants of the ITT  
 
The literature on the determinants of the ITT is diverse. Studies funded by the 
tobacco industry and its allies reach divergent conclusions compared to studies from 
the public health community. For example, research by Adrian Cooper & Daniel Witt; 
the former the leader of Oxford Economics and the latter the President of the 
International Tax & Investment Center (ITIC) (organisations with close TI links150) 
stress the role of pricing in driving illicit, claiming that countries who have 
implemented substantial tax increases have seen a “sharp rise in illicit trade in 
cigarettes”.151 152-154 
 
By contrast, research by public health experts challenges these claims. For example, 
Joossens and Raw compared cigarette prices and levels of smuggling in 16 
European Union (EU) countries and found that “the correlation between high prices 
and high levels of smuggling claimed by the tobacco industry simply does not 
exist”.74 The findings showed that cigarette prices were not a reliable indicator of 
smuggling levels, with countries with higher cigarette prices (e.g. Norway and 
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Sweden) having lower levels of smuggling and countries with lower prices having 
higher rates of smuggling (e.g. Spain and Italy).74 Similar work, investigating 18 

European countries, found that the single largest determinant of the ITT was having 
sea or land borders with neighbouring countries (In this case, specifically Ukraine, 
Russia, Moldova or Belarus) with no association between price and the ITT being 
identified.155 
 
Further, a 2019 World Bank global review of country experiences with ITT 
demonstrates that tobacco taxes play only a minor role in illicit trade. Evidence 
indicates that the illicit cigarette market is relatively larger in countries with low 
cigarette taxes and prices and smaller in countries with higher taxes and prices.156 
For example, the UK has seen a decline in the ITT corresponding with an increase in 
tobacco taxation.157 As noted in the World Bank report: 
 

“The tobacco industry commonly argues that higher taxes and prices (as well as 
other tobacco control measures), will motivate customers to buy illegal products 

rather than smoking less or quitting, and that this will impact tax revenue without a 
decline in tobacco use. Numerous empirical analyses, across a diversity of 

countries… refute this argument.”157 
 
Nevertheless, Joossens & Merriman (2010) acknowledge that higher taxes and 
prices create greater incentives for traders to enter the ITT or for consumers to 
purchase from it.158 Euromonitor data (which should be viewed with caution given its 
reliance on data from TTCs159) on the top 10 countries where the ITT has increased 
most rapidly from 2010-2015 suggests that price growth is not the overriding factor in 
increases in the ITT but that there is a “degree of correlation” between160 between 
price and the ITT. 
 
Another determinant is the potential perpetrator’s consideration of cost and risk vs. 
profit when engaging in the ITT. Without a realistic risk of being detected, prosecuted 
and fined and/or imprisoned, perpetrators are unlikely to stop operating illicitly and 
more actors are likely to begin operating illicitly.161 157 
 
However, some researchers have argued that the cost of supplying illicit tobacco 
products is of less importance to those involved than the ease of doing so.162 
Disparities between the treatment of domestic and foreign products may also 
increase illicit trade, particularly when there are tight foreign import restrictions in 
place.109 163 
 
Free trade zones (FTZ), sometimes referred to as special economic zones (SEZ), 
are also contributors to the ITT. FTZ are areas where regulations and controls 
(including import duties and taxation) are relaxed in order to incentivise foreign trade 
and investment and there are over 4’000 FTZ worldwide.164 International law 
enforcement agencies tasked with tackling the ITT, including the WCO and the 
OECD have identified FTZ as contributors to the ITT.164 Some jurisdictions, such as 
Colombia and Malaysia, have established strict regulatory frameworks specifically for 
such zones in order to reduce the ITT.157 Other contributing factors to illicit trade 
include overall levels of large-scale smuggling in a region,165 ease of travel between 
borders, the use of informal markets such as social networks, levels of corruption 
within a Government, and conflict/war throughout regions.166  
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Given the potential profit that is attached to the ITT, organised crime networks may 
be highly incentivised to engage with it. If a country has few measures in place to 
prevent this, as well as high levels of corruption, an organised crime network could 
view cigarette smuggling as a vector for money laundering and a relatively low-risk 
source of revenue.71 This can create a cycle whereby the ITT fuels criminal 
networks, thus fueling corruption, thus fueling more ITT.82  
 
1.3.4. Current estimates of ITT 
 
The illegality of the ITT makes it difficult to measure167 and transparent, public data 
on the ITT is limited, and, in many countries, non-existent.3 Different sources use 
different methods and vary widely in their estimates which makes between country 
comparisons difficult.1 Nevertheless, the best available estimates suggest that 11.6% 
of total cigarette consumption amounting to 657 billion cigarettes per year is illicit.1 
Euromonitor, using data on the world’s 80 leading tobacco markets sourced from 
Governments, relevant authorities, and tobacco companies estimates that in 2018 
8.1% of all cigarettes purchased across the world were illicit.168 
 
The most prominent sources of EU-wide estimates of the ITT are the Project Star & 
SUN and Stella reports. Project Star was commissioned by PMI after an anti-
counterfeit and anti-contraband co-operation agreement was signed with the 
European Commission. Project Sun was commissioned collectively by BAT, Imperial 
Tobacco, JTI, & PMI and Project Stella, released in 2019, was commissioned by 
PMI. Project Stella estimates that 8.6% of total cigarette consumption in the EU was 
illicit.4  

Similarly, the most regular estimates for the ITT in Latin America and Asia come 
from industry-funded reports. Project Eos, commissioned by PMI, estimated that, in 
2016, 15.6% of cigarettes consumed in Latin America and Canada were illicit.5 The 
Asia Illicit Tobacco Indicator 2017, also commissioned by PMI, estimated that across 
16 Asian-region markets, 14.6% of cigarette consumption was illicit.6  

However, growing concerns have been raised about the accuracy of industry data on 
the ITT and how such data are used to oppose tobacco control measures. A growing 
number of independent studies have scrutinised the quality of industry funded data 
on the ITT in regions across the world,169-173 with much of these data having been 
used to attempt to influence policy. For example, in the UK, such data were widely 
disseminated in the media141 to coincide with the UK’s consultation on standardised 
packaging, where such data were cited extensively in TTC submssions.126 As such, 
a fuller understanding of the quality of industry-funded data on the ITT is clearly 
necessary in order to better understand their impact on the current knowledgebase 
on the ITT. 

1.4. Policy Responses to ITT 

 
Policy responses to the ITT are varied and should be subject to regular surveillance, 
monitoring, and evaluation, given the complex and adaptive nature of the ITT.157 
Policy responses to the ITT may consist of measures to identify, deter and prevent 
the ITT and can be divided into supply-side measures and enforcement measures. 
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Broadly, these can include border patrols, detection equipment at customs posts, 
inspections of suspicious cargo, seizures (and possibly subsequent destruction) of 
illicit product, significant financial penalties and/or criminal prosecutions for 
perpetrators and public awareness campaigns.157 (Tables 1.1 & 1.2) 
 
Table 1.1: Measures to control the supply of illicit tobacco products Source: 157 
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Table 1.2: Enforcement measures to control the illicit trade in tobacco 
products. Source: 157 
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What follows are some key examples of specific policy interventions taken to 
address ITT, with consideration of their effectiveness.  
 

1.4.1. Memorandums of Understanding (MoUs) 

TTCs have long-promoted voluntary self-regulation agreements with governments 
over tobacco control measures and, in relation to ITT, most commonly do this 
through promotion of Memorandums of Understanding (MOU).174 MOU are 
unenforceable, non-binding agreements, based on goodwill between TTCs and 
governments.90 A 2019 research piece found that since 1999-2018, there have been 
at least 124 MOUs signed between governments across the worlds and TTCs.174 
MOU are often negotiated without transparency and without publication of their final 
text, making it impossible to confirm that their enforcement and effectiveness at 
combatting ITT, but are widely considered ineffective at reducing ITT. 90 174 

1.4.2. EU Agreements 

 
In 2000, the European Commission began legal proceedings against PMI & RJR 
accusing them of engaging in tobacco smuggling. The litigation aimed to “recover 
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excise duties, which the EU… allege were lost as a result of the involvement in 
smuggling of the two companies”.175 The EU later dropped its case against the TTCs 
and signed enforceable and legally-binding agreements with all four major TTCs to 
tackle the tobacco smuggling. These agreements involved large payments by TTCs 
($200 million by BAT & $300 million by JTI) and PMI’s agreement required the TTC 
to address smuggling by controlling the distribution system and by implementing T&T  
measures for its products90 which later led to the creation of the industry’s own 
partial T&T system, Codentify.15 136  
 
A review by the European Commission claimed that the PMI agreement led to the 
volume of PMI products seized within the EU to drop by 85% between 2006 & 
2014,176 while acknowledging that it is not possible to demonstrate any direct 
causality between the agreement and the decrease in seizures, given the complexity 
and scale of the ITT and the factors that influence it.177 However, there was no 
overall reduction of illicit products in the EU throughout this period178 and an 
independent evaluation of the agreements argued that that they had been ineffective 
in deterring TTCs from further involvement in the ITT or in recovering lost revenue. It 
found that the combined total paid out by TTCs between 2004 and 2012 equated to 
only 0.08% of the estimated loss of revenue in the EU as a result of ITT during that 
period.136 
 
In 2016 PMI’s agreement with the European Commission expired and was not 
renewed 178. Similar agreements have been made between nation states and TTCs 
including Columbia & Canada.179 
 
It has also been argued that the EU agreements are in breach of Article 5.3. of the 
FCTC.18 A legal analysis by Heyward179 noted that “certain aspects of the 
agreements with multinational tobacco companies raise issues with respect to article 
5.3.”. Others136 have noted that the agreements “established extensive systems of 
cooperation between the TTCs and the EU at a time when the broader regulatory 
trend was one of exclusion”. 
 
In 2004, after the first of several agreements with the European Commission and 
TTCs was agreed upon, the European Commission stated that it was “always 
prepared to have discussions with manufacturers who are willing to commit the 
necessary resources to improve ways to combat illegal trade in their products and 
associated criminal activity”.180 The European Anti-Fraud Office’s (OLAF) 
correspondence with the four major TTCs amounts to thousands of documents, 
many of which have not been released on the basis of confidentiality.136   
 

1.4.3. FCTC Article 15 

Article 15 of the FCTC requires Parties to take measures to combat smuggling, illicit 
manufacturing, and counterfeiting, outlining multiple steps that should be taken in 
order to combat the illicit trade in tobacco products. Many of these steps focus on 
making it easier for Parties to identify when a tobacco product has been brought into 
a country illegally. Firstly, packaging for wholesale and retail tobacco products sold 
in their domestic market must feature a statement identifying that sales are only 
allowed in that country/market. Secondly, the Convention states that a “practical 
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tracking and tracing regime that would further secure the distribution system and 
assist in the investigation of illicit trade” should be considered going forward.47  
 
Article 15 also requires that each Party monitor and collect data on cross-border 
trade, including exchanging information with tax, customs, and other relevant 
authorities. In addition to this, Parties should also adopt and implement measures to 
monitor, document, and “control the storage and distribution of tobacco products 
held or moving under suspension of taxes or duties within its jurisdiction”.47 
 
Parties should also aim to introduce and/or strengthen preventative illicit trade 
legislation, which includes that around counterfeit and contraband cigarettes. All 
confiscated counterfeit and contraband tobacco products as well as relevant 
manufacturing equipment should be destroyed and measures should be in place that 
enable the confiscation of proceeds from guilty parties that were derived from the 
illicit tobacco trade.47 Article 15’s recommendations served as the basis for the 
FCTC’s first treaty- the Protocol to Eliminate Illicit Trade in Tobacco Products (ITP: 
Illicit Trade Protocol) which came into force in 2018. 
 

1.4.3. Illicit Trade Protocol 

 
The ITP was developed from the FCTC’s suggestion of a T&T system. The ITP sets 
a deadline of 5 years from the entry date of the protocol for a cigarette T&T system 
to be established by each Party to the protocol, with the deadline being 10 years for 
other tobacco products.2 Due to the “irreconcilable conflict” between tobacco industry 
interests and public health interests, the ITP states that Parties must not delegate 
any of their T&T obligations to the tobacco industry.2  
 
The ITP consists of 47 Articles. Article 8 states that Party authorities involved in any 
T&T regimes must be in contact with the tobacco industry and its representatives 
“only to the extent strictly necessary” in order to implement the Article’s 
requirements.47 
 
The ITP also proposes increased legislation relating to internet & duty-free sales and 
increased sanctions for those found to be involved in illicit trade.181 There is also a 
focus on the use of other “special investigative techniques” such as electronic 
surveillance, undercover operations, and controlled delivery in attempting to combat 
the illicit tobacco trade.181 
 
In the lead up to the conclusion of the ITP discussions, Liberman et. al. (2011) 
outlined potential risks of the protocol stating that “an illicit trade protocol that is not 
properly integrated into the existing international infrastructure will… carry 
substantial risks for the FCTC”.15 
 
A main concern was that inadequate resources for implementation would allow TTCs 
to fund Governments for protocol implementation. A poorly-developed ITP could thus 
lead to breaches of the FCTC that it was developed to support due to “unacceptable 
cooperation with the tobacco industry”.15 Sy (2012)16 expanded on this concern in 
relation to developing nations, claiming that there would be a “very high risk” that 
tobacco industry players would invest in state border-control resources in order to 
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influence Governments that indiscriminately accept private sector support unless 
financial mechanisms enabling developing countries to meet the Protocol’s 
objectives were on offer.  
 
Later, as details of the ITP became clearer, Liberman (2012) provided another 
critique, again drawing attention to the difficulties of successfully implementing the 
protocol without undermining Article 5.3 in the process. This is particularly 
concerning given that, as noted in section 1.2.2.1, implementation of Article 5.3 has 
already proven difficult.  
 
Liberman argued that the approach of international agencies who would be able to 
implement the ITP (e.g. INTERPOL, WCO, etc.) is not as cautious toward the 
tobacco industry as those responsible for tobacco control (eg. WHO, government 
ministries of health, etc.) and could thus undermine Article 5.3 and the entire ITP.182 
This concern was reiterated by Mamudu et. al. (2008) wo noted that: “the tobacco 
industry is attempting to position themselves as part of the solution to illicit trade… 
and a weak protocol could undermine a strong treaty”.17 
 
There is evidence that these concerns are not unfounded. Agencies tasked with 
addressing the ITT (e.g. customs agencies, ministries of finance, etc.) in diverse 
jurisdictions including Azerbaijan, Mali, South Africa, the Caribbean and many others 
have allowed TTCs to fund ITT training sessions, discussions, awareness campagns 
and more for them.68  
 
Given the differing capabilities of customs and enforcement agencies of the many 
countries across the globe, as well as the scope and flexibility of the ITT, it would 
only take one weak link for the ITP to be at risk of being ineffectual.3 16 It will take 
time for the ITP’s impact to be understood given that only 56 countries/parties have 
so far ratified the ITP and of these only a few have begun to implement the protocol’s 
requirements. 

1.4.4. Tracking & Tracing 

 
T&T was first discussed as a potential solution to TTC engagement with large-scale 
cigarette smuggling in the late 1990-early 2000s. An independent T&T system would 
have threatened the tobacco industry’s ability to continue fuelling ITT, with Bates 
(2001) noting that: 
 

“The one thing they don’t want is someone to come along with a technology 
that would clamp down on large-scale smuggling by securing the distribution 
chain and tracking and tracing the wholesalers that sell to the smuggling 
mafias” 183(Clive Bates, in, The Big Issue, who is winning the war on 
smuggling? Andy Rowell, 2001) 

 
The EU agreements required TTCs to secure their supply chains, in part through the 
use of tracking & tracing (T&T) technology. The tracking & tracing of tobacco 
products (T&T) as a measure to address the ITT was also put forward by the 
FCTC,47 before later becoming a key focus of the ITP.14 
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Article 8 of the ITP requires all Parties to establish a T&T system for all tobacco 
products that are manufactured in or imported onto their own territory. T&T is a 
means of supply chain control and its use in this field is fundamentally a response to 
the overwhelming evidence of tobacco company involvement in ITT. T&T describes 
a process of tracking a tobacco product through its distribution chain and, should it 
enter the illicit market, ‘tracing’ it back to determine at what point it entered the illicit 
channel. Effective T&T should consist of unique, secure, and non-removable 
identification markings (e.g. codes or stamps) that are attached to the outside of 
tobacco product packaging.14 
 
In line with Article 5.3, The ITP acknowledges the “irreconcilable conflict” between 
tobacco industry interests and public health interests stressed in the FCTC2 and 
specifically stipulates that obligations for a T&T system should not be “performed by 
or delegated to the tobacco industry”.14  
 
The tobacco industry’s initial response to the ITP’s inclusion of T&T measures was to 
promote its own technology- Codentify, as a suitable technology,18 despite the ITP’s 
clear line that such responsibilities should not be undertaken by tobacco companies. 
Codentify had originally been developed by PMI as a method of verifying the 
authenticity of tobacco products. The technology involves including a unique code of 
12 visible letters or numbers on cigarette packets that reveals information about the 
legality of tobacco products (manufacture date, destination market, etc.).184 
However, given its original form as a way of distinguishing between counterfeit and 
legal cigarettes, Codentify does not feature a means of tax verification. As a result, 
Codentify is a partial T&T solution at best when compared against the ITP’s 
requirements.18 
 
This is only one of multiple concerns regarding the technology’s potential 
effectiveness in reducing ITT. Under the Codentify system, if the same code appears 
on two products, there will be no way of identifying which one is genuine and which 
is not. The codes used to establish if a pack is unique would be visible and could 
easily be falsified as there would be no linked database to store the codes in order 
for this to be identified. As a result, Codentify would not function as a dedicated T&T 
system.18 185 A FCTC review of T&T systems, including Codentify, argued that 
independent audits would be necessary in order to ensure that the verification 
system could not be easily breached.186 With TTCs refusing to commit to such a 
measure, Codentify was a cause for concern.18 
 
Despite these limitations, In 2010 PMI licenced Codentify to its main competitors, 
free of cost. PMI, BAT, JTI, and Imperial Tobacco began working together to 
promote the technology, forming the front group, Digital Coding & Tracking 
Association (DCTA) in 2011 to do this.111 The DCTA would go on to produce a 
brochure promoting Codentify as a T&T system without disclosing that the 
technology was created by the tobacco industry.184 
 
PMI’s efforts to promote Codentify extended to the use of regulatory authorities in 
order to signal widespread support for the technology. In 2011, PMI donated €15 
million to the world’s largest police organisation, INTERPOL and in 2012 INTERPOL 
announced the creation of its Global Register (IGR).18 The IGR focuses on products 
that are under threat from illicit trade and INTERPOL announced that it would be 



CHAPTER 1: GENERAL INTRODUCTION 

 32 

working with the tobacco industry’s DCTA to make Codentify accessible via. the 
program.18 INTERPOL’s promotion of Codentify appears incompatible with the 
obligations of the Article 5.3 and reiterates the potential threats that policy relating to 
the ITT faces as a result of industry involvement. 
 
This is furthered by INTERPOL’s application for observer status at the 2012 FCTC 
COP. The request caused alarm among the Parties to the FCTC, leading to COP 
requesting further information from INTERPOL regarding the agreement.18 In its 
response, INTERPOL argued that PMI’s financial contribution was actually a 
“safeguard in place to protect INTERPOL from the tobacco industry’s interests” 
demonstrating clear opposition to the principles behind Article 5.3.187 Prior to this 
thesis being undertaken, the most recent piece of research investigating TTC’s 
relationships with Codentify was released in 2014. As such, the current status of the 
relationship between the tobacco industry and Codentify is unclear. 
 
The tobacco industry’s actions to signal that the tobacco industry is concerned about 
the threat of T&T systems, as Bates & Rowell indicated they would be back in 
2001.183 They also raise very genuine concerns that the threats of the ITP identified 
by Liberman (namely that its implementation may end up under tobacco industry 
control, thus undermining the both the Protocol and Article 5.3. of the FCTC) may be 
being realised. Further work is needed to understand contemporary TTC’s 
relationships with T&T and their attempts and strategies to influence ITP 
implementation.    
 

1.5. Research aims & objectives, questions, and approaches 

 
As outlined throughout this chapter, there are significant knowledge gaps in relation 
to the tobacco industry’s influence on implementation of the ITP and the role of TTCs 
in it. Firstly, TTCs have significant influence over how the ITT is understood due to 
being the primary funders of data on the ITT’s scale and composition in regions 
across the world. Existing evidence demonstrates that TTCs use these data in 
attempts to influence policy while also indicating that these data may not be reliable. 
As a result, the possibility exists that how the ITT is currently understood may not be 
an accurate representation but rather a tobacco industry manipulation used to aid 
TTC lobbying efforts. Close inspection of the quality and accuracy of industry-funded 
data on the ITT is needed to determine whether such concerns are founded.  
 
Secondly, inspection of a wide range of data on the current ITT would serve two 
important purposes. The first of these is providing a clearer picture of the market, 
demonstrating whether tobacco industry claims about the composition of the ITT are 
trustworthy. This process would also provide some understanding of the involvement 
of TTCs in the current ITT.  Given both the tobacco industry’s history of facilitating 
the ITT and the extensive societal harms of ITT, such information would be of 
importance in aiding efforts to adequately tackle ITT. 
 
Thirdly, contemporary tobacco industry practices in relation to T&T indicate that both 
the ITP and Article 5.3 of the FCTC are at threat of being undermined. Given the 
importance of these measures for tobacco control, this is a significant concern. T&T 
is both fundamentally a response to the tobacco industry’s historic complicity in the 
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ITT and the key policy measure aimed at tackling the ITT within the ITP. As such, 
understanding the industry’s interest in and influence on ITP implementation, namely 
its T&T provisions, at national and supranational levels as well as globally is crucial.  
 
This thesis aims to contribute knowledge to each of these gaps in understanding 
and, in doing so, provide wider insight into whether, and if so how, the tobacco 
industry influences policy measures aimed at reducing the ITT. The box ahead 
outlines this thesis’ objectives and the research questions explored to address them.  
 

Aims   
 
The overall aim of this thesis is to understand whether, and if so how, the tobacco 
industry uses ITT to both influence public health policy globally and policy 
measures aimed at reducing the ITT. 
 
Objectives 
 
Within these overall aims there are three primary objectives: 
 
1. To Investigate the quality and accuracy of industry-funded data on the ITT and 
what these suggest about TTC motivations for funding research on the topic.  
 
2. To Provide a clearer picture of the composition of the contemporary ITT and the 
role of TTCs in it.  
 
3. To Understand the tobacco industry’s interest in and influence on ITP 
implementation, namely its T&T provisions, at national and supranational levels as 
well as globally. 
 
Research Questions 
 
To achieve all of the above, the research questions this thesis sets out to answer 
are as follows: 
 

1. What does the existing literature tell us about the quality and reliability of 
tobacco industry funded data on the ITT? 

2. Is there any evidence of contemporary tobacco industry involvement in the 
ITT? 

3. What relationship, if any, does the contemporary tobacco industry have with 
existing T&T technology? 

4. Has the tobacco industry attempted to influence T&T policy and 
implementation? If so, how and which organisations have been involved? 

5. How successful have tobacco industry attempts to influence T&T 
implementation at supranational and international levels been? 
 
The implications of these findings and policy recommendations to address 
them are then outlined in the discussion. 
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What follows is an outline of each additional chapter contained within this thesis, 
along with an indication of the research question/s each answers. 
Chapter 2. Systematically assessing the quality of industry-funded data on 
illicit trade: (research question 1) 
 
To assess the quality of industry-funded data on ITT existing assessments of tobacco 
industry data on illicit tobacco will be reviewed systematically. This will serve to inform 
the rest of the research and will provide an overview of the issues surrounding data 
on ITT. This research will also provide suggestions for other researchers as to how 
data on ITT can be improved going forward. 
 
Chapter 3. Investigating current industry practices in relation to illicit tobacco 
(research questions 2-5) 
 

To examine if there is any evidence on contemporary tobacco industry involvement 
in ITT, the most recently available data on ITT (at the time the research is 
conducted) in the UK, EU and globally will be collated and recalculated to determine 
how much of ITT in these markets stems from TTC supply chains (as opposed to 
being counterfeit or Cheap White products). Qualitative thematic analysis of relevant 
tobacco industry documents (obtained by an ex-BAT employee of 13 years) will be 
conducted to investigate contemporary TTC influence over ITP implementation at the 
global level, with discussion of national case studies where appropriate.   
 
Chapter 4. Investigating potential industry influence on T&T in the EU and its 
implications (research questions 3-5) 
 

Following on from the previous chapter’s focus on contemporary approaches to ITT, 
this chapter will look at the industry’s potential influence on a recent and important 
policy measure aimed at addressing ITT- the EU’s implementation of T&T. It also 
considers the extent to which this policy complies with the ITP in order to gauge the 
impact that any industry influence may have had on its implementation.   
 
Chapter 5. Analysis of submissions to the EU’s public consultation on tobacco 
traceability and security features (research questions 4- 5) 
 
This chapter examines the policy network of actors involved in the EU T&T debate, 
and explores their financial links to the tobacco industry. Investigate methods are 
used to discover if respondents to the EU’s T&T consultation had financial links to 
the tobacco industry. Statistical analysis is then used to test for associations 
between respondent’s financial link status and their policy positions. Social network 
analysis was used to provide further insight into the relationships between TTCs and 
trade associations involved in the policy debate. 
 
Chapter 6. Discussion of the thesis’ collective findings and their implications  
 
This chapter discussed how each research question was addressed and considers 
the implications of the findings. It also provides policy recommendations to respond 
to these implications, acknowledges some of the thesis’ limitations and outlines 
potential future research projects that could be undertaken to address these 
limitations.  
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Research Paradigm 
 
In addition to the above overviews of the individual research projects which make up 
this thesis, it is worthwhile to also consider the philosophical underpinnings of the 
researcher which informed the development of these projects. What follows is a brief 
description of the research paradigm adopted by the author of this thesis. 
 
A research paradigm is an overall conceptual framework within which a researcher 
may work, in other words, the “basic belief system or worldview that guides the 
investigator”.188 Research paradigms consist of three elements- a researcher’s 
ontological perspective, epistemological perspective and methodological approach. 
The first refers to a researcher’s understanding of reality, the second to their 
understanding of their own relationship as a researcher with that reality and the third, 
to the approaches adopted by that researcher to understand that reality.189 
 
This thesis follows a realist postpositivist approach, accepting that the theories, 
background, knowledge and values of the researcher can influence what they 
observe but, like a positivist, pursues objectivity by recognising and addressing the 
possible effects of bias. Realist post-positivism adopts a realist ontology that some 
objective ‘reality’ exists but cannot be perfectly known and an empiricist 
epistemology that the purpose of gathering data is to find this reality to the furthest 
extent possible.190 
 
Postpositivism has been described as the impetus for mixed methods research as it 
blurs the lines separating positivist (which adopts primarily quantitative methods) and 
naturalist (which adopts primarily qualitative) philosophes. As such, a mixed methods 
approach was adopted for this research.191 
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Chapter 2. Tobacco industry data on illicit tobacco trade: a systematic review 
of existing assessments 
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Pre-paper commentary 

 
As outlined in the general introduction, the tobacco industry is simultaneously using 
arguments about illicit trade as a key part of its efforts to oppose the implementation 
of public health policy and to shape policy in its own interest by arguing that tobacco 
control measures drive the ITT.44 Tobacco industry actions and messaging on illicit 
trade thus pose key challenges to public health which require further investigation.  
 
Tobacco industry funded data on the Illicit Tobacco Trade (ITT) is a key component 
of the industry’s messaging on ITT. Such data is often widely publicised across the 
world4 152 153 192-201 and used by Transnational Tobacco Companies (TTCs) to 
support their arguments that public health policy measures will lead to an increase in 
ITT.8 74 141  
 
As outlined in the general introduction, given the illicit (and thus hidden) nature of the 
ITT, data on the ITT is limited and currently the most regular estimates of ITT across 
various regions including the Europe and Asia come from industry funded reports. As 
such, tobacco industry data are a core component of contemporary understandings 
of the global ITT. The quality and reliability of industry funded data on the ITT 
therefore have significant implications.   
 
Research on a range of topics including pharmaceuticals,202 medical devices203 and 
procedures,204 pre-clinical animal studies,205 nutrition,206 sugar207 and artificially 
sweetened beverages208 and the health effects of tobacco209 suggests that industry 
sponsorship leads to bias within research results and conclusions which favour the 
sponsor. If TTC-funded data on the TT has such biases, current understandings of 
the ITT will be marred by them.  
 
To date, industry funded estimates of the ITT in locations across the world including 
Asia,172 Europe210 and South Africa173 have been found by academics to have 
inflated the scale of ITT. Similarly, charities/NGOs such as the Cancer Council 
Victoria and Action on Smoking and Health (ASH) in Australia and New Zealand 
respectively171 211 have conducted assessments of TTC funded reports on the ITT 
which have raised concerns over the quality of the research methodologies used in 
the reports and the accuracy of featured data. However, prior to this chapter, 
assessments of tobacco industry-funded data on the ITT had not been collated or 
reviewed.  
 
Understanding the quality and thus reliability of industry funded data on the ITT is 
crucial to understanding the ITT as a whole, its determinants, and how best to 
reduce this trade. In order to fill this important research gap, this chapter is a 
systematic review of existing assessments of tobacco industry funded data on the 
illicit tobacco trade. Assessments in this context refers to considered critiques by 
academics and/or NGOs on tobacco industry funded intelligence on the illicit trade. 
The following commentary provides a detailed overview of the study’s methodology, 
outlining the rationale for the decisions made in both its design and implementation. 
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Systematic reviews 
 
Systematic reviews are a form of literature review, using applied scientific principles 
to the process of making sense of large bodies of information, and are appropriate in 
cases where a general picture of the evidence on a topic area has not yet been 
established.212 A systematic approach to reviewing literature reduces concerns 
around bias which may arise from non-systematic reviews.212 
 
While most often associated with clinical studies,212 systematic reviews can be 
conducted on a wide-range of literature across varying topics beyond empirical 
statistical reviews.213 As such, their usefulness can extend beyond the scope of 
investigating basic cause and effect relationships (e.g. establishing the effectiveness 
of a certain intervention) to address other types of research question.212 For 
example, systematic reviews have been used as a means to understand tobacco 
industry efforts to influence tobacco tax7 and alcohol industry attempts to influence 
marketing regulations.214 As such, a systematic review was an appropriate method to 
adopt for understanding the quality of industry funded data on ITT. 
 
As the first study to systematically review tobacco industry funded data on ITT, this 
chapter provides a stronger, more comprehensive picture of such data and the 
extent to which they can be considered reliable than was previously available. The 
findings of this study will aid public health responses to any future data on this topic. 
It also provides a valuable backdrop of evidence which researchers and 
policymakers can draw from212 and establishes a more definitive picture of what 
future primary research on the ITT is needed213 and on what such researchers 
should do/avoid doing in order for their work to be considered reliable.  
 
The review process followed the five steps to conducting a systematic review put 
forward by Khan (2003):215 
 

1. framing research questions 
2. identifying relevant work 
3. assessing the quality of studies 
4. summarizing the evidence 
5. interpreting the findings  

 
Additionally, Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRISMA) guidelines (http://www.prisma-statement.org/) were taken into 
consideration through the process and a PRISMA statement was completed upon 
completion of the review. PRISMA exist to ensure high-quality standards with 
systematic reviews which are separate from the Cochrane Collaboration.216 
 
Content Analysis 
 
Given the qualitative text data which underpins the review, content analysis was 
identified as the most appropriate method of analysis. Content analysis is a flexible 
method for analysing text data which focusses on interpreting such data through a 
systematic classification process (coding) to identify themes and/or patterns within 
it.217 More specifically, we used directed content analysis for this study, whereby a 

http://www.prisma-statement.org/
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preliminary coding category based on existing literature was developed prior to 
coding being undertaken.218 
 
Review protocol 
 
After identifying a content analysis-driven systematic review as being an appropriate 
approach, the research aim of understanding the quality of industry funded data on 
ITT was framed as an appropriate research question for a systematic review:  
 
What does the existing literature tell us about the quality of tobacco industry 
data on the Illicit Tobacco Trade? 
 
From this foundation, a review protocol was created which outlined the central 
objectives, concepts and methods of the review. This allows readers to judge the 
completeness of arguments put forward in the review and for the adopted approach 
to be critiqued and/or replicated by others. This helps to address the implicit bias of 
traditional reviews which often lack a clear outline of the researcher’s steps.219 
 
The process of identifying relevant literature to be included in the review began with 
the a priori development of inclusion and exclusion criteria. This process ensured 
that collected literature aligned with the research question, that the criteria remained 
consistent throughout (thus reducing researcher bias), and prevented readers 
potentially misunderstanding the review’s content.220 
 
There was a two-stage screening process to determine which literature, identified 
through searches, was eligible for inclusion in the review. Literature which passed 
the two screening stages was then featured in the review and underwent detailed 
content analysis. Such “checkpoints of increased scrutiny” are commonplace in 
systematic reviews and help to ensure that the inclusion/exclusion process is 
transparent and replicable.221  
 
Our analysis also involved critical appraisal of the featured assessments by including 
information about if each assessment underwent a peer review process and outlined 
its methodological approach. Using critical appraisal to examine the value and rigour 
of research included in the review is an important step in any systematic review221 
and was a crucial component of this review because we included non-academic 
literature. 
 
Inter-coder reliability 
 
All assessments were second coded by another author and tested for intercoder 
reliability. Intercoder reliability refers to the extent to which two or more independent 
coders agree on the coding of specific content of interest with an application of the 
same coding scheme, developed to code that content.222 According to Neuendorf 
(2017), there is acknowledgement within contemporary research literature that the 
establishment of intercoder reliability is an essential and necessary criterion for 
establishing the validity and usefulness of research which employs human coding.223  
 
To calculate intercoder reliability I transferred the coded data (captured in an excel 
spreadsheet) into a format compatible with SPSS (a software package used for 
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statistical analysis). Inter-coder reliability was then calculated for each variable using 
the online utility ReCal2 (http://dfreelon.org/utils/recalfront/) which determines 
percent agreement, Scott’s pi, Cohen’s kappa and nominal Krippendorff’s alpha.  
 
These are three commonly used specific statistics used to measure intercoder 
reliability for nominal-level data with two coders.223 Overall intercoder reliability was 
then calculated by determining the mean percentage agreement based on the 
results for each variable. All disagreements were then resolved through discussion

http://dfreelon.org/utils/recalfront/
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Tobacco industry data on illicit tobacco trade: a systematic 
review of existing assessments 

 
Allen W A Gallagher,   Karen A Evans-Reeves, Jenny L Hatchard, Anna B Gilmore 

 

Abstract  

Objective To examine the quality of tobacco industry-funded data on the illicit 
tobacco trade (ITT) through a systematic review of existing assessments of industry-
funded data on ITT. 
 
Data sources Papers and reports assessing tobacco industry-funded data on ITT 
were obtained via searches of 8 academic databases, Google searches and 
correspondence with ITT experts. 
 
Study selection Inclusion criteria identified 35 English-language papers containing 
an original assessment of tobacco industry-funded data.  
 
Data extraction Using a coding framework, information was extracted from the 
assessments regarding the quality of tobacco industry data.  Documents were 
second-coded, achieving 94% intercoder reliability with all disagreements resolved. 
 
Data synthesis Of the 35 assessments reviewed, 31 argued that tobacco industry 
estimates were higher than independent estimates. Criticisms identified problems 
with data collection (29), analytical methods (22) and presentation of results (21), 
which resulted in inflated ITT estimates or data on ITT that were presented in a 
misleading manner. Lack of transparency from data collection right through to 
presentation of findings was a key issue with insufficient information to allow 
replication of the findings frequently cited.  
 
Conclusions Tobacco industry data on ITT are not reliable. At present, the tobacco 
industry continues to fund and disseminate ITT research through initiatives such as 
PMI IMPACT. If industry data on ITT cannot meet the standards of accuracy and 
transparency set by high-quality research publications, a solution may be to tax 
tobacco companies and administer the resulting funds to experts, independent of the 
tobacco industry, who use previously developed reliable models for measuring ITT. 
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Introduction 

The illicit tobacco trade (ITT) is difficult to measure due to its illegality,1–3 its global4 

and changing nature2 5 and data collection and analysis complexities.2 3 6 7 While 

methods such as Empty Pack Surveys (EPS), consumer surveys, econometric 

modelling and tax gap approaches have been used effectively by multiple non-

industry sources;3 8–15 globally, there is no agreed ‘gold-standard’ methodology for 

estimating ITT16 and estimates vary greatly in rigour and approach.17 

 

In recent years, transnational tobacco companies (TTCs) (Box 1) have been a major 

funding source of data on ITT.18–28 They heavily publicise these data, especially when 

a tobacco control policy is being debated.1 The tobacco industry has commissioned 

reports on ITT,19 25–27 29–35 often produced by global accountancy firms such as KPMG, 

Deloitte and PricewaterhouseCoopers.25 28 32 At least one of these firms has 

expressed concern that the TTCs have used their research findings in a misleading 

manner.36 TTCs use such self-funded data and the threat of the ITT in efforts to 

oppose tobacco control policies,1 37 38 arguing that tobacco control measures will 

increase ITT and its associated criminality.1 37–44 

 

Transnational tobacco company/companies 
Transnational tobacco company/companies (TTCs), the major four currently being British 
American Tobacco,105 Imperial Tobacco,106 Japan Tobacco International107 and Philip 
Morris International.108 

Counterfeit 
Products bearing a trademark of a cigarette manufacturer that are manufactured by a 
third party without the cigarette manufacturer’s consent.46 

Tobacco industry illicit 
Tobacco company product that was en route to, imported into, distributed in or sold in a 
jurisdiction in violation of the applicable fiscal laws of that jurisdiction,46 for example, 
tobacco industry product present in the illicit market. The fact that this product was 
manufactured by the TTCs does not imply they are always responsible when that product 
ends up on the illicit market. 

Contraband 
Any tobacco product (including counterfeit and tobacco industry) imported in a jurisdiction 
in violation of the applicable fiscal laws of that jurisdiction.55 

Non-domestic 
Tobacco products brought in from an overseas market. This can include overseas 
purchases that were then transported legally (legal non-domestic), as well as contraband 
products (illicit/ illegal non-domestic).109 

 

As a consequence of TTCs' use of self-funded data, a growing number of independent 

studies have scrutinised the quality of these data in Australia, Europe,46 Asia47 and 

South Africa,48 levelling a number of criticisms against them.31 46 To date, there has 

been no attempt to systematically summarise this literature. Undertaking these 

assessments is expensive, time consuming and difficult to achieve quickly enough to 

be useful within the rapidly moving policy cycle. 

 

 Box 1:  Important terminology 
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This paper therefore aims to systematically review existing studies, which assess 

tobacco industry data on ITT (hereafter ‘assessments’) to provide a substantive 

overview of the characteristics of such data and to identify the nature of critiques of 

tobacco industry data/reports on ITT. By compiling this information, this review will aid 

public health responses to any future data on this topic. 

 

Growing tobacco industry funding of research on ITT underlines the importance of 

such work. Philip Morris International’s (PMI) latest initiative, PMI IMPACT, has 

pledged US$100 million to fund research on illegal trade and related crimes and, as 

of early 2017, had committed US$28 million to 32 projects across the European Union 

(EU).49 50 Outlining the findings of existing assessments of past data funded by the 

tobacco industry is a useful and necessary step towards better understanding future 

data and how to respond to it.  

Methods 

 Search 

To identify existing independent assessments of TTC-funded data or reports on the 

ITT, the following search string was applied to eight databases (Business Source 

Complete, Embase, the International Bibliography of Social Sciences, Ovid, PubMed 

and PubMed Central, ScienceDirect and Web of Science): 

 

(("Philip Morris" OR "PMI" OR "British American Tobacco" OR "BAT" OR "Imperial 

Tobacco" OR "Imperial Brands" OR "Imperial" OR "ITG" OR "Japan Tobacco" OR 

"JTI" OR "Tobacco company" OR ‘"transnational tobacco company" OR "TTC" OR 

"TTCs") AND ("research" OR "evidence" OR data* OR "study" OR "studies" OR 

report*) AND (illicit* OR illegal* OR smuggl* OR "contraband" OR counterfeit*) AND 

("tobacco" OR cigar*)). 

 

Minor variations were made in order to identify the most effective search for each 

database. Additional searches were conducted in the specialist peer-reviewed 

journals Addiction, Health Economics and Tobacco Control to ensure that potentially 

relevant assessments had not been overlooked within the main database searches. 

 

Google searches were performed to identify grey literature using ‘illicit tobacco’ and 

the names of the aforementioned TTCs. Searches for ‘illicit tobacco’ were also 

performed on websites of organisations involved in tobacco industry monitoring and 

research on ITT. All searches were conducted between February and March 2017. In 

order to capture as many potentially relevant assessments as possible, results were 

not restricted by year of publication (see appendix 1.1 for full protocol). 
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A total of 3815 potential assessments were identified; 3720 from database searches 

and 95 from non-database sources. Records were stored in a reference management 

system (Endnote) where duplicates were removed, leaving 2690 documents. 

Inclusion and exclusion criteria (Box 2), developed in conjunction with all authors and 

piloted, were then applied, leaving 56 potential assessments after title and abstract 

screening. The bibliographies of these 56 were then hand-searched to identify any 

additional literature, bringing the total of potential assessments to 60. 

 

 

These 60 were then read in full for relevance, defined as ‘providing an original 

assessment of industry data on ITT and clearly identifying the source of the data’ (Box 

2). Tobacco control experts with an interest in ITT were then asked to review a list of 

assessments that had been deemed eligible after full-text review, and asked for any 

additional literature to include in the review and any other experts to contact. Experts 

identified two additional articles. A total of 35 assessments were included in the review 

(Figure 2.1, Appendix 1.2) 

 

 

 

Inclusion criteria 
This review aimed to identify documents that assess tobacco industry-funded data on illicit 
tobacco trade (ITT) (assessments) and was conducted in two stages: 
 
1. Title/abstract screening: 

– Document must be written in English.  
– Document must include data on ITT (a key term search  of the document was conducted 

when this could not be determined from the title or abstract). 
 

2. Full-text screening: 
– Document must not have received funding from the  tobacco industry. 
– Document must assess data on ITT that has received  funding from the tobacco 

industry. 
– Document must clearly identify the data that are being  assessed, e.g., the source of the 

data has to be identifiable from the contents of the document. 

Key definitions 
 
‘Assess’= to provide an evaluation of tobacco industry data on illicit trade. This could be a 
positive or negative statement regarding any element of the data such as how it was 
collected, analysed, presented, etc referring to or citing data without providing any critical 
comment on it was not considered an assessment of that data. Solely referring to pre-
existing critiques of data was also not considered an assessment. 
 

‘Industry-funded data on illicit trade’= any data on illicit tobacco that has been funded fully, 
or in part, by tobacco companies including industry-commissioned research and research 
conducted by those that receive industry funding. This includes data that transnational 
tobacco companies claim as their own or have commissioned, as well as data featured in a 
newspaper, website, public event or advertising campaign that comes from an industry 
source. 

 
‘Source’= where the assessed data were taken from. Sources may include industry-

commissioned reports, internal industry documents, industry press releases and media 
reports containing statements made by tobacco companies or their representatives. 
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Figure 2.1 Study selection process—Preferred Reporting Items for Systematic 

Reviews and Meta-Analyses flow diagram.  
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Review 

Data extraction and coding 

Critical appraisal of the assessments themselves was conducted, considering if they 

underwent a peer-review process, disclosed funding sources and outlined their 

methodological approach (Appendix 1.3). Second, using a framework developed by all authors 

(Appendix 1.4), we coded five key aspects of the industry data (covering characteristics and 

criticisms/praise of them (Table 2.1) as detailed in the 35 assessments. This framework, 

refined after being piloted on a sample of three assessments, was based on existing literature 

on methods for measuring ITT3 51–53 and Ross’ criteria54 for assessing the quality of estimates 

on tobacco tax avoidance and evasion. 

https://dx.doi.org/10.1136/tobaccocontrol-2018-054295
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The critical appraisal and coding processes were recorded in an excel spreadsheet 

and 100% double-coded, resulting in a mean level of 94% intercoder reliability. All 

disagreements were documented and fully resolved. As lack of transparency 

emerged as an over-arching theme within criticisms of industry data, a qualitative 

overview of transparency-related statements made in assessments (captured using 

NVivo, a computer software supporting qualitative analyses) was also conducted. 

 

Results 

Characteristics of the assessments 

Our sample of 35 assessments were all published post-2000. Twenty-five (71%)37 41 

44 45 48 55–74 assessed tobacco industry-funded country-level estimates, five (14%)46 47 

75–77 assessed region-wide (e.g., EU, Asia) estimates and five (14%)1 54 78–80 featured 

assessments at both regional and country-level. Twenty-one (60%)1 37 41 44–48 54 56 58 59 

61 62 64 65 72 73 76 77 80 outlined their methodological approach, 18 (51%)37 41 44–48 56 59 61 64 

65 67 72–74 76 77 1 37 41 featured in a peer-reviewed publication and 18 (51%)44–48 54 56 61 62 

64 73 74 76 77 79  disclosed their funding source/s. 

 

Characteristics of industry data: geography, data type and analytical method 

 
The most commonly featured countries in the literature were Australia (37)1 41 45 54–60 

63 65 68–71 78–80 and the UK (9),1 37 41 74 with region-wide data most often relating to the 

EU (6)1 46 54 76 77 79 47 54 75 78 80 and Asia (5) (Table 2.2). The data type identified most 

by assessments was survey (consumer) (21), followed by EPS (8) and sales data 

(10). Data analysis was most often identified as quantitative (unspecified) (31) or 

unclear (7) (Table 2.3 and 2.4, Figure 2.2A and B, Appendix 1.5). 
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Figure 2.2: Identified data collection methodologies, analytical methods and 
criticisms.  

 

 
 
 
*Total percentages add up to >100% due to more than one methodology being 
identified. 
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Criticisms of industry data 

Criticisms of industry data within assessments were classified in nine categories 

(Figure 2.2C, Table 2.5) and covered all aspects of the data from collection, through 

to analysis and presentation, as outlined in the following sections: 'Industry-funded 

estimates of ITT differ substantially from independent data', 'Criticisms of 

methodological approaches: data collection and analysis' and 'Poor presentation of 

results. Only one piece of industry-funded data featured in assessments underwent a 

peer-review process.81 
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Industry-funded estimates of ITT differ substantially from independent data 

 
TTC-funded estimates on ITT were identified as being higher than comparable 

independent data in 31/351 37 41 44–47 54–63 65–67 69–75 77–80 assessments, although one of 

these found that industry estimates, while higher in 11 countries than comparable 

independent estimates, were lower in five other countries.77 Only one assessment 

identified industry estimates as consistent with independent data.64 TTC-funded ITT 

estimates varied from 17%80 to 133%– 337%75 higher than comparable independent 

estimates. 

 

From assessments that identified discrepancies between industry and independent 

data, 27 (of 31)1 41 44–47 54–62 65 66 69 70 72–75 77–80 provided explanations for these. These 

explanations, outlined in sections 'Criticisms of methodological approaches: data 

collection and analysis', 'Poor presentation of results' and 'Transparency and 

replicability', were also mentioned in assessments that did not compare industry and 

independent estimates. 

Criticisms of methodological approaches: data collection and analysis 

The majority of assessments (29/35) criticised industry-funded data collection.1 37 41 

44–48 54–58 60–63 65 66 68–71 75–80 The issues identified primarily focused on the data 

collection method’s (un)suitability for measuring illicit and failure to provide 

representative samples (Table 2.5). In particular, assessments criticised the use of 

EPS, which cannot reliably distinguish between illegal (illicit) and legal forms of non-

domestic product (Table 2.3), to measure illicit41 45 46 54 60 80  and consumer surveys, 

due to both potential under-reporting (Table 2.3) and over-reporting of particular types 

of illicit trade. 

 
Empty Pack Surveys 

 
EPS were also criticised for focusing on urban areas, where illicit consumption is likely 

to be higher,54 69 75 78 80 and over-representing litter in public places41 68 and thus packs 

smoked by those most likely to litter, such as tourists, students41 60 and users of illicit 

tobacco product.41 Other assessments stated that information required to determine 

the representativeness of EPS was not provided37 47 61 65 77 and unexplained changes 

were made during the sampling process.61 

Consumer and retailer surveys 

 
Industry-commissioned consumer surveys were criticised for their sampling 

approach,26 27 48 54 66 69 78 80 82 including relying on non-random samples where 

participants, already on a market research email database, opt in to conduct an online 

survey69–71 78 80 and for having low response rates with no attempt to correct for this 

or to establish the representativeness of the sample.54 55 
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Assessments identified overlap around terms used in surveys, which may have led to 

responses being double-counted, for example, counterfeit and contraband.55 56 80 As 

counterfeit products are a form of contraband (Box 1), a survey that asks separately 

about counterfeit and contraband is likely to lead to the counterfeit product being 

reported more than once (as both counterfeit and contraband), incorrectly inflating 

levels of illicit.80 Similarly, because it can be difficult for consumers to differentiate 

between legal and illicit products (e.g., survey respondents may not know the tax-paid 

status of tobacco products they have purchased and have assumed that cheap 

cigarettes they had tried were counterfeit or contraband despite this not being the 

case), consumer surveys may lead to legal consumption being falsely reported as  

illicit.45 55 57 79 

 

A retailer survey was criticised for how it presented a question regarding illicit tobacco, 

simply asking if participants had ‘seen, read or heard about’ illicit tobacco products. 

Given frequent media interest in illicit tobacco, it is likely that respondents would 

answer yes to this question. Even if this question had been presented differently, 

surveys of retailer’s perspectives on illicit tobacco availability are not indicators of illicit 

tobacco trade as perceived availability of illicit products is not evidence of illicit 

consumption.63 

Problems with data analysis 

Problems with the analytical process were identified in 22/351 44 46–48 54 55 57 59–61 65 66 

68–71 74 75 78–80 of assessments. These included errors in how averages were calculated 

which would overestimate ITT,68 70 71 not including sensitivity analyses in the modelling 

to illustrate how estimates might differ if assumptions made in a modelling process 

changed,65 66 and relying solely on industry data to produce model-estimates44 47 61 79 

and cross-validate findings46 54 when other data were available. In one case, it was 

argued that an industry-funded study, based on econometric modelling (see Table 2.4 

for definition), applied assumptions that were unlikely to be accurate.59 In another, a 

BAT-sponsored website extrapolated illicit estimates from a five-city survey to the 

whole of Australia, failing to account for likely differences in availability of illicit tobacco 

between remote Australian towns and major cities thus undermining accuracy.60  

 

One assessment identified a methodological change between KPMG’s 2011 and 

2012 Project Star reports, where a pack-based measure was replaced with a 

cigarette-based measure, leading to an artificially higher estimate compared with 

previous years.1 In particular, this methodological change was difficult to identify and 

appears to have been applied just in some countries where novel tobacco control 

policies were being discussed (e.g., standardised packaging in the UK).1 

 

 

 



 

 56 

Poor presentation of results 

 
Missing information 

 
Issues with how findings were presented were identified in 21 (60%) assessments.1 37 

44 46 48 54 55 57 58 60 66 67 70 71 73–76 78–80 Some identified TTC-funded reports that lacked 

confidence intervals or margins of error required to interpret the accuracy and 

significance of estimates.54 70 71 75 78 Others reported that TTC-funded reports failed to 

highlight potentially embarrassing findings for TTCs. These include tobacco industry 

illicit (Box 1) comprising the majority of the illicit market in studied regions80 and the 

identification of substantial reductions in consumption that contradict industry 

narratives that increased taxation increases ITT.79 

Misrepresentation of findings 

 
Assessments identified several examples of data seemingly being deliberately 

misrepresented in TTC-funded reports or by TTCs directly, whereby data on illicit 

tobacco were presented as a proportion of total tobacco consumption. This gives the 

false impression that the illicit market has increased when in absolute terms, both are 

falling with consumption declining at a faster rate.54 67 This is increasingly problematic, 

with global consumption expected to continue declining.83 Additional examples 

include downwards-adjustment of previous estimates to create the impression that 

illicit trade is growing37 48 and TTCs potentially overclassifying illicit cigarettes as 

counterfeit.76 

Misrepresentation of pre-existing data 

 
Assessments suggested that independent data were misrepresented in tobacco 

industry reports, with selective presentation of available estimates; with lower 

estimates not featuring in industry data and reports:46 74 84 presented estimates being 

inconsistent over time:73 government estimates being represented through the highest 

estimates offered rather than the most likely1 and claims citing independent data being 

indeterminable from the cited data.58 

Transparency and replicability 

 
Bringing together the criticisms overall, industry-funded data were criticised for a 
fundamental lack of transparency at every stage of the research process, from 
sampling and data collection through analysis to publication of findings. Descriptions 
of EPS lacked information on sample frames, where and when data methodology 
being identified. were collected, how legal and illegal packs were distinguished or 
any methodological details at all.1 37 46–48 56 69 75 77 78  
 
Consumer surveys were criticised for not providing response rates,65 68 71 75 
important details of the sample population such as smoking characteristics70 and on 
the wording and sequencing of the questions asked.57 Industry-funded analytical 
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methods were criticised for lacking transparency,46 54 66 75 with the IT flows model, 
used by International Tax & Investment Center and Oxford Economics,33–35 relying 
on other models created by Oxford Economics that are not clearly outlined.75 80 

 
As demonstrated in the 'Poor presentation of results' section, assessments also 

identified a lack of transparency with how their findings and the findings of others 

were presented. For example, some industry-funded reports highlighted increasing 

illicit consumption in certain countries within a region while omitting contrary 

examples from within the same region being researched (Table 2.6).75 80 

 

http://tobaccocontrol.bmj.com/
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Discussion 

Findings from this review demonstrate that concerns raised with industry-

commissioned reports produced by such organisations are widespread.1 41 44–47 54 60 61 

68–71 75–80 Our findings suggest that TTC-funded data routinely overestimate illicit, 

feature substantial methodological problems and fail to meet the standards of 

accuracy and transparency that are set by high-quality research publications. The 

consistency with which these issues have been identified in TTC-funded reports, and 

a failure for industry-funded reports to make their research more transparent for the 

purpose of replicability, may indicate that the tobacco industry is deliberately 

producing misleading data on ITT. Even in cases where suitable independent data 

were publicly available,54 industry-sourced data such as sales and prevalence figures 

were used both to produce estimates in industry-commissioned reports and to attempt 

to cross-validate them.44 46 75 

 

The main strength of this research is that it is the first attempt to systematically identify 

and review literature that assesses the quality of industry data on ITT. It has made 

extensive efforts to identify academic research and grey literature, critically appraised 

this literature before double-coding it in depth, presented findings and relevant 

contextual information in an accessible manner and provided an overview of ongoing 

concerns with TTC-funded data on ITT. 

 

However, as only assessments written in English were featured, it is possible that 

relevant literature in other languages was excluded. Furthermore, the findings of this 

work are determined by the underlying literature used and may be limited by its 

accuracy, quality and any potential publication bias. In relation to this last point, while 

we included all independent assessments (positive or negative), of TTC-funded data 

it is possible that such assessments focus almost exclusively on data/reports that are 

problematic. 

 

It is widely recognised that no currently available method for assessing ITT is flawless. 

It should also be noted that the appropriateness of a method and the usefulness of 

data resulting from it is dependent on the research question/s being considered by a 

study. However, the methodologies identified by the assessments can and have been 

used effectively by multiple non-industry sources. For example, EPS have been the 

focus of several well-executed measurements of tax avoidance and evasion by 

independent researchers;8–10 much of what is known about adult users of illicit tobacco 

is based on self-reported information collected through both large population and 

localised surveys3; econometric modelling has been used extensively to measure ITT, 

primarily in the USA, for decades3 and a tax gap approach is currently used by the UK 

government to estimate levels of ITT.11–15 

 

Concerns regarding the representativeness and objectivity of data collection 

methodologies, errors and mistakes in the data analysis, and poor presentation of 

results, suggest that the quality of industry data on ITT as a whole is below the 
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expected standard to be considered reliable. Together, all of these problems may help 

explain the disparity between industry-funded and independent estimates of ITT. 

 

 

Taken together, this indicates that it is how methods are employed and who employs 

them that dictates the quality of their output. Improving the reliability of estimates on 

ITT does not therefore mean rejecting available methodologies but ensuring they are 

used appropriately and transparently. Our findings suggest that industry-funded 

research has routinely failed to meet these standards. 

 

Our findings correspond with the tobacco industry’s long history of manipulating 

research, including its extensive efforts to undermine and cause confusion on science 

showing the negative health impacts of smoking85 86 and second-hand smoke,87 and 

suggest that similar strategies are now being used by TTCs in relation to ITT. Despite 

overwhelming evidence of the TTCs’ historical complicity in tobacco smuggling,43 88–

94 the tobacco industry now portrays itself as key to solving the ITT91 and presents its 

funding of research on ITT as its attempt to reduce the societal burden of illicit trade 

and organised crime.49 However, this review’s findings demonstrate that the 

contribution of tobacco industry-funded data on ITT thus far in aiding understanding 

of ITT is extremely limited, if not counterproductive. 

 

The primary purpose of tobacco industry-funded data on ITT seems to be to serve as 

a platform for the industry’s lobbying and public relations strategies. With the recent 

growth in TTC-funded reports on ITT,95–97 their widespread coverage in the media98–

100 and the establishment of PMI IMPACT50—putting US$100 million for research on 

ITT— this situation will only worsen. A similar campaign may now be under way in the 

field of harm reduction with PMI pledging US$80 million annually for the next 12 years 

to fund the Foundation for a Smoke-Free World, which claims to ‘advance smoking 

cessation and harm-reduction science and  

technology’.101 102 

 

Our findings suggest that a more effective approach to obtaining accurate research 

on illicit tobacco would be to tax tobacco companies and independently administer the 

funding thus raised based on previously developed models103 that have been 

successfully used in Thailand and  

California.104 

 

In the meanwhile, existing independent assessments make it clear that TTC-funded 

data on ITT cannot be trusted. By identifying all of the most common criticisms levelled 

against industry-funded data on ITT, our findings compliment Ross’ criteria for 

assessing the quality of estimates on tobacco tax avoidance and evasion54 on ITT and 

can therefore be used as a framework to assess the quality of future TTC-funded 

studies on the ITT. It is hoped that this will aid others in determining the quality of 

future TTC estimates in a sufficiently timely manner to contribute to policy debates. 

 



 

 60 

What this paper adds 

► Transnational tobacco companies (TTCs) produce and publicise data on the illicit tobacco 
trade (ITT), which is then used to influence policymakers.37–44 

 

► This is the first paper to systematically review assessments of TTC-funded data on the ITT. 
 
► It finds that TTC-funded data covering multiple world regions routinely 

exaggerate/overestimate levels of illicit when compared with independent sources and that 
this is a result of problems at all stages in the research process, with inappropriate usage 
of methods of data collection and data analysis, misleading presentation of results and a 
lack of transparency throughout, with information necessary for replication often being 
excluded. 

 
► The review concludes that TTC-funded data on ITT cannot be trusted and argues that if 

the global scale of the ITT is to be better understood, more high-quality and transparent 
ITT research is needed, and a potential means for providing this would be a tax on 
tobacco companies, with a portion of raised funds going towards independent 
development of established methodologies. 
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Concluding commentary 

 
The paper presented in this chapter was the first systematic collection and review of 
existing assessments of tobacco industry funded data on the ITT. It found that there 
are major concerns with the quality and reliability of these data, including that they 
routinely overestimate illicit when compared with comparable independent sources 
and feature substantial methodological problems (from data collection through to 
analysis). 
 
The amount and consistency of problems with industry-funded data on the ITT 
identified by the assessments indicate that the concerns raised are widespread. This 
suggests that industry-funded data on the ITT is part of a concerted tobacco industry 
strategy to spread misleading information on the ITT. How the industry achieves this 
may lie in the terms of reference for industry-funded reports on the ITT. Such terms 
may include requirements on methodological approaches and presentation of results 
which produce high-quality data. However, as the specific terms of reference 
between TTCs and producers of reports on the TT are kept private, this cannot be 
confirmed.152-154  
 
It should be noted that some producers of industry-commissioned reports on the ITT 
have responded to claims that their reports are inaccurate. In 2015, the senior 
economist for the Asia region within Oxford Economics, who have produced three 
industry-commissioned reports on the ITT in Asia so far,152-154 responded to a South 
East Asian Tobacco Control Alliance (SEATCA) assessment that featured in this 
review,224 arguing that the group “maintained full academic control” of the 
research.225  
 
Robin Cartwright, a KPMG partner, responded to criticisms of KPMG estimates of 
the ITT in Australia in a letter to the UK Department for Health226 after the Australian 
Government227 and a report on the health benefits of introducing standardised 
packaging by Sir Cyril Chantler, published by the British Government,228 were both 
highly-critical of KPMG’s estimates. Cartwright was critical of Cancer Council 
Victoria’s (CCV) use of data from the NDHS, arguing that the “very low level of illicit” 
estimated by CCV was “not credible in our view”.226 KPMG have also called the 
methodology of their Project Star reports “robust and unbiased”.229 However, findings 
from this review demonstrate that the concerns raised with industry-commissioned 
reports produced by these organisations are widespread, occurring both within169 172 
and beyond150 224 230 the peer-reviewed literature base. 
 
With regards to this thesis, the findings from this paper indicate that tobacco industry 
funded data on the ITT are unreliable and, by failing to meet the standards expected 
of peer-reviewed publications, their quality (and resulting estimates of the scale of 
the ITT) vary significantly compared to independent data. The widespread production 
and dissemination of tobacco industry funded data on the ITT is thus detrimental to 
attempts to understand the scale and makeup of the global ITT today.  
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When situated within the wider academic literature on tobacco industry monitoring, 
these findings are concerning. Despite their unreliability, industry funded data on the 
ITT are a key facet of TTC lobbying campaigns against tobacco control policy,8 
creating a misleading picture of the scale and makeup of the ITT as well as of its 
drivers in jurisdictions across the world. The tobacco industry’s funding of data on 
ITT is thus a serious challenge to public health.  
 
Findings from this paper have informed subsequent research. As of October 2019, 
the paper had been cited by 9 academic publications (within the BMJ Clinical 
Research, Globalization and Health, Public Health Reports, Science of the Total 
Environment and Tobacco Control journals), demonstrating the importance of the 
research within public health research more broadly. In addition to being used as a 
means of summarising what the evidence base indicates so far- namely that industry 
funded data on the TT should not currently be considered reliable, the review has 
also served to identify gaps in the existing literature which other researchers have 
attempted to address.  
 
For example, a region where the review had not identified any existing assessments 
of industry-funded data was Canada. Smith et. al. (2019) noted that “A review by 
Gallagher et al found no previously conducted assessments of industry-funded 
studies on ITTP in Canada”231 in their own critical analysis of available research on 
ITT in Canada. The findings from their study indicate that the concerns with industry-
funded data on ITT identified by the review also exist in Canada. They conclude that 
“industry-linked studies appear to unduly overestimate” the ITT in Canada and 
employ “biased methodologies”.231 This example demonstrates the value of this 
systematic review in both identifying gaps for other researchers to address as well as 
providing an overview of existing information which researchers can then refer to as 
evidence and compare to their own findings.  
 
The review also captures a moment in time which academic literature can return to 
and compare with the ever-growing number of studies on the ITT in regions across 
the world. For example, a 2019 study on the ITT in South Africa found that, despite 
the range of evidence (including that captured by this review) indicating that industry 
estimates of the ITT in South Africa have so far overestimated the problem, the 
researchers’ estimates were “surprisingly similar” to the most-recent industry 
estimates, commissioned by the Tobacco Institute of South Africa (TISA).232  
 
Should it be the case that industry funded estimates improve in accuracy in the 
coming years, this review will be a key piece of work used to demonstrate that a 
change has occurred. This will then open up further avenues of inquiry for 
researchers, such as identifying any changes in methodological approach which may 
explain the increased reliability of industry funded data. This chapter’s analysis of the 
methods used in industry funded data and of the concerns with their execution thus 
far will again be a useful foundation for such work.  
 
The paper also aids stakeholders beyond the academic community, serving as a 
framework to assess the quality of future TTC-funded studies on the ITT. It has been 
shared on social media by a range of tobacco control organisations across the globe 
ranging from the UK, Finland, Chile, and Pakistan, and may be of use to them as 
they interpret industry funded-data on the ITT in their own countries.   
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This chapter’s findings have identified that the current tobacco industry practice of 
funding data on the ITT is a key challenge for public health. However, this is only one 
industry practice in relation to ITT, with TTCs claiming to also be working to address 
the ITT and supportive of policy measures aimed at addressing it. The paper 
presented in Chapter 3 investigates the truth of these claims by examining the tobacco 
industry’s attempts to undermine the Illicit Trade Protocol. 
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fundamentally undermine the Illicit Trade Protocol 
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Pre-paper commentary 

 
The findings from Chapter 2 demonstrated that tobacco industry funding is 
associated with unreliable data on the ITT which overestimate the scale of the 
problem. These data are then used to oppose tobacco control policies. To 
understand if this is part of a broader strategy of policy influence, it is necessary to 
investigate the contemporary tobacco industry’s relationship with the ITT more 
closely. 
 
The following paper examines the rationale for and nature of TTC attempts to 
influence the Illicit Trade Protocol (ITP), namely its tobacco tracking and tracing 
(T&T) provisions. While focussing on efforts to influence T&T at the global level 
(given the ITP’s goal of creating a global T&T regime), some examples of influence 
over national-level T&T (particularly in Kenya) are also included to provide more 
detailed insight into key TTC strategies. To understand possible TTC incentives for 
attempting to undermine the ITP’s envisioned global T&T regime, the paper also 
examines if there is any evidence of contemporary tobacco industry involvement in 
the ITT. 
 
Recommendations are then made for Governments as to how they can prevent 
TTCs from undermining their countries’ T&T systems. Findings from this chapter 
inform the rest of the research in this thesis which investigates the extent to which 
the tobacco industry efforts to influence T&T outlined in this chapter are 
materialising, using the European Union (EU) as a supranational case study. 
 
The mixed-method approach of the research featured in this chapter led to a lengthy 
results section. As it was not possible within the journal’s word count restrictions to 
feature both an extensive methods section and provide adequate analysis in the 
results section (particularly given some of the technical complexity of T&T), we 
decided to prioritise outlining our findings in this study over providing a detailed 
outline of our methodological approach. As a result, this paper does not contain a 
detailed overview of the study’s methodology. The rest of this introductory 
commentary text therefore provides detailed information of the research methods 
used and justifications for the key methodological decisions made. 
 
Methodological approach 
 
To explore the diverse issues involved in attempting to identify TTC influence within 
a highly-technical field that has not been the subject of much of the existing literature 
base (T&T), we adopted a multi-methods approach for this study, including collation 
and basic re-calculation of existing data on the ITT, documentary analysis, and 
investigative research techniques.  
 
Collation and basic re-calculation of existing data on ITT 
 
To examine if there is any evidence of contemporary tobacco industry involvement in 
ITT, the most recently available data on the ITT at the time of publication (i.e. data 
covering up to and including the year 2016) in the UK, EU and globally were collated 
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to determine how much of the ITT in these markets stems from TTC supply chains 
(as opposed to being counterfeit or illicit white products). Given that these data were 
from multiple sources and thus were not presented in a directly comparable format, 
some simple re-calculation of the data were conducted to allow them to be presented 
in one table (Table 2). Additionally, there was an error in how some of the source 
data (systematically collected seizure data) on the ITT in the UK was originally 
calculated (two tobacco industry brands were incorrectly classified as cheap whites), 
which this paper corrected and acknowledged in Table 2. 
 
Noteably, the data on the ITT in the EU is taken from industry-funded reports. Based 
on the findings of the previous chapter of this thesis, such data should not be 
considered reliable and, as such, the depiction of the ITT in the EU which features in 
the following chapter may not be accurate. These data were featured nonetheless 
because, as mentioned in the introduction of this thesis, data on the ITT are limited 
and, in the case of the EU, there are currently no independent sources of long-term 
data on the ITT. The need to use industry-funded data in order to even attempt to 
estimate the ITT in the EU further demonstrates the need for more independent data 
on the ITT. 
 
Documentary analysis 
 
The primary dataset for analysis of the industry’s attempts to undermine the ITP was 
a sub-set of approximately 47,000 electronic files provided by an ex-BAT employee 
of 13 years. The employee was BAT’s Business Risk Manager in Africa from 2002-
2006 and Anti-Illicit trade Manager for multiple African regions from 2006-2014233 
before invoking BAT’s whistleblowing policy, claiming that bribery had been 
requested and/or sanctioned by senior staff.234 Information from informal discussions 
with the former employee (conducted by a co-author) were used to understand the 
electronic filing system of his dataset and, following this, a relevant sub-set of the 
documents were then identified for the analysis, with documents related to the ex-
employee’s personal life being excluded. 3 additional internal industry documents 
relating to the tobacco industry’s own T&T system, Codentify were also included in 
the analysis.  
 
Keyword searches of the documents (which consisted of Word files, PDFs, 
PowerPoint presentations, Excel spreadsheets and emails) were conducted, using 
specific terms, guided by the research questions  (i.e. relating to T&T and the ITP) in 
order to create a smaller sub-set of documents which were then explored in detail.  
 
Detailed exploration of the remaining documents was an iterative process led by the 
findings that arose at each stage of searching. Firstly, search terms included African 
geographical regions, operation code names, names of BAT staff and names of 
third-party contractors.  Based on findings from these searches, more specific terms, 
such as acronyms/internal language and potential aliases of BAT staff were then 
used. Documents obtained were read in detail and used to generate new search 
terms until saturation was reached and no new documents were being recovered. 
 
As the dataset included Apple Mail emails (which are not accessible on other 
computers without first being uploaded to another location), document searches 
were conducted on Apple computers, utilising in-built Apple search software. It is 
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important to note that, from our experience throughout the search process, this 
software has several limitations including an inconsistent number of results being 
presented after identical searches and certain documents not being searchable. As 
such, the full potential of this dataset may not have been captured by this paper’s 
findings. 
 
Carter’s (2004) flowchart for designing and evaluating tobacco document research235 
was used to aid in establishing a suitable method of analysis. Subsequently, analysis 
of files was based on a qualitative, hermeneutic methodology taken from an 
approach to company document analysis summarised by Forster236 and archival 
techniques recommended by Hill,237 both having been previously adapted to 
analysing tobacco industry documentation.238-242  
 
This involved approaching analysis of the documents through a “spiral of 
understanding”236 whereby the meanings of individual texts are determined before 
later being re-interpreted based on findings collected through the repeating of this 
process. In other words, individual texts are understood first without wider context 
and then as this process is repeated for more and more documents, a wider context 
becomes apparent and the texts are then re-contextualised. 
 
To accomplish this, basic themes were identified throughout the analysis process 
and were then related to each other before finally being applied to the research 
questions at hand. As suggested by Hill, chronologies for key documents were also 
developed.237 
 
For verification, analysed documents were considered alongside each other and 
were triangulated with external sources, where possible, including; media reports, 
information obtained from company websites and Google searches of annual 
reports and financial statements filed by BAT’s regional subsidiaries (Kenya, 
Uganda, Zambia, South Africa). LinkedIn profiles were also used to provide 
important contextual information to aid analysis. Additionally, throughout the 
research process, codes, evidence, and themes were discussed and iteratively 
reviewed and agreed upon by all authors.  
 
Investigative research techniques 
 
A range of investigative methods were adopted to provide further insight into third 
parties and intellectual property ownership which arose from the document analysis. 
Third parties identified from both the document analysis and attempts to triangulate 
findings through media sources were assessed for financial links to TTCs. This was 
achieved through a process developed from existing approaches,243 244 involving 
searches of corporate monitoring databases (Tobacco Tactics, Sourcewatch, 
Powerbase, Spinwatch), industry documents (Legacy Library), and other resources 
(actor and tobacco company websites, Google search results). This process also 
features, and is discussed in further detail, in Chapters 4 and 5.  
 
Additionally, names of technologies and individuals identified in the dataset were 
searched for in Google patents (https://patents.google.com) and ESpacenet 
(https://worldwide.espacenet.com/). Similar searches were also conducted on the 
trademark data base TMView (https://www.tmdn.org/tmview/welcome). This allowed 

https://patents.google.com/
https://worldwide.espacenet.com/
https://www.tmdn.org/tmview/welcome
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for a timeline of patent and trademark ownership to be developed which provided 
important context for the document analysis as well as additional findings.  
 
After analysis was complete, a range of experts with relevant policy (e.g. the Illicit 
Trade Protocol) and academic (eg. intellectual property law) experience provided 
comment on the paper before it was submitted for publication. 
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Tobacco industry’s elaborate attempts to control a global track 
and trace system and fundamentally undermine the Illicit Trade 

Protocol 
 

Anna B Gilmore, Allen W A Gallagher,  Andy Rowell 
 

Abstract 

 
Background The Illicit Trade Protocol (ITP) requires a global track and trace (T&T) 
system to reduce tobacco smuggling. Given the tobacco industry’s (TI) historical 
involvement in tobacco smuggling, it stipulates that T&T ’shall not be performed by 
or delegated to the tobacco industry’. This paper explores the rationale for & nature 
of the TI’s efforts to influence the ITP & its T&T system.  
 
Methods Analysis of leaked TI documents and publicly available data; investigation 
of front groups, trademark and patent ownership.  
 
Findings Growing & diverse sources of evidence indicate that the TI remains 
involved in tobacco smuggling and that TI cigarettes account for around two-thirds of 
the illicit cigarette market. The TI therefore has a vested interest in controlling the 
global T&T system aimed to curtail this behaviour. To this end, Philip Morris 
International (PMI) adapted its pack marker system, Codentify, to meet T&T 
requirements, and licensed it for free to its three major competitors who then 
collectively promoted it to governments using front groups and third parties including 
companies claiming to be independent despite clear TI links. PMI also sought to 
suggest Codentify was independent by selling some parts of its intellectual property 
on Codentify while retaining others, leaving a complex web of shared interests. In 
Africa, British American Tobacco used payments to obtain data suggesting its 
smaller competitor companies were evading taxes and secure influence with tax 
authorities. Regulatory capture has been enhanced by a public relations effort 
involving TI funding for conferences, training, research, and international police and 
anti-corruption organisations. Collectively this has created public messaging and a 
powerful network of organisations supportive of the TI’s misleading position on illicit.  
 
Conclusions Governments should assume the TI seeks to control T&T systems in 

order to avoid scrutiny and minimise excise tax payments and that any T&T system 
based on Codentify, on intellectual property currently or previously owned by the TI, 
or being promoted or implemented by companies with TI links, is incompatible with 
the ITP and would not serve to reduce illicit trade. 
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Introduction 

 
The Framework Convention on Tobacco Control’s (FCTC) Illicit Trade Protocol (ITP), 
adopted in November 2012 following 4 years of negotiation1 (see Timeline in Table 
3.1), aims to eliminate all forms of illicit tobacco, but focuses particularly on securing 
the supply chain of legally manufactured tobacco products. A global track and trace 
(T&T) system which can track a tobacco product through its distribution chain and, 
should it enter the illicit market, ‘trace’ it back to determine at what point it entered the 
illicit channel is therefore central.1 This will be achieved by each party to the protocol 
requiring that every pack manufactured in or imported to their territory has a unique, 
secure marking providing information on manufacture, shipping and distribution. This 
focus and the stipulation that obligations for T&T systems ‘shall not be performed by 
or delegated to the tobacco industry’ were driven by overwhelming evidence of the 
transnational tobacco companies’ (TTCs) historical involvement in cigarette 
smuggling.1–10 

 

This paper aims to examine the nature and purpose of TTC efforts to undermine the 
ITP and the implications for global tobacco control. Through analysing data on the 
structure of the illicit tobacco market, leaked industry documents, patent and 
trademark filings and investigating front groups, it shows that TTCs are engaged in an 
elaborate campaign to control the global T&T system the ITP envisages by promoting 

its own pack marker system, Codentify (Box 1), as the T&T system of choice. 

Box 1:  Codentify versus enhanced tax stamp systems 

Codentify: A code-generating system developed and promoted by the transnational tobacco 
companies (TTCs). Initially developed as a non-secure authentication system (to determine if a 
product is authentic or counterfeit), it was subsequently adapted for use as a digital tax verification 
system.65 204 Installed at the production line, the system prints two unique codes on each 
tobacco/cigarette packet—a production information code detailing, inter alia, line and time of 
production, and a 12-character alphanumeric code generated through an encrypted digital 
signature to the production information code.66 193 There is no linked security feature. Tobacco 
industry insiders, academics and the Framework Convention on Tobacco Control’s Secretariat 
have criticised Codentify as an inefficient205 and ineffective track and trace (T&T) mechanism.79 206 

 

Enhanced stamp systems: Developed initially to focus on individual packs (not cartons, master 
cases or pallets) intended for the domestic market and to enable volume reporting and revenue 
collection, tax stamps have now been advanced through the addition of enhanced security 
features and database linkage to allow T&T and authentication of genuine versus counterfeit 
products. The key feature is the combination of digital (the unique identification code on a pack) 
and physical security elements (these may be overt, e.g., holograms; covert, e.g., fluorescent 
fibres; or forensic) which make new tax stamps difficult to counterfeit.167 

 

Codentify-based system has close links to the tobacco industry, while tax stamp systems were 
developed independently. Tax stamp producers, also in the business of printing secure documents 
for government (passports, ID documents, currency), are subject to international standards that 
control their production and distribution processes. 
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Evidence of historical and ongoing tobacco industry involvement in tobacco  
smuggling 

 
Pre-1990 
 
TTCs have a long history of complicity in tobacco smuggling.2 4–10 They profit when 
they sell to the distributor regardless of whether their product then enters the illegal 
market.4 Tobacco smuggling can benefit them in numerous ways (Box 2). 
Through the 1990s, overwhelming evidence from TTC documents detailed their 
involvement in global cigarette smuggling.2–10 The scale was unprecedented—a third 
of global cigarette exports were estimated to end up on the illicit market4 with TTCs 
supplying some markets almost entirely via illicit channels.9 10 By the late 1990s, 
investigations and lawsuits (Table 3.1)11–14 had led to guilty verdicts14 15 and legal 
agreements including between the European Union (EU) and all four TTCs— Philip 
Morris International (PMI), British American Tobacco (BAT), Japan Tobacco 
International (JTI) and Imperial Tobacco.16 

Post-1990: a change in the competitive landscape for illicit tobacco products 

 
With their activities exposed, TTCs changed their export practices.17 Total illicit 
cigarette volumes declined,17 but new types of illicit products began to appear 
alongside tobacco industry illicit—counterfeits and cheap whites (Box 3).17 18 
Simultaneously, TTCs sought to shift the issue from a public relations (PR) disaster 
where they were the pariah supplier of illicit product8 to a PR success story identifying 
them as both the victim of and solution to tobacco smuggling.6 They did so by using 
their resource advantage to purchase data, access and influence,6 exaggerate the 
threat of illicit tobacco (particularly counterfeit and cheap whites) and present them as 
a consequence of tobacco control policies.19–22 
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Ongoing industry involvement: emerging evidence and data 

 
Recent data consistently show that at global, European and national level, the majority 
of the illicit cigarette market still comprises tobacco industry product (Table 3.2). Latest 
estimates suggest that approximately 60%–70% of the illicit market is tobacco industry 
product with specific figures varying from 58% (2016, EU level, industry funded data) 
to 69%–73% (seizure data for 2011 and 2012 at global level and 2014 and 2016 at 
UK level). This has occurred despite the use of Codentify in, according to industry 

claims, over 100 countries worldwide (Appendix 2.1).23 

 
By comparison, the problem of counterfeit, which the industry continuously 
emphasises,6 19 20 24 25 comprises only 5%–8% of the illicit market (other than in the 
2016 Operation Henry data which are problematic—see footnote to Table 3.2). The 
contribution of cheap whites represents, in most of these data, around a fifth to a third 
of the illicit market. There has, however, been some confusion in defining and 
measuring cheap whites. For example, industry-commissioned Project Star report, 
undertaken by KPMG, incorrectly classified the Imperial Tobacco brand, Classic, as a 
cheap white during a period (2006–2012) when it was one of the most seized brands 
in Europe.26 Similarly, in the latest Operation Henry report, the two most seized 
brands, West and Winston, were coded as cheap whites yet are TTC brands.27 

Consequently, data may underestimate tobacco industry illicit. 
 

Box 2: The ways in which tobacco smuggling can benefit transnational tobacco companies (TTCs) 

► Smuggled tobacco has either no excise duties or duties from a lower tax jurisdiction applied. 
Consequently, it is sold for less than it should be. The cheaper a product, the more it sells, especially to 
the most price-sensitive smokers—the young and the least well off.6 

► Smuggling undermines tobacco control measures making them less effective in reducing smoking. An 
obvious example is tobacco taxes, but because illicit product is not usually sold through standard outlets, 
it also undermines age of sale controls and licensing.6 17 207 

► Smuggling is a key market entry technique that the TTCs have used extensively208 to bypass tariff and non-
tariff barriers to trade and move tobacco into closed or protected markets. Simultaneously, TTCs argue that 
the presence of illicit products signals a need for them to invest in that market (rather than resulting from 
their involvement in the illegal trade).9 208 

► TTCs use tobacco smuggling to oppose tobacco control policies, arguing that demand for the illicit 
product, rather than its supply, drives the problem and the tobacco control policy in question will only make 
this worse. Historically TTCs mainly applied this argument to tobacco taxes,24 often causing countries to 
reduce their tobacco excise rates.4 207 The problem of tobacco smuggling is now used to oppose almost 
every tobacco control policy.19 24 209 

Source: Adapted from Gilmore et al.6 
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Box 3 : Types of illicit tobacco products now being seen 

Counterfeits 
► Products bearing a trademark of a cigarette manufacturer that are manufactured by a third party without 

consent from that cigarette manufacturer. 

Cheap whites (also known as illicit whites) 
► Non-transnational tobacco company (TTC)-branded cigarettes that are legally produced but have no 

legitimate market. This confusing term initially used by TTCs is defined by the European Commission as: 
‘brands manufactured legitimately in one market, either taxed for local consumption or untaxed for export, 
and sold knowingly to traders who transport them to another country where the products are sold illegally 
without domestic duty paid.’210 

Tobacco industry illicit (tobacco industry product present in the illicit market) 
► Product of one of the cigarette manufacturers that was en route to, imported into, distributed in or sold in a 

jurisdiction in violation of that jurisdiction’s fiscal laws. That this product was manufactured by a tobacco 
company does not imply the company is always responsible when that product ends up on the illicit 
market. 

Source: Adapted from Gilmore et al.25 

 

While the smuggling of some tobacco industry cigarettes may be outside their control, 
the sheer volume suggests some involvement. Whistleblowers,28 researchers,16 
investigative journalists,29 30 alongside government reports,31 32 investigations,33 
accusations33 and fines34 35 suggest that industry involvement has continued since the 
1990s. At best, evidence indicates that tobacco companies are failing to control their 
supply chain, overproducing in some markets (e.g., Ukraine29) and oversupplying to 
others (e.g., Belgium) in the knowledge their products will end up on the illicit market.  
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At worst, ex-employees insist JTI remained actively involved, describing ‘rampant 
smuggling’ throughout the Middle East, Russia, Moldova and the Balkans.28 Leaked 
documents suggest that BAT staff suspected JTI was facilitating smuggling into the 
Democratic Republic of Congo (DRC)36 37 but that BAT also clandestinely moved 
millions of dollars in cash from Uganda to the DRC to buy tobacco leaf which was 
presumably then illegally exported.38 39 In 2011–2012, BAT cigarettes being 
distributed by a company previously implicated in tobacco smuggling were ending up 
in the illicit market across Africa, the Middle East and Europe with BAT staff agreeing 

not to discuss the problem by email.40–42 

 

Evidence suggests that smaller tobacco companies in Africa are also involved in 
smuggling and that, despite evidence of its own involvement,33 39–42 BAT sought to 
prove these companies were evading tax payments, using this knowledge to 
undermine them and gain influence with tax authorities.30 33 43–57 In South Africa, critics 
claim BAT engaged in money laundering to fund a large spy network and used its 
funding and the data obtained to secure a seat on the multiagency Illicit-Tobacco Task 
Team where it could then drive the law enforcement agenda.33 43 44 48 57 While such 
detailed evidence is limited to South Africa, BAT documents indicate the company 
was also paying informants to obtain competitor data elsewhere in Africa and using 
these data, alongside payments to staff,58 59 to ingratiate itself with tax authorities.60–

64 Collectively this evidence suggests a very real danger of regulatory capture. 

Implications for T&T 

 
It is unsurprising that tobacco industry illicit has not fallen further given that the 
incentives (Box 2) have hardly changed and, where evaluated, fines are too small to 
offer sufficient deterrent to ongoing involvement.16 25 At EU level, for example, seizure 
payments paid by the TTCs from 2006 to 2012 cover only 0.08% of estimated 
government excise losses despite TTC product representing at least 74% of illicit 
tobacco over that period (Table 3.2).16 25 

 

Effective and well-implemented T&T systems run independently of the tobacco 
industry would make ongoing TTC involvement in illicit almost impossible. And, as 
they can only be applied to legally manufactured product, would disadvantage TTCs 
compared with operators selling counterfeit and cheap whites, providing an incentive 
for TTCs to control them. 

Tobacco industry interests in and influence on T&T systems: evidence from 
leaked industry documents and linked investigations  

 

Tobacco industry’s fears and aims 

 
Leaked industry documents highlight TTCs’ fears and aims around illicit, tax stamps, 
T&T systems and the ITP.65–69 In 2003, BAT outlined how the industry was perceived 
as ‘part of the problem’ in illicit yet needed ‘to be part of solution to combat threat to 
our business’.68 It was identified as ‘VITAL for Big Tobacco to be involved in shaping 
final regulation’ in this area.68 To this end ‘cooperation with Governments and 
Customs authorities worldwide’ was key.68 A later BAT document outlining the 
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‘building blocks’ of an Anti-Illicit Trade Advocacy strategy stressed the need ‘To 
reinforce British American Tobacco as being part of solution, not part of the problem’.70 

 

Documents suggest TTCs feared the implementation of enhanced tax stamp systems 
such as those of a leading company in the field, SICPA,65 66 most notably the cost and 
lack of TTC control.65 66 The TTCs’ strategy appeared to involve three key elements: 
to collectively develop their own alternative, Codentify (Box 1), and promote it to 
governments as a digital tax verification (DTV) and T&T system65 66 71; to actively 
oppose tax stamp systems and convince governments they were inferior to 
Codentify;65 66 71 and to ‘proactively shape T&T regulation’66 to enable the above.66 
BAT Whistle-blower Paul Hopkins’ Employment Tribunal documents allege that he 
was tasked by the company’s lead for Anti-Illicit Trade ‘to disrupt and if possible stop 
other service providers of DTV and T&T products from winning tenders …[because]…. 
BAT had developed its own preferred system in conjunction with Philip Morris 
International called Codentify and wanted this system to be adopted by as many 
countries as possible’.72 

 

Engaging governments and tax authorities in order to promote common standards on 
T&T that would help secure the implementation of Codentify over tax stamps appear 
to have been key.65 71 Documents note, for example, that: ‘Manufacturers should be 
involved in providing advice and assistance on best practice solutions to governments 
intending to institute new systems and, where appropriate, should participate in the 
drafting process, for example in relation to any proposed Framework Convention on 

Tobacco Control (FCTC) Illicit Trade Protocol’.69 

 

The TTCs closely monitored ITP negotiations73 and, despite being formally excluded, 
BAT was, at different stages, able to obtain confidential information74 75 apparently 
including the text of the protocol.76 A 45-page document setting out BAT’s campaign 
plan for the fifth Conference of the Parties in November 2012, where the ITP was 
adopted, noted BAT’s preferred outcome on T&T as ‘Stamping and coding should be 
digital (Codentify).’71  

 

Developing Codentify as a pan-industry product 

 
Codentify was originally patented by PMI in the mid-2000s following its legal 
agreement with the EU77 (see Timeline in Table 3.1). In late 2010, 2 years after ITP 
negotiations had begun, PMI licensed Codentify for free to the other TTCs who 
collectively established a Working Group to collaborate on ‘DTV’,65 67 promoting 
Codentify to governments as an alternative to tax stamps.67 

Promoting Codentify via an increasingly elaborate set of front groups 
 
In line with the ITP specification that T&T systems cannot be ‘delegated to the tobacco 
industry’,78 the pan-industry agreement and linked documentation stipulated the 
importance of making Codentify appear independent.65 67 This need was later 
underscored when BAT noted that the South African Department of Health ‘voiced its 
concern and will not support an “Industry” solution.’66 The TTCs therefore began giving 
the impression of independence via a complex system of front groups and third 

parties. 
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Digital Coding and Tracking Association 
 
The first of these front groups, the Digital Coding and Tracking Association (DCTA), 
was created by the TTCs in 2011 to promote Codentify to governments,67 79 a role it 
continues to perform.80 81 DCTA’s glossy brochure claimed Codentify could ‘meet the 
expected licensing provisions of [ITP] Article 5’ and deliver ‘Full Government control’ 
but failed to acknowledge it was developed and patented by the tobacco industry.82 It 
has promoted Codentify in a recent consultation, again failing to acknowledge industry 
links.83 

FractureCode and ATOS 
 
The pan-industry agreement also outlined the role for ‘an independent reputable 
organisation’ to promote Codentify: 

When discussing DTV with authorities, it is important to stress that while the 
solution is developed and supported by the major industry players, the operation 
and control of the system will be handled by an independent reputable 
organization assigned by the respective government.65 67 

Documentation outlines that this was necessary because governments ‘need to be 
convinced for themselves that this [Codentify] is a high-quality solution, which works 
totally under their control and supervision, and which is supplied to them by a credible 
third-party technology company.’65 

 
Yet simultaneously it suggests that TTCs (rather than governments) would select 
these ‘independent’ organisations and had already pre-selected two—FractureCode 

and Siemens.65 Their role was to: ‘guarantee to governments that the “Codentify”  
system works’; ‘promote and sell the system to governments’; and ‘after winning a 
government tender… install the system’.65 A later (2012) BAT email indicates that it 
was working ‘globally with two approved suppliers to represent Codentify,’ this time 
naming FractureCode and ATOS,84 both of which subsequently appear to have been 
involved in tendering for T&T systems on the TTCs’ behalf (see below). We identified 
no further evidence of Siemens fulfilling this role. However, Siemens is a longstanding 
supplier of tobacco manufacturing machinery, produces its own code reading 
systems85 and was reported to be involved in operationalising a T&T system for BAT 
in Poland, providing both hardware (a code reading system) and software.86 
Moreover, ATOS was involved in developing Codentify87 88 and in December 2010 
acquired Siemens’ IT services division for €850 million.89 

 

FractureCode, a Danish company established in 2002, offers T&T, digital 
authentication and volume verification solutions including Codentify.90 Its web page 
claimed that Codentify is ‘Aligned with expected requirements of WHO FCTC Protocol 
on Illicit Trade in Tobacco Products’.91 Although the industry’s exact relationship with 
FractureCode was unclear even to BAT staff,84 92 interactions during a tender process 
in Kenya suggest a close relationship with and degree of control by BAT (Box 4). BAT  
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Whistle-blower Paul Hopkins’ Employment Tribunal documents state that by 2011 
FractureCode was ‘in the pay’ of BAT.72 As the first T&T system to be implemented in 
Africa post-ITP, Kenya’s tender outcome would have significant ramifications, making 
BAT fearful that SICPA’s product would be approved.93 Documents suggest that 
FractureCode was also representing Codentify in Mauritius, Uganda and possibly 
Germany.84 92 

 
French company, ATOS, originally involved in Codentify’s development87 88 and 
named in leaked BAT documents84 may have played a similar role to FractureCode. 
It has promoted Codentify in Asia94 and been involved in the implementation of  

Codentify in Lithuania alongside DCTA.95–98 

 
Box 4: links between British American Tobacco (BAT) and FractureCode illustrated by the tender process for a 
track and trace (T&T) system in Kenya 

In 2012, Kenya held a tender for tobacco revenue stamps with T&T and integrated product accounting 
systems. BAT did not tender for the service directly but instead used FractureCode to promote Codentify. 
As Eric Jones, BAT’s International Solutions Engagement Manager for Global Supply Chain Tracking 
and  
Verification, noted: “following the launch by the KRA [Kenyan Revenue Authority] of the tender that 
clearly favoured SICPA, we agreed the use of FractureCode (FCC) to support you [BAT Kenya] in 
fighting/amending/cancelling this tender.” He added: “It is worth noting that not using a third party such 
as FCC to respond to the tender is likely to severely reduce our ability to shape events and prevent 
SICPA from winning”.93 

 

Other emails note that BAT had ‘purchased’ the tender on FractureCode’s behalf,92‘organised a 
consultant to represent them [FractureCode]’ at a KRA question and answer session and drafted a letter 
on FractureCode’s behalf.92 It appears this letter was to be sent by FractureCode to the Commissioner 
General of the KRA, saying: “We, FractureCode Corporation/Codentify, a well-established Security 
Company in Denmark, promoting and selling Digital Tax Verification for Tobacco and Alcohol Products, 
would like to formally protest about the conduct of the recent KRA tender carried out by your authority.” 
222 Other documents suggest BAT wrote the original draft.223 

 
BAT also required FractureCode to ‘Work with the Danish  
Embassy/Foreign Affairs to get tender cancelled. (This borne by FCC).’84 Documents indicate that the 
Danish Embassy wrote a letter on FractureCode’s behalf and met with the KRA to help get the tender 
extended.224 On 4 May 2012, a Danish Embassy staff member in Nairobi emailed the minutes of their 
meeting with the KRA to FractureCode stating: “We believe the result of this meeting leaves room for 
your company to submit your bid and have a direct dialogue with the KRA throughout the process. The 
Embassy would be happy to assist you in facilitating the contract.”225 The Embassy sent FractureCode 
an invoice for 9 hours work at Kr915 (Danish Kroner) an hour.225 It is not known whether the KRA and 
Embassy understood the BAT link. 
 
Despite these efforts, at the end of 2012, KRA awarded the tender to SICPA.189 The subsequent 
implementation of the T&T system was completed by March 2014 and government figures indicate a 
49% increase in legal cigarette and cigar sales and a 20% increase in tobacco tax revenue from 2013 to 
2015.167 

 
Inexto 
 
The outing of DCTA as a tobacco industry front group in 201217 limited the TTCs’ 
ability to argue that Codentify was independent. With efforts to operationalise the ITP 
accelerating, this was becoming increasingly important.17 
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On 24 June 2016, the EU became the 19th party to ratify the ITP.99 Three weeks 
before, DCTA announced it had sold Codentify to a company called Inexto, an affiliate 
of the French Group Impala,100 101 reportedly for only 1 Swiss Franc.102–104 Inexto had 
been established just a few weeks previously101 and when the handover was reported 
in the press, a PMI spokesperson claimed Codentify “now complies with … the WHO’s 
Framework Convention on Tobacco Control.”105 

 

Yet Inexto’s links to PMI are clear. Its managing director is Philippe Chatelain, 
previously PMI’s Director of Product Tracking Intelligence & Security for 14 years.105 

106 Other top officials are Erwan Fradet, PMI’s Product Manager for Codentify for 5½ 
years,107 and Patrick Chanez, who worked for PMI for over 10 years developing  

anti-illicit trade technology.108 All three are coinventors of Codentify and still (as of 
November 2017) hold numerous patents with various PMI companies although now 
also hold some with Inexto and one with DCTA (Espacenet search 13 November 
2017). Four months after the June 2016 announcement, Philip Morris Products SA 
still owned the global trademark rights to Codentify (Appendix 2.2, Figure 1a) and 
Chatelain still held signing authority for that company (this ended 3 November 
2016).109 

 

Following public criticism of the close link between PMI and Inexto,105 110 111 two of the 
trademarks for Codentify, covering Switzerland and the EU member states (Appendix 
2.2, Figure 3.1b), were transferred to Inexto in late November 2016.112–114 Chatelain 
has since suggested that the Codentify system has been redeveloped from scratch, 
again publicly implying it would be compliant with the ITP.81 Yet, an additional 20 
Codentify trademarks in the WIPO database are still listed as being held by PMI 
companies covering, for example, Chile, USA, Indonesia, Israel, Mexico, Malaysia, 
Jordan and UAE, some with application dates as recent as March 2017.115 

Nevertheless, in June 2018 PMI stated to the Guardian newspaper: “We confirm that 
the worldwide assignment of all Codentify trademarks, previously owned by Philip 
Morris Products SA, to Inexto SA (part of Impala Security Solutions B.V.) was 
completed.  It is up to Inexto SA to take steps to record the change of ownership at all 
relevant trademark registries, including WIPO.”  

The Coalition Against Illicit Trade (CAIT) 

 
The latest group promoting ‘an industry operated solution’116 is the CAIT (Figure 1), 
formed in June 2015 (3 months after the EU T&T feasibility assessment was 
published)117 and described as ‘a new worldwide coalition of businesses and 
organisations dedicated to fighting the trade of counterfeited and contraband 
goods’.118 As of November 2017, six of the seven members (an eighth, Aegate, has 
gone into administration119) can be linked to the tobacco industry. Yet its submissions 
to the EU T&T consultation116 and EU transparency register120 fail to mention tobacco 
industry links. 

 
ATOS and FractureCode (see previous section) are members121 as is Inexto’s sister 
company within the Impala Group, Arjo Solutions.121 122 Of the other three, FATA 
Logistics was associated with the development and promotion of Codentify.123 

Domino, a printing and technology company,124 claims to have worked closely with  
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the Codentify development team and the tobacco industry for over a decade.125 
Describing itself as a global provider of Codentify126 and the ‘tobacco industry’s coding 
technology supplier of choice’127 it is involved in a project to adapt Codentify to 
pharmaceuticals.128 Essentra, which produces cigarette filters and packaging 
(including security solutions such as holographic products and specialist inks), has 
been working with the tobacco industry for 65 years.129 130 

Engaging regulatory agencies and enhancing public relations efforts 

 
A 2012 BAT presentation identified ‘key influencer stakeholder groups’ as central to 
‘proactively shap[ing]Track and Trace regulation’. Listed stakeholders included the 
World Customs Organization (WCO), International Monetary Fund, Interpol and 
Organisation for Economic Cooperation and Development (OECD) alongside ‘Key 
influencer’ governments.66 Evidence suggests such efforts have been extensively 
operationalised creating a powerful network that promotes the TTCs’ position on illicit. 

 
Figure 3.1 Diagram showing relationships between the creators and promoters of 
Codentify and the TTCs. BAT, British American Tobacco; JTI, Japan Tobacco 
International; PMI, Philip Morris International; TTCs, transnational tobacco 

companies. 
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In 2011, PMI donated €55 000 to the International Anti-Corruption Academy, an 
organisation initiated by the European Antifraud Office (OLAF) and UN Office on 

Drugs and Crime  (UNODC) to provide anti-corruption education and research.131 
 
In 2012, PMI donated €15 million to Interpol, the world’s largest police organisation, 
to work with DCTA to promote Codentify.79 It made Codentify accessible to law 
enforcement agencies via Interpol's Global Register79 132 133 and Interpol’s then 
Secretary General publicly promoted it.134 BAT’s Eric Jones outlined the importance 
of Interpol’s involvement stating it “will reinforce the credibility of the DCTA (and BAT) 
when talking to Governments as a credible provider of technology on DTV and  

T&T.”135 
 

BAT flagged cooperation with WCO as important because of the ‘need for cross 
border/regional solutions shaped by WCO not WHO.’68 In 2014, the industry’s DCTA 
was a major sponsor of the WCO conference on illicit tobacco in Brisbane, Australia. 
KPMG’s Robin Cartwright presented in DCTA’s time slot and, despite then taking £10 
million a year from PMI,6 136 failed to acknowledge this in his slides.137 Simultaneously, 
KPMG and GS1 UK launched a new report promoting Codentify138 which mentioned 
DCTA funding but not DCTA’s tobacco industry status.6 WCO also works closely with 
Interpol139 and other tobacco industry-linked groups, including the International Tax 
and Investment Centre,140 141 with whom WCO has co-hosted conferences and 
training on tobacco smuggling.142–144 

 

The International Chamber of Commerce has close links to and has repeatedly 
supported the tobacco industry.140 All four TTCs are members of its Business Action 
to Stop Counterfeiting and Piracy (BASCAP) initiative which purports to ‘combat 
product counterfeiting’.140 145 Through events which BASCAP organises or participates 
in, including an August 2016 UN Counter-Terrorism Centre meeting, TTCs are given 
a platform to present their position on illicit trade, counterfeiting and crime.140 146–149 

 

In addition to these international efforts, TTCs have been working with national 
Governments3 and via ex-policemen and front groups established by or representing 
policemen150–155; BAT describing them as ‘the credible voice for contraband 
tobacco’.156 

 

In 2016, PMI launched PMI Impact with $100 million to fund projects addressing illicit 
trade, corruption, organised crime and money laundering.157 With applications judged 
by an Expert Council of individuals closely linked to multiple UN agencies158 and 
Interpol,159 and PMI Impact’s September 2017 event featuring presentations from (and 
enabling PMI executives to link with), among others, WCO, OECD, Europol and 
numerous UN agencies including the UNODC (see second paragraph in this section), 
it would appear the initiative’s purpose is to further cement PMI’s access to authorities 
and undermine the WHO and the FCTC Secretariat among UN agencies. The first 32 
recipients of funding (totalling approximately US$28 million) announced in September 
2017160 include KPMG, Oxford Economics, Transcrime and others previously 
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commissioned by PMI to produce widely criticised reports20 25 161 162 on illicit favourable 
to the TTCs.159 161 162 

Discussion 

 
This evidence outlined in this paper indicates that the tobacco industry has created a 
T&T system it can control and, through an elaborate campaign involving front groups, 
third parties and increasingly complex relationships with other companies, all 
underpinned by a massive public relations effort, is aiming to have this system 
implemented as the global T&T system of choice under the ITP. Simultaneous 
evidence suggests it remains involved in tobacco smuggling. This combination of 
events would fundamentally undermine the ITP by enabling tobacco companies, with 
a vested interest in minimising their tax payments, to control the very system aimed 
to maximise those payments and reduce tobacco smuggling. 

 
Three key findings underpin this conclusion. First, diverse and growing evidence 
shows that tobacco industry illicit outstrips the problems of cheap whites and 
counterfeits and remains the single largest problem in illicit tobacco; that incentives 
for industry involvement have barely changed since their well-documented 
involvement in the 1990s; that tobacco companies likely continue to be involved in 
and benefit from tobacco smuggling; and that this problem has persisted since the 
widespread introduction of Codentify. Possible interpretations are that Codentify is 

technically unfit for purpose or that TTC control renders Codentify useless. 
 
Second, TTCs have a vested interest in controlling a T&T system intended to address 
tobacco industry illicit and fear T&T systems outside their control. This drove them to 
work collaboratively to oppose competitor systems, promote their own digital system, 
Codentify, and influence regulation on T&T to favour it. This collaborative campaign 
involved extensive subterfuge including the creation of front groups like DCTA to 
promote Codentify and channel funding to others who further promoted Codentify 
(e.g., KPMG and WCO), and use of companies like FractureCode. Later elements of 
their intellectual property on Codentify were sold to other companies with Codentify 
now being promoted by companies and coalitions purporting to be independent yet 
having clear TTC links, including co-ownership of intellectual property rights to 

Codentify by former PM staff now at Inexto. 
 
Third, underpinning all the above, was an extensive and well-funded stakeholder 
management and public relations effort involving funding for conferences, training, 
research, ex-policemen to act as spokespeople, and major organisations in the field 
including intergovernmental organisations. Such efforts are often operationalised via 
third parties (e.g., DCTA, BASCAP) or specific initiatives (e.g., PMI Impact). They 
serve to: cement the TTCs’ previously observed control over data and research on 
tobacco smuggling6; create and disseminate discourses favourable to industry; and 
build a network of influential organisations and individuals that support, promote and 
enhance the credibility of these misleading industry discourses. These efforts should 
be seen as part of a broader strategy to rehabilitate the TTCs’ image,163–165 reintegrate 
TTCs into policy-making circles from which they have been excluded, and undermine 
WHO and the Convention Secretariat among UN agencies. The concern that such 
efforts lead to regulatory capture is enhanced by findings from Africa that BAT has 
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been paying to obtain data suggesting its competitors were smuggling and to gain 
influence with tax authorities. 

What this paper adds 

What is already known on this subject 
► The Framework Convention on Tobacco Control’s Illicit Trade Protocol (ITP) aims, inter alia, to 
secure the supply chain of legally manufactured tobacco products through a global track and trace 
(T&T) system. Given evidence of the tobacco industry’s (TI) historical involvement in cigarette 
smuggling, the protocol stipulates that such systems ‘shall not be performed by or delegated to the 
tobacco industry’. Philip Morris International developed a code-generating system, Codentify, and 
licensed it for free to its competitors in a deal which saw the four transnational tobacco companies 
agree to promote Codentify to governments as a T&T system.  
What this paper adds 

► Growing evidence indicates the TI remains involved in tobacco smuggling and therefore has a 
vested interest in controlling any T&T system aimed to control its supply in order to avoid scrutiny 
and minimise its excise payments. 

► The TI’s attempts to have its Codentify-based system implemented as a T&T system have 
become increasingly underhand. They include claiming Codentify is independent of the TI by 
using front groups and front companies to promote it; selling some parts of its intellectual property 
on Codentify while retaining others, leaving a complex web of shared interests; paying networks 
of spies to obtain data showing its competitors are smuggling; and providing significant funding 
(administered directly and via third parties) for conferences, training, research and international 
police and anti-corruption organisations which serves to foment confusion over tobacco 
smuggling and create a powerful network supportive of the TI’s position. 

► Governments should assume that any system based on Codentify, on intellectual property 
currently or previously owned by the TI, or being promoted by companies with TI links, is 
incompatible with the ITP and would not serve to reduce illicit trade within the legal supply chain. 

 

Limitations 

 
Like any illegal activity, tobacco smuggling is complex, hidden and hard to investigate. 
We are limited to data that are publicly available and documents provided to us and 
cannot, therefore, access legal agreements between TTCs, DCTA and the various 

companies now promoting Codentify. 

Policy implications 

 
The findings signal a very real danger of regulatory capture of the governmental and 
intergovernmental institutions responsible for addressing tax evasion and TTCs 
coming to control a global T&T system thereby fundamentally undermining it. Recent 
press reports from Argentina suggest these dangers may already be being realised 
with legal charges against PMI alleging its use of Codentify to hide levels of cigarette 
production in order to avoid paying taxes.166 By contrast we note the increase in legal 
tobacco sales and tobacco tax revenue in Kenya postimplementation of an 
independent T&T system (Box 4).167 

 
The findings indicate that determining independence from industry when 
operationalising the ITP is increasingly difficult. Experience in the EU168 suggests that 
definitions which require countries, possibly repeatedly, to search patent and 
trademark registers, investigate industry links and company sources of income, and 
so on, are best avoided. 
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We therefore suggest, broadly in line with Convention Secretariat 
recommendations,169 that governments should be alert to the likelihood that TTCs will 
continue to disguise their links to Codentify and that Codentify will be promoted under 
different names and by different companies. The safest response is for governments 
to assume that (1) the TTCs remain involved in any T&T system based on Codentify 
or on intellectual property currently or previously owned by a TTC and (2) such a 
system would be incompatible with the ITP and ineffective in reducing illicit trade within 
the legal supply chain. The industry’s own use of Codentify to help address 
counterfeiting should be seen as entirely separate. To help address potential 
regulatory capture, decisions on T&T should be cross-governmental and it is vital that 
health ministries are involved. 
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Concluding commentary 

 
Findings from this paper demonstrate that the tobacco industry has attempted to 
undermine the Illicit Trade Protocol’s (ITP) Tracking and Tracing (T&T) provisions, 
attempting to secure control of the ITP’s envisionged global T&T regime. The paper 
also discussed the likely rationale for this, with data on the contemporary ITT 
indicating that TTCs would likely face increased tax payments under an independent 
T&T system, due to their current failure to control their own supply chains (as 
tobacco industry products continue to make up the majority of the ITT). As such, the 
tobacco industry cannot be considered a trusted partner in addressing the ITT as it 
has vested interests in relation to T&T which must be acknowledged and 
safeguarded against if the ITT is to be effectively reduced. 
 
Findings from the paper clearly show that the tobacco industry attempted to 
influence global policy measures to address ITT, specifically the ITP’s T&T 
provisions. These efforts involved extensive use of third party techniques and TTC 
attempts to ingratiate themselves with enforcement authorities, most commonly 
through financial contributions.  
 
This paper also found that there is evidence of contemporary tobacco industry 
involvement in the ITT, with the majority of the illicit cigarette market in the UK, EU 
and globally consisting of cigarettes from the supply chains of TTCs. It also further 
demonstrates the issues with data on the ITT outlined in the previous chapter, given 
the highlighted complexities with measuring the ITT (eg. the confusion over tobacco 
industry brands and cheap whites identified found within the paper’s UK source data 
on the ITT).  
 
Further, despite Chapter 2’s evidence of the extensive problems with tobacco 
industry-funded data, when compiling data for this paper’s analysis, only sufficiently 
detailed data on the EU could be found in industry-funded reports. This further 
exemplies the need for more independent data on the ITT.  
 
As estimates at the UK, EU and global levels indicate that the majority of the illicit 
cigarette market consists of product from TTC supply chains, it is clear that tobacco 
companies are continuing to fail to adequately control their own supply chains, thus 
fuelling the illicit trade. However, while the extent of this problem indicates that the 
industry may be continuing to intentionally facilitate the ITT as has been the case 
historically, further research would need to be conducted to confirm this theory.  
 
Findings from this paper have had impact within the academic community as well as 
the wider public. As of October 2019, the paper has been cited by 8 academic 
articles (in the Tobacco Control and Translational Lung Cancer Research journals) 
and in the World Bank’s global review of country experiences of the ITT157 and its 
recommendations to Governments have been re-iterated in an editorial linked to the 
paper by a leading academic in the field.245 The paper was also covered by The 
Guardian’s health editor thus raising public awareness of the industry’s motivations 
and strategies in relation to the ITT and T&T specifically.246 
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Chapters 4 and 5 follow on from the evidence of tobacco industry attempts to 
influence the T&T by using the largest implementation of T&T to date (the European 
Union) as a case study. Chapter 4 examines tobacco industry influence over the 
EU’s T&T system during its implementation phase as well as the extent to which 
such influence may have been successful. Chapter 5 then investigates tobacco 
industry influence over the EU’s public consultation process on T&T, providing 
insight into the industry’s policy preferences and influence during the development of 
the EU’s T&T system. 
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Chapter 4. Tracking and tracing the tobacco industry: potential tobacco 
industry influence over the EU’s system for tobacco traceability and security 
features 
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Pre-paper commentary 

The papers from Chapters 2 and 3 identified tobacco industry practices which could 
be viewed as challenges to addressing the ITT. These include TTCs funding 
unreliable data, failing to control their supply chains and attempting to undermine 
T&T policy.  The last of these is particularly concerning given that the ITP sets a 
deadline of September 2023 for all of its (as of August 2019) 56 parties to implement 
a T&T system for cigarettes and hand-rolled tobacco.   
 
One of these Parties is the European Union (EU) which, on the 20th May 2019, 
implemented the single largest T&T system to date. As the EU is the only Party to 
the Protocol that is not simply a state actor but instead supranational, representing 
28 countries and their co-ordinated positions, the EU is largely influential and its 
system will likely remain the largest individual piece in the ITP’s envisioned global 
T&T regime. The EU’s implementation of T&T is also one of the first since the ITP 
entered into force in September 2018247 and therefore sets a precedent for other 
Parties to the Protocol. 
 
For these reasons, T&T in the EU was identified as a suitable case study for 
exploring tobacco industry influence on policy relating to the ITT in closer detail. 
Specifically, this paper aims to establish if the tobacco industry’s strategy of gaining 
control of, and thus undermining, T&T (as outlined in the previous chapter) has been 
operationalised in the EU and, if so, what implications this has for the EU, its 
Member States and other Parties to the ITP. This pre-paper commentary outlines the 
methodological approaches featured in the paper and the rationale for them. 
 
Case study research 
 
Firstly, it is worthwhile outlining why a case study approach was adopted for this 
thesis (namely for this chapter and Chapter 5). A case study can be defined as an in-
depth, multifaceted investigation of a single phenomenon.248 Case studies aim to 
capture the complexity of a single case through a detailed look of the particularity 
and complexity within it, with case study research occupying a central position in 
various fields including political science and sociology. Case study research is not 
sampling research- a sample of just one case, no matter how long, cannot be said to 
be representative of other cases.249  
 
However, in-depth knowledge of an individual example can be more helpful than less 
detailed knowledge about a large number of examples and can still provide insight 
into the whole, by focussing on a key part.250 Such in-depth knowledge is particularly 
crucial when dealing with a topic as technically complex as T&T-  understanding the 
intricate details of multiple implementations of T&T is simply not be feasible within 
the scope of a single thesis, yet understanding these details is crucial to identifying 
and measuring potential tobacco industry influence within this field.  By selecting a 
crucial example of T&T and investigating it in detail, this thesis is able to provide a 
detailed insight into this influence while still being able to provide insight into T&T 
beyond the EU, partly in the form of policy recommendations for other ITP Parties. 
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Document analysis  
 
 
To gain insight into the policy process of T&T implementation in the EU and of TTC 
efforts to influence it, document analysis was conducted. Given the technical nature 
of the subject matter and the extensive policy history in this instance, all publicly-
available policy documents relating to the EU’s T&T system were reviewed prior to 
any further analysis taking place. The knowledge gained from this process was 
crucial, providing both a timeline of the policy’s development and key contextual and 
technical details. 
 
Two meetings, dated 2 October 2017 and 7 November 2017, between senior 
management from PMI, JTI, BAT, IB and Inexto’s Managing Director were also 
analysed, using the qualitative, hermeneutic approach236 237 described in the 
previous chapter. 
 
Investigative methods 
 
The investigative methods process outlined in the previous chapter (e.g. searching of 
corporate monitoring databases, industry documents, and online resources) was 
used to investigate business relationships between TTCs and data repository 
providers for the EU’s T&T system that were approved by the European Commission 
as ‘independent’ from the tobacco industry. 
 
Content analysis 
 
Findings from the document analysis provided information that warranted 
investigation into the EU’s T&T policy process prior to the implementation stage. As 
such, this paper includes basis content analysis of the responses to the EU’s public 
consultation on T&T. This analysis captured which responses endorsed a certain 
policy position identified from the document analysis as of importance (specifically, a 
Serialised Global Trade Item Number (SGTIN) being used as a unique identifier 
within the T&T system). This involved using a search strategy of key terms relevant 
to the policy position (e.g. ‘SGTIN’, ‘GS1’, ‘standardisation body’), which were 
determined from the analysis of industry documents and of relevant policy 
documents. Where present, relevant text from the submissions were then coded as 
either endorsing the position or not i.e. if a consultation response specifically 
endorsed the SGTIN proposal mentioned in the meeting minutes, it was counted 
toward the total presented in the paper. 
 
It is important to note that this analysis was tailored specifically to identify support 
solely for one specific policy measure (SGTIN). Chapter 5 provides a more detailed 
look at the EU’s public consultation on T&T and investigates respondents’ financial 
links to the tobacco industry and their policy positions for each of the consultation’s 
questions (a focus that was in part driven by the findings from this chapter’s 
analysis). 
 
Content analysis was also used to investigate the extent to which the implementing 
and delegated acts for the EU’s T&T system comply with the T&T requirements of 
the Illicit Trade Protocol.14 NVivo (a computer software supporting qualitative 
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analyses) was used to code the specific requirements of Parties within ITP Article 8’s 
14 obligations and to identify where these are met, and potential inconsistencies, 
within the implementing and delegated acts (approximately 70 pages of 
legislation).251 252  Issues identified during this process were then outlined in the 
paper.  
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Tracking and tracing the tobacco industry: potential tobacco 
industry influence over the EU’s system for tobacco traceability 

and security features 
 

Allen WA Gallagher,   Anna B Gilmore, Michael Eads 

 

Abstract 

 
Background  

 
Subsequent to the transnational tobacco companies’ (TTC) history of involvement in 
tobacco smuggling, the Illicit Trade Protocol (ITP) requires that tobacco tracking and 
tracing (T&T) systems be established independent of the industry. In response, 
TTCs developed a T&T system, originally called Codentify, promoting it via an 
elaborate set of front groups to create a false impression of independence. The 
European Union (EU) is one of the first and largest jurisdictions to operationalise 

T&T. We explore how industry efforts to influence T&T have evolved. 
 
Methods  

 
Analysis of tobacco industry documents, policy documents, submissions to a 
relevant consultation and relationships between the tobacco industry and 
organisations proposed by it and approved by the European Commission to provide 

a data repository function within the EU’s T&T system. 
 
Findings  
 
17 months after TTCs sold Codentify to Inexto and Philip Morris International 
claimed Inexto was independent, leaked documents suggest TTCs and Inexto 
continued to have a financial and operational relationship. Inexto’s meetings with 
TTCs, engagement with EU Member States and promotion of industry favoured 
technical standards suggest TTCs influenced Inexto’s activities, using the company 
to undermine EU T&T. The EU’s T&T system appears to be inconsistent with the 
ITP due to its ’mixed’ governance and seven of eight organisations approved as 

data repository providers having pre-existing industry business links. 
 
Conclusions TTC’s efforts to maximise their control and minimise external scrutiny 
of T&T systems seriously limit attempts to address tobacco smuggling. Countries 
implementing T&T should be alert to such efforts and should not replicate the EU 
system. 
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Introduction 

 
Article 15 of the WHO Framework Convention on Tobacco Control (FCTC) and its 
supplementary treaty, the Protocol to Eliminate Illicit Trade in Tobacco Products/the 
Illicit Trade Protocol (ITP), aim to enable a co-ordinated international response to the 
illicit tobacco trade. The ITP came into force in September 2018 and, as of March 
2019, has 51 Parties, including the European Union (EU). ITP Article 8 sets a deadline 
of 25 September 2023 for a global cigarette tracking and tracing (T&T) system to be 
established by each Party to the Protocol, with an additional 5 years being given for 
any additional products containing leaf tobacco.1 

 

T&T is a means of supply chain control and its use in this field is fundamentally a 
response to overwhelming evidence of tobacco company involvement in illicit trade 
(including complicity in tobacco smuggling).2–11 In line with this and the FCTC’s 
acknowledgement of the ‘irreconcilable conflict’ between the tobacco industry and 
public health, the ITP requires that Parties must not delegate their T&T obligations to 
the industry and should be in contact with the industry and its representatives ‘only to 
the extent strictly necessary’ to implement Article 8 (on T&T) requirements.1 

 

Despite tobacco industry claims of utilising robust supply chain security systems,12 
evidence indicates that tobacco companies continue to fail to control their supply 
chains.11 As such, a strong T&T system could lead to them having to make increased 
tax payments and, were it to demonstrate involvement in tobacco smuggling or a 
failure to address it, to further litigation. The industry therefore has a vested interest in 
controlling these systems.11 In line with this, Transnational Tobacco Companies 
(TTCs)—namely Philip Morris International (PMI), British American Tobacco (BAT), 
Japan Tobacco International (JTI) and Imperial Tobacco (now Imperial Brands) (IB), 
have tried to undermine the ITP’s intention to develop an effective global T&T system 
by creating and promoting their own inadequate13 and inefficient14 system, first known 
as Codentify.15 

 
Despite PMI’s claim that it is ‘not in the track and trace business’, in the mid-2000s 
PMI patented Codentify and in 2010 licensed it for free to BAT, JTI and IB. The four 
tobacco companies then worked collectively to promote Codentify’s adoption.11 16 A 
key part of this strategy has been to use third-parties to create the false impression 
that Codentify is independent from the tobacco industry and thus compliant with the 
ITP. One of these third parties was the Digital Coding and Tracking Association 
(DCTA) which was registered by all four TTCs in 2011 and promoted Codentify, often 
without disclosing its own relationship to the tobacco industry.13 17 18 The industry’s 
third-party strategies have since become more elaborate and include the 2016 sale of 
Codentify to the technology company Inexto. 
 

JTI’s Vice-President of illicit trade prevention has claimed that the transfer occurred 
because ‘a specialised technology company is better placed to further develop the 
technology’12 and Inexto’s Managing Director stated that PMI sold the system because 
it was not its ‘core business’.19 However, several of Inexto’s top officials are former  
PMI employees and co-creators of Codentify (including the Managing Director).11 20 21 
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The industry’s promotion of its own T&T system has been part of a broader effort by 
tobacco companies to reshape their history of involvement in tobacco smuggling and 
ingratiate themselves with governments as partners in reducing the illicit trade.6 11 13 
Examples include tobacco companies engaging in voluntary partnerships or 
Memorandums of Understanding with law enforcement and custom agencies,22 

funding enforcement agencies, such as Interpol,13 sniffer dogs for illicit tobacco 
raids23 and research on the illicit trade globally,24–27 hiring former law enforcement 
officials28 and training border patrol and customs officials.6 It is within this context of 
growing recent evidence of both tobacco industry involvement in the illicit trade and 
attempts to undermine the ITP that the EU and its Member States began 
operationalising the ITP’s requirements. 
 
This occurred in two phases—the legislative phase in which the legislative 
requirements for T&T were included in the Tobacco Products Directive (TPD),11 
adopted on 3 April 2014,29 and then the implementation phase which led to the 
adoption of delegated and implementing regulations in December 2017.30 31 On 20 
May 2019, T&T for cigarettes and roll-your-own tobacco was implemented in the EU, 
based on these regulations.32 

 
Concerns were raised that the final wording of the TPD in relation to T&T gave 
tobacco manufacturers considerable influence over key elements of the system.33 

The TPD specifies that tobacco manufacturers (rather than Member States) ‘should 
conclude data storage contracts with independent third parties’.11 These contracts 
are for the creation and operation of data repositories which store traceability data 
for each country crucial to the T&T process. The text also specifies that external 
auditors required to monitor these third parties should be ‘proposed and paid by the 
tobacco manufacturer’, although ‘approved’ by the Commission.29 Auditors conduct 
announced or unannounced audits on, and produce annual reports about the 
integrity of, the repository they are contracted to audit. 
 
The implementation phase was led by the European Commission which undertook a 
range of assessments, analyses and consultations30 31 34–42 culminating in the 
production of the final implementing and delegated regulations.30 31 These specified 
the rules that EU Member States must abide by as they implement T&T including, 
inter alia (Appendix 3.1), the criteria for the data repositories and auditors mentioned 
in the original legislation. The regulations also outlined roles for both primary 
(national) data repositories and a single European-wide secondary repository 
containing a copy of all data stored in every primary repository.31 

 
As a result of the original legislative text (the TPD), which noted that tobacco 
manufacturers should agree data storage contracts with ‘independent’ third-parties, 
tobacco companies suggested third-parties to the Commission. The Commission 
then released a list of those deemed suitable for operating data repositories,35 using 
three independence criteria (Box 1). Neither the original list of third-parties put 
forward by tobacco companies to the Commission nor the list of auditors selected by 
tobacco companies and approved by the Commission are currently known. 
 
Concerns have now been raised that the delegated and implementing regulations43 44 

44–46 allow a degree of industry influence incompatible with the ITP and the 
International Tax Stamp Association (ITSA) has filed a case against the European 
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Commission. ITSA’s claim is that the regulations breach the ITP because the EU T&T 
system is not under the exclusive control of the Commission or Member States.46 47  

This study therefore aims to explore whether and how the tobacco industry has 
attempted to influence EU T&T implementation, whether data repository providers in 
the EU’s T&T system are independent and if the system is compliant with Article 8 of 
the ITP. It is the first study to critically explore T&T implementation. Given that the 
EU’s T&T system is both one of the first and the largest implementations of tobacco 
T&T and its solution paradigm is therefore likely to be adopted by other Parties to the 
ITP, this study’s findings have global relevance. 

Box 1: The European Commission’s Independence Criteria for Tobacco 
Tracking and Tracing Across the European union 

The European Commission uses three criteria to establish the independence of 
a third-party, including unique identifier (non-removable identification markings 
which are affixed to or form part of unit packs) issuers and data repository 
providers, involved in the T&T system from the tobacco industry:  
► Legal, organisational and decision-making independence. 
► Financial independence (that less than 10% of a third party’s annual 

worldwide turnover comes ‘from goods and services supplied to the tobacco 
sector over the past two calendar years’.31 The threshold then becomes 20% 
for each subsequent year.30 No explanation is provided as to why these 
particular thresholds were chosen. 

► Absence of conflicts of interests, namely that directors and other governing 
individuals have not participated in tobacco industry company structures in the 
last 5 years and shall act independently from any financial or other links to the 
tobacco industry such as tobacco stocks or private pension programmes.30 

 

Methodology  

 
To understand tobacco company efforts to influence EU T&T implementation and 
ongoing links between the tobacco industry and Inexto, this paper follows on from 
previous research11 by analysing two additional leaked industry documents,48 49 dated 
October–November 2017. Qualitative thematic analysis, based on a hermeneutic 
approach to company document analysis,50 was applied with analysis focussing 
specifically on influence within the EU. Attempts were made to triangulate findings via 
data from other sources namely online news media and academic journals. Findings 
from this analysis led us to also analyse responses to the Commission’s targeted 
stakeholder consultation51 (held in May 2015 as part of the implementation phase) to 
determine which responders endorsed a specific proposal mentioned in the 
documents. 

 
To identify relationships between the tobacco industry and data repository providers 
approved by the European Commission as ‘independent’, the business relationships 
between these providers and PMI, BAT, JTI, and IB were systematically assessed. 
We used a process developed from existing approaches,52 involving searches of 
corporate monitoring databases (Tobacco Tactics, Sourcewatch, Powerbase and 
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Spinwatch), industry documents (Legacy Library) and other resources (actor and 
tobacco company websites, Google search results and the EU Transparency register). 

To determine the EU T&T system’s compliance with Article 8 of the ITP, the 
implementing and delegated acts relating to T&T adopted by the European 
Commission in December 201730 31 were compared with the requirements of Article 8 
of the ITP.53 NVivo was used to code the specific requirements of Parties within Article 
8’s 14 obligations and to identify where these are met, and potential inconsistencies, 
within the implementing and delegated acts. Further, a range of EU policy documents 
(T&T feasibility study, implementation analysis, summaries of the stakeholder and 
public consultations on T&T and the draft secondary legislation)30 31 34–42 were 
reviewed to provide contextual insight into the policy process leading to the final 
regulations. 

Results 

Tobacco companies’ ongoing relationship with Inexto and engagement with EU 
Member states 

 
Analysis of the two industry documents48 49 suggests that financial independence 
between PMI and Inexto had yet to be established 17 months after the 1 June 2016 
sale of Codentify20 to Inexto, despite PMI’s claim that ‘Inexto is fully independent from 
the tobacco industry’21 and Inexto’s Managing Director’s claim that ‘we are 
independent’.19 

 

Minutes from two meetings, dated 2 October 2017 and 7 November 2017,48 49 show 
that senior management from PMI, JTI, BAT, IB and representatives of Inexto, 
including the CEO, met monthly under an ‘Operational Management Committee’.48 49 
The minutes refer to a ‘Spinoff 2.0’ where the relationship between the tobacco 
industry front group,54 the DCTA (made up of representatives from BAT, PMI, IB and 
JTI),17 18 and Inexto is discussed. The October meeting minutes outline that a ‘more 
arms-length services arrangement’ was being worked towards but that ‘Further clarity 
is needed on how revenue independence will be achieved on the Inexto/ Impala side’49 
(Impala being Inexto’s parent company).55 It is unclear whether this was ever reached.  

 

This discussion took place less than a month after the Commission’s draft 
independence criteria, which featured revenue requirements, had been published.36 

The minutes also show that, despite financial independence between Inexto and the 
tobacco industry seemingly not yet having been established, a series of meetings 
between Inexto and EU Member State government divisions occurred. The minutes 
refer to a meeting between Inexto and a ‘national security printer’ in the Czech 
Republic, a planned meeting between Inexto, Logista (a distributor of tobacco 
products in Southern Europe, of which IB holds a majority share)56 and Spain’s Royal  

Mint and a pilot project between Inexto and Poland’s national security printer.49 These 
follow on from a 2016 T&T pilot project by the German Print Office of which BAT and 
PMI were partner companies.57 

Failed tobacco industry and Inexto effort to influence EU T&T implementation 
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Unique identifiers, required on cigarette packs by the ITP, are non-removable 
identification markings which are affixed to or form part of unit packs53 and under the 
EU system take the form of alphanumeric codes.35 The November meeting minutes 
note that ‘Inexto worked out a sGTIN (sic) proposal for the TPD Unique Identifier’.48 
SGTIN (Serialised Global Trade Item Number) is an identifier for trade items 
developed by GS1, which designs and implements supply and demand chain 
solutions. SGTIN therefore falls under GS1 standards in which brand owners (who, in 
the case of tobacco products, are usually the manufacturers) are responsible for the 
generation of unique identifiers.58–60 In 2014, the DCTA commissioned GS1 and 
KPMG (which has a longstanding history of being commissioned by the tobacco 
industry to conduct research and produce reports on the illicit trade)61–64 to produce a 
report on T&T which highlights GS1 standards.65 

 
In their responses to the Commission’s targeted stakeholder consultation (held from 
May–July 2015),51 BAT, PMI, IB and JTI all stated that GS1 was their preferred 
standardisation body for the generation of unique identifiers, with PMI, IB and JTI, as 
well as the DCTA, endorsing SGTIN specifically66–70 (Appendix 3.2 is a complete list 
of responders who endorsed SGTIN). 

 
In November 2017, the European Commission stated that any reference to GS1 
standards in the EU’s T&T regulations would not be ‘legally acceptable’ as allowing 
for self-generation of unique identifiers would not ensure the T&T system’s full 
independence from the tobacco industry.71 This intervention prevented the industry’s 
SGTIN proposal from going on to become part of the EU’s T&T system with the task 
of applying unique identifiers instead going to an ‘independent’ third-party appointed 
by each Member State (Appendix 3.1). Independence of the parties is determined 
using the European Commission’s criteria (Box 1).30 31 34 

Independence of data repository providers 

 
In line with the TPD text, the tobacco industry supplied names of potential data 
repository providers from which the European Commission, based on its 
independence criteria (Box 1), identified eight as independent and therefore suitable. 
Eight were identified as primary data repository providers (Atos AG, Atos Information 
Technology GmbH, Atos IT Solutions and Services A/S, Atos Polska S.A, Dentsu 
Aegis Network Switzerland AG, IBM, Movilizer and Zetes) and one of the same 
companies (Dentsu Aegis Network Switzerland AG) as the secondary provider. 
However, our analysis shows that seven of the eight (all other than Zetes) have prior 
business links with TTCs, with four being subsidiaries of a single company, Atos. 

Atos subsidiaries (Atos AG, Atos Information Technology GmbH, Atos IT Solutions and 
Services A/S, Atos Polska S.A.) 
 
As outlined in previous research,11 Atos has extensive business links to the tobacco 
industry. Atos was involved in the development of Codentify and a 2012 BAT email 
named Atos as approved, by the TTC, to represent Codentify globally. Atos promoted 
Codentify in Asia and was involved in its implementation in Lithuania alongside the 
DCTA.11 Atos is also a member of The Coalition Against Illicit Trade,72 whose 
submissions to both the EU T&T stakeholder consultation and EU transparency 
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register failed to mention that six of the, then seven, members had business links to 
the tobacco industry.11 

IBM UK limited 
 
In 2013, IBM contributed to PMI’s sbv IMPROVER funding initiative which awarded 
grants to scientists who put forward research proposals under defined themes set by 
PMI.73 The sbv IMPROVER initiative has been criticised for attempting to muddy the 
waters on the causal link between tobacco and disease, with PMI using its partnership 
with IBM to attempt to gain legitimacy among the scientific community.74 The sbv 
IMPROVER website now states that IBM Research is no longer working on the 
project.75 Sbv IMPROVER resembles another PMI funding initiative—PMI IMPACT, 
which adopts a similar approach, funding a range of projects related to ITT.26 27 76 IBM 
also developed its own T&T system, CLEAR, which was advertised as an ITP-
compliant technology which tobacco companies could employ.77 

Dentsu Aegis network Switzerland AG 
 
Dentsu Aegis Network Switzerland AG is a subsidiary of Dentsu which had PMI as a 
client in the mid-1990s and early 2000s.78 79 The Dentsu Aegis Network purchased 
blue-infinity in 201780 81—a digital technology company which, since at least 2013, has 
been closely involved with Codentify and the tobacco industry. Its website claims that 
it has ‘integrated Codentify solutions for all major players in the tobacco industry’.82 It 
also states that blue-infinity is a ‘technology partner’ of JTI83 and built an ‘e-commerce 
solution’ for PMI.84 
 

Blue-infinity’s T&T system ‘AIT Central’ (which features Codentify) has been promoted 
by blue-infinity and Videojet (a printing and marking company which advertises 
Codentify-compatible printing services85 as a suitable system for compliance with the 
TPD).82 Blue-Infinity also co-hosted a workshop for manufacturers on their T&T 
technology and TPD requirements.82 

Movilizer GmbH 
 
In 2010, Movilizer created and developed a Codentify-compatible information system 
for BAT86 with BAT then rolling out Movilizer in 42 countries.87 88 A Movilizer partner 
website states that BAT and IB use Movilizer to manage and process T&T data in 
locations across Europe.89 

Zetes S.A. 
 
No prior business relationships were identified. 

Compliance with ITP 

 
Our comparison of EU policy documents with the requirements of Article 8 of the ITP 
suggests that the EU’s T&T system may not meet all obligations specified in Article 8, 
namely those which refer to the control of a T&T system and how tasks within the 
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system are delegated. The key underlying elements of the EU’s T&T system 
responsible for these potential breaches are outlined below. 

The responsibilities of the tobacco industry 

 
In line with the TPD text, the EU’s T&T system allows tobacco companies to select 
data repository providers and to select auditors who will monitor the behaviour of these 
parties (both after approval from the European Commission). By allowing tobacco 
companies to select and pay actors crucial to both the implementation and control of 
the EU system, the EU T&T regulations may be inconsistent with ITP Article 8.2’s 

requirement that the T&T system should be ‘controlled by the Party’.1 

The EU system’s ‘mixed’ governance structure 

 
The EU’s T&T system takes a ‘mixed’ governance approach which hands further 
control of the system to tobacco companies. As part of the implementation phase, the 
European Commission commissioned an implementation analysis in 201540 and in 
2016 undertook an impact assessment on T&T.38 Both explored three options for the 
governance of the EU’s T&T system: a system operated exclusively by industry, a 
mixed solution governed by ‘industry and third party’,38 and a third-party system (with 
tobacco companies still choosing and paying data repository providers and auditors). 
The implementation analysis recommended that a ‘mixed solution’ governed by 
industry and third-parties would be optimal.40 

The approach reflected in the EU’s T&T system aligns with this, allowing tobacco 
manufacturers to assign responsibility for the installation of anti-tampering devices 
and the generation and application of security features. Tobacco companies thus have 
primary and fiduciary relationships with service providers rather than these being 
between service providers and governments directly. 
 

This suggests that the EU’s T&T system is not compliant with both Article 8.2 of the 
ITP which states that each Party shall establish a T&T system ‘controlled by the Party’ 
and Article 8.12 which states that ‘Obligations assigned to a Party shall not be 
performed by or delegated to the tobacco industry’.53 This concern is furthered by the 
lack of safeguards within the system to protect against potential industry influence as 
the third-party solution outlined in the implementation analysis would have involved 
additional control mechanisms which the mixed solution lacks.37 
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Discussion 

 
Key findings 

 
The findings from this paper demonstrate that the tobacco industry has made 
concerted efforts to influence implementation of T&T in the EU and has been largely 
successful in maximising industry control and minimising independence of EU T&T. 
To secure this influence, TTCs operated collectively and with a supposedly 
independent third-party (Inexto) at both Member State and EU level. Inexto engaged 
with Member State authorities and developed a policy proposal based on GS1 
standards (SGTIN) which, if approved by the European Commission, would have 
handed additional EU T&T responsibilities to the industry. 

 
Our findings show that the industry’s strategic use of, or interaction with, third parties 
seemingly in order to secure control of T&T11 has continued both through Inexto and 
by the industry selecting companies with which it has close business links to be 
providers of key elements (e.g., data repositories) of EU T&T. 

 
Key to the tobacco industry’s strategy to undermine EU T&T was its ongoing 
relationship with Inexto which documents suggest PMI21 and Inexto19 publicly 
misrepresented. Meeting minutes analysed in this paper raise doubt over whether 
Inexto’s independence from the industry was ever a serious prospect. The focus on 
revenue independence in the minutes was likely a response to the European 
Commission’s financial requirements for independence (Box 1) and suggests that the 
industry and Inexto were working together to meet criteria which this paper argues are 
inadequate. It remains unclear whether independence between Inexto and the 
industry has now been established. 
 

Indeed, rather than operating independently, evidence from the monthly meetings 
between Inexto and TTCs suggest that they may have been working together to 
maximise industry control of EU T&T. The meetings and pilot projects between Inexto 
and EU Member State authorities could be viewed as attempts to influence EU 
Member States in favour of industry-preferred T&T approaches. Links with national 
printing offices can be useful for tobacco companies as many of these offices have 
been designated to generate unique identifiers as part of the EU T&T system. 
 
The jointly developed plan to promote GS1 standards would have given further control 
to the industry by allowing them to generate unique identifiers. The intervention from 
the European Commission which rejected this proposal demonstrates the 
Commission’s efforts to protect the EU T&T’s system integrity. While the 
Commission’s ability to do this was limited by the underpinning legislative text, other 
shortfalls in implementation occurred which raise serious concerns over the EU T&T 
system’s compliance with the ITP. 

 
These include the ‘mixed’ approach to governance selected by the Commission and 
its independence criteria for vetting third-parties (Box 1). Our finding that seven of the 
eight organisations identified by the Commission as meeting the independence criteria 
have prior business links with the tobacco industry demonstrates that these criteria 
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are inadequate for ensuring the systems’ independence from the industry. While it is 
currently unknown which auditors have been selected, there are likely to be questions 
as to whether they are wholly independent from the industry given its previous work 
with the world’s major accountancy firms (with Ernst & Young,90 Deloitte,91 KPMG64 
and PwC)92 all having been commissioned by the industry to produce reports on illicit 
tobacco, many of which have been criticised for inaccuracy.24 

 

 Strengths and limitations 
 
This research is limited to data that are publicly available and documents provided to 
us. Our work only examines tobacco industry influence on the implementation phase 
(post-TPD), though problems seem to have arisen in the legislative phase also. The 
industry significantly influenced the TPD93 94 and while previous analyses did not 
extend to T&T provisions, influence on those provisions also seems likely. 
 

Our findings are consistent with concerns raised in previous research on tobacco 
industry attempts to influence T&T11 and the difficulties of policing Article 5.3 due to 
the industry’s extensive and growing use of third parties.93 The technical complexities 
of T&T implementation make this harder still with high levels of technical expertise 
required to identify and make sense of industry interference; the industry’s SGTIN 
proposal being a prime example. There is growing evidence that the industry is using 
third-parties in attempts to gain control of T&T in a range of countries. In 2012, for 
example, Codentify was promoted in a T&T tender through the industry-linked third-
party, Fracturecode,11 and in 2017, Atos was one of two firms with tobacco industry 
links which placed a bid for a T&T tender in Chile.95 

 

Most importantly, there is evidence that the tobacco industry has been trying to export 
text from the TPD into T&T policy in West Africa.96 This supports our findings in 
indicating that the industry considers EU T&T legislation to be favourable. It also 
highlights that other Parties must guard against this possibility. Should such efforts be 
successful, the tobacco industry may gain control of, and thereby fundamentally 
undermine, the ITP’s envisioned global T&T system, allowing TTCs to avoid adequate 
scrutiny and to continue to fail to control their own supply chains.11 

Policy implications and recommendations 

 
There are steps that the European Commission and EU Member States can take to 
safeguard EU T&T against industry interference and to ensure its compliance with the 
ITP. At the Commission level, the independence criteria for third-parties should be 
revised so that, at the very least, no company involved with the development and/or 
implementation of the Codentify technology is eligible. 

 
Member States can require that all authentication elements (e.g., holograms, 
microprints, molecular tags, which are used to establish if a product is genuine or 
not—see Appendix 3.1 for more detail) be sourced independently of the industry. 
Additional measures to safeguard against collusion between manufacturers and 
service providers could also be taken (such as Member States having access to 
contracts between the industry and third-parties relating to EU T&T). 
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Other Parties to the ITP should be aware of the EU T&T system’s inconsistencies 
with the ITP stemming from the TPD’s requirements which allow the industry to 
select data repository providers and auditors, the ‘mixed’ governance approach 
adopted by the European Commission, and the insufficient independence criteria 
which fails to adequately account for the industry’s extensive use of third-parties. 
 

What this paper adds 
 
What is already known on this subject 
► The Illicit Trade Protocol (ITP) requires countries to implement a track and trace system for tobacco independent of 

the tobacco industry. Yet the tobacco industry has a vested interest in controlling any tobacco tracking and tracing 
system in order to avoid scrutiny and minimise its excise payments. The industry’s attempts to have its Codentify-
based system implemented as a tracking and tracing solution have become increasingly opaque, including using 
third-parties to create the false impression that the system is independent from industry. 

► In December 2017, the European Commission adopted regulations for tracking and tracing in the EU based on the 
text of the 2014 TPD. On 20 May 2019, tracking and tracing for cigarettes and roll-your-own tobacco was 
implemented in the EU, based on these regulations. 

What this paper adds 
► 17 months after the sale of Codentify to Inexto and PMI’s claim that Inexto was independent from the industry, 

internal documents suggest the industry and Inexto continued to have a financial and operational relationship. They 
jointly promoted industry tracking and tracing objectives by engaging with EU Member States and proposing 
technical standards which would have handed tobacco companies further control of the EU’s tracking and tracing 
system. 

► This study is the first evaluation of tobacco tracking and tracing operationalisation. It finds that the tobacco industry 
has succeeded in undermining the independence of the EU’s track and trace system. The system delegates key 
responsibilities to the industry and associated third-parties, raising serious concerns about its compliance with the 
ITP. The European Commission and Member States should take further steps to protect EU tracking and tracing 
from industry manipulation and other ITP parties must ensure that their own tracking and tracing systems are fully 
consistent with the ITP and its values and do not replicate the EU’s model. 
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Concluding commentary 

 
In line with the findings of the previous chapter, this paper demonstrates that the 
tobacco industry has attempted to influence T&T implementation, aiming to gain as 
much control of the EU’S T&T system as possible. It found that TTCs attempted to 
influence implementation of T&T in the EU, working collectively and with a third party 
(Inexto), which documents analysed in this chapter indicate had an ongoing financial 
relationship with the tobacco industry at the time. The tobacco industry’s relationship 
with Inexto following PMI’s claim of its independence supports the previous chapter’s 
conclusions that the use of third parties to obfuscate industry involvement in T&T 

and to undermine the Illicit Trade Protocol (ITP) is a key concern. 

Further, TTC’s widespread business relationships with actors active in the T&T field 
were such that the European Commission’s independence criteria was not sufficient 
to adequately protect the EU’s T&T system from potential tobacco industry influence. 
This is significant given that actors involved in the development and distribution of 
the tobacco industry’s own T&T system prior to its sale to Inexto (including Atos 
whose ties to the industry were first investigated in Chapter 3) hold key 
responsibilities under the EU’s T&T system.  

As such, the tobacco industry’s strategy to undermine T&T, as outlined in Chapter 3,  
appears to have been fairly successful in the case of the EU, with the EU’s system 
giving the tobacco industry and closely-linked third parties key responsibilities under 
a ‘mixed’ governance approach. As a result, the EU’s T&T system appears to be 
inconsistent with the ITP’s T&T requirements.  

This paper provides a contemporary example of tobacco industry attempts to 
influence T&T implementation and the implications of such efforts on policy 
outcomes. The example presented in this paper informs governments about the 
challenges that they can expect to face (if they are not already) from the tobacco 
industry as they work to implement their own T&T systems. This paper’s policy 
recommendations resemble those of several NGOs253 254 and it is hoped that they 
will contribute to future policy decisions and, in doing so, better protect future T&T 

systems from the tobacco industry’s vested interests.  

It should be noted that, in October 2019, the European Commission responded to 
the Framework Convention Alliance’s (FCA) concerns around EU T&T which broadly 
reflect the concerns raised in this chapter, arguing that the EU’s T&T system “fully 
complies with the ITP”.255 The EU T&T system’s compliance with the ITP is thus a 
contested topic but, in any case, this chapter demonstrates that the tobacco industry 
attempted to influence T&T implementation in the EU and that, with some exceptions 
(namely, the European Commission’s rejection of the industry’s SGTIN proposal), 
the EU’s T&T policy process has led to a fairly favourable outcome for the industry. 
 
Chapter 5 built upon this case study, further investigating the industry’s attempts to 
influence T&T in the EU, this time analysing industry influence over the process prior 
to its implementation, while its key provisions were still being debated.
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Pre-paper commentary 

 
Chapter 4 found evidence of the tobacco industry attempting to influence T&T 
implementation in the EU, including TTCs collaborating with each other and the 
technology company Inexto to engage with EU Member States and promote an 
industry-favourable policy outcome (the adoption of SGTIN standards). It also found 
that industry efforts to influence T&T in the EU appear to have been broadly 
successful, with the EU’s system placing key responsibilities in the hands of the 
industry and closely-affiliated third parties. 
 
This chapter expands upon these findings, aiming to provide additional insight into 
tobacco industry influence over the EU’s T&T system and of the industry’s policy 
preferences for the system. As government consultations are a useful data source 
for analysing tobacco industry positions on policy issues and have been the subjects 
of several such analyses,243 256 257 this chapter focuses on the EU’s consultation 
process for T&T, specifically investigating responses to the 2016 public consultation 
on T&T.258 
 
This chapter identifies respondents’ financial links, if any, to the tobacco industry (i.e. 
their financial link status) and tests for associations between respondents’ financial 
link status and their policy positions in the consultation. The chapter also explores 
the network of trade associations within the consultation process and what this 
indicates about TTC influence over the process. This pre-paper commentary outlines 
the methodological approaches featured in the paper and the rationales for them. 
 
Investigative methods 
 
The investigate approach adopted throughout this thesis (e.g. searching of corporate 
monitoring databases, industry documents, and online resources) was used to 
identify respondents’ financial links to the tobacco industry. Several categories of 
financial link were included in the coding process to ensure that the various 
components of the tobacco industry as a whole (e.g. manufacturers, wholesalers, 
distributors, etc.) were all captured in the analysis. A detailed overview of the search 
process and of the descriptions used to code financial links is provided in the paper.  
 
Social network analysis 
 
Social network analysis (SNA) involves the visual mapping of links between various 
individuals and/or organisations, and investigation of what these links suggest 
about the influence of actors in that network. It can be used to conceptualize a 
policy-making process as a network of actors, establishing which actors within that 
network hold central positions within it, play a brokering role between other actors, 
and are members of clusters with other actors. These variables can capture the 
potential policy influence of actors within that network.259 260 SNA has previously 
been used to explore tobacco,262 food and alcohol industry networks.261  
 
SNA is used in this chapter to analyse and visually depict the network of trade 
associations which responded to the EU’s public consultation on T&T. Specifically, 
the network captures each of the four major TTCs’ (BAT, IB/T, JTI, PMI)  
memberships within these trade associations. 
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This project followed power dependence theory in its understanding of networks. 
This approach treats resource dependence (in this case, trade association 
membership) between actors in a network as key to how they form relationships. 
Actors exchange resources with other actors in order to maximise their influence 
within a network, making links between actors in a network game-like with players 
working to achieve their own outcomes.262 263  
 
Links between TTCs and trade associations were included in the network as binary 
measures i.e. a link was deemed either to exist or not to exist (in other words, if a 
TTC is a member of a trade association, it is linked to it, otherwise, no link is deemed 
to exist). Eigenvector centrality analysis was used to demonstrate the power 
disparities of TTCs within the network. Eigenvector centrality measures the influence 
of each actor in a network based on their connections to other actors, with the actors 
with the most links being the most central, and thus influential, within the network. 264 
 
A visualisation of the network was created using NetDraw. TTCs and trade 
associations were differentiated from each other by colour and shape, with the size 
of each shape reflecting that actor’s Eigenvector centrality score. 
 
Statistical analysis 
 
Firstly, Microsoft Excel was used to conduct basic calculations based on the findings 
including key percentages and to identify duplicate policy positions in the 
consultation (using the function to find and select column differences). To determine 
if there were any statistically-significant associations between respondents’ policy 
positions and their financial link status, statistical analysis was then applied using 
SPSS and Python (with support from a co-author and a statistician within the 
University of Bath’s Mathematics Resources Centre). 
 
A first attempt involved creating summary scores for each of the 5 policy topics, 
before using logistic regression to test the association of the summary scores with a 
financial link being included as a binary variable (either a link was identified or not). 
This approach was unsuccessful due to a collinearity (when independent variables 
are highly correlated) problem within the summary scores leading to biased 
statistical inferences. Collinearity problems reflect a problem with the data used 
rather than the type of statistic applied.265 As the data used in this case was dictated 
by the consultation questionnaire over which we had no control,  a different approach 
to the analysis was adopted. 
 
Cross-tabulation of the answers for each of the individual multiple choice questions 
in the consultation with respondent’s funding status (again as a binary variable- yes, 
or no) was conducted with a series of tests being ran for each individual question: 

1. A chi-squared test of association, which is considered the standard statistical 
test for analysis of a two-way table,266 was performed.  

2. The probability value (p-value) of each chi-squared test was determined. 
3. Cramer’s V, which is the most widely-reported effect size for the chi-square 

test of association, was conducted.267 
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Analysis of submissions to the EU’s public consultation on 
tobacco traceability and security features 

 
Allen WA Gallagher, Karen A Evans-Reeves, Anna B Gilmore, Ayush Joshi 
  

Abstract 

 
Background 
 
The Illicit Trade Protocol (ITP) requires all Parties to establish a tobacco track and 
trace (T&T) system. In 2016, the European Commission held a public consultation 
on T&T implementation in which interested parties were asked to respond online to 
22 multiple-choice questions and were given additional opportunities to leave 
comments if desired. In May 2019, the EU’s T&T system became operational. This 
paper explores tobacco industry influence over and policy positions within the 
consultation process. 
 
Methods 
 

-Investigation of consultation respondent’s financial links with the tobacco industry, 
the transparency of these links, and collation of their policy positions.  
-Social network analysis and visual depiction of relationships between transnational 
tobacco companies (TTCs) and trade associations who participated in the 
consultation.  
 
-Respondents that answered every multiple-choice question identically to TTCs 
(each considered individually) were identified.    
-Associations between policy positions and respondent’s financial-link status were 
tested using chi-squared and Cramer’s V tests. 
 
Findings 
 
Of the 197 consultation responses analysed, 131 (66.4%) had financial links to the 
tobacco industry. 89 respondents were trade associations, 74 of which were 
financially linked (33 had TTC members). 29 (22.1%) of the financially-linked 
respondents were not transparent about their links. There was a clear divide in the 
policy preferences of respondents with and without a financial link. Collectively, 
respondents with a financial link supported an industry-operated solution. 
 
Conclusions 
There was an extensive lobbying effort by the tobacco industry over the EU’s T&T 
system, with TTCs’ interests being represented repeatedly through multiple trade 
associations. The transparency requirements regarding consultation respondents’ 
affiliations with relevant stakeholders (such as tobacco manufacturers) should be 
improved for future tobacco-related consultations.  
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Introduction  

 

Article 8 of the Illicit Trade Protocol (ITP) requires each Party to the Protocol to 
establish its own tracking and tracing (T&T) system with the aim of creating a global 
regime for T&T tobacco products.268 T&T is a means of supply chain control where 
tobacco products are tracked through their distribution chain and, should they enter 
the illicit market, ‘traced’ back to determine where in the supply chain this happened. 
The ITP’s T&T requirements are a response to extensive evidence of transnational 
tobacco company (TTC) involvement in the illicit trade (including complicity in 
tobacco smuggling).74 82 101 103 105 107 243 269-271  
 
On 20 May 2019, following a six-year process by the European Commission to 
develop and implement a T&T system, one was introduced in the European Union 
(EU).272 This process involved a public consultation which ran from July-November 
2016258 (Box 1). The EU is the largest example of tobacco T&T implementation in 
the world and this consultation was the first ever on T&T where responses are 
publicly available.  
 

Box 1: EU T&T Policy Background  
 
The Tobacco Products Directive Revision (2014) (TPD) 
 
In 2009, the European Commission began a review of the 2001 Tobacco Products 
Directive (which aimed to strengthen EU legislation around the manufacture, 
presentation, and sale of tobacco products273) to update it given new 
developments including the EU’s signing of the Framework Convention on 
Tobacco Control (FCTC). The 2014 Tobacco Products Directive (TPD) was 
adopted in April 2014 and became applicable in EU Member States on 20 May 
2016. 
 
The TPD stated that a T&T system should be developed at the EU-level and used 
by Member States, with a deadline of May 2019 for cigarettes and roll-your-own 
tobacco.274 This system was required to include marking tobacco products with a 
non-removable identification marking, known as a unique identifier, both visible 
and invisible security features and the recording, transmitting, and storing of data 
in an accessible location.274 
 
Timeline of EU T&T policy developments: 
 
The European Commission played a key role in operationalising the TPD, which 
included the following steps: 
 
2015: Feasibility Assessment released275 and an implementation analysis 
commissioned.276 
 
May 2015: Stakeholder consultation.277 
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July 2016: Public consultation begins258 and inception impact assessment is 
released.278  
 
September 2017: Publication of draft secondary legislation with 4 week public 
consultation to collect feedback.258 
 
December 2017: Adoption of implementing and delegated regulations that provide 
the technical standards for the system.251 252 To ensure that T&T is executed and 
implemented uniformly across the EU, each Member State’s national authorities 
are required to implement a system based on these requirements, with the 
Commission monitoring compliance. 
 
April 2018: Release of finalised implementation analysis.276 
 
May 2019: T&T became operational in the EU.272 

 
The consultation featured 28 questions, covering five distinct issues involving the 
development of an EU-wide T&T system. 22 of the questions were multiple choice, 
with the other six providing respondents with a comment Box to add additional 
information if they so desired. Depending on a respondent’s answers to each 
question, sub questions may appear asking them to provide their reasoning for a 
specific response in an additional comment box (Box 2). 
 

Box 2: Structure of the key content of the 2016 public consultation on the 
EU’s T&T system 
 
Q1-6:  Five multiple-choice questions on the potential governance model of the 
system and a question asking for any relevant comments or suggestions.  
 
Q7-12: Five multiple-choice questions on where data collected from the system 
should be stored and a question asking for any relevant comments or 

suggestions. 
 
Q13-16: Three multiple-choice questions on what the barcode/s (referred to in 
the consultation as data carriers) used for the system should be and a 

question asking for any relevant comments or suggestions.  
 
Q17-22:  Five multiple-choice questions on how much of a delay in the 
reporting of supply chain events should be permitted and a question asking 

for any relevant comments or suggestions. 
 
Q23-27: Four multiple-choice questions on how security features (e.g. 
holograms, microprint, molecular tags) should be added to product 
packaging and a question asking for any relevant comments or suggestions.  
 
Q28- A final question inviting respondents to upload any supplementary material 
for their submission.  

 
While the TPD emphasised that, to meet FCTC requirements, the EU’s T&T system 
should be transparent and ensure independence from the industry,279 concerns over 
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the extent to which the EU’s T&T system meets these standards have been raised. 
Several Members of the European Parliament (MEPs),280-282 academics, and Non-
Governmental Organisations (NGOs)281 283 284 have indicated that the EU’s T&T may 
be in conflict with the ITP.  
 
The over-arching concern is that the system has a ‘mixed’ governance, with the 
tobacco industry having key responsibilities including delegating the tasks of 
choosing data storage providers and auditors to manufacturers and importers of 
tobacco products.285 
 
These concerns led to the International Tax Stamp Association (ITSA) filling a case 
against the European Commission claiming that the governance of the system 
breaches the ITP.283 20 This was dismissed by the EU Court of Justice in May 2019, 
with ITSA filling an appeal in July 2019.286 Additionally, the Framework Convention 
Alliance (FCA), a confederation of organisations focussed on supporting FCTC 
implementation, expressed similar concerns in August 2019 over the EU’s T&T 
system’s potential lack of compliance with the ITP.284 In October 2019, the European 
Commission responded to these concerns, arguing that the EU tracking and tracing 
system “fully complies with the ITP”, with the FCA later reaffirming its view that the 
EU system’s delegation of tasks to the tobacco industry conflicts with ITP 
requirements.255 

Such concerns around the EU T&T system’s compliance with the ITP are furthered 
by evidence of TTC influence over the implementation process in the EU and 
beyond. In 2017, TTCs had monthly meetings with a third party, Inexto, with the 
minutes of these meetings suggesting Inexto had an ongoing financial relationship 
with the tobacco industry. The meeting minutes outlined how Inexto engaged with 
EU Member States and promoted industry-favoured technical standards in the lead 
up to the final regulations being released.285 Industry attempts to influence T&T have 
also been documented in national (e.g. Kenya) and international contexts.271 Such 
efforts may reflect the potential impact that an effective T&T system will have on 
TTCs, likely leading to them having to make increased tax payments if they do not 
adequately control their own supply chains. This is not an unlikely outcome given 
that recent evidence shows that the majority of the ITT at UK, EU and global levels 
consists of products from TTC supply chains.271 

Given the concerns around tobacco industry interference in EU T&T implementation 
and the suggestions that this interference has led to the system potentially being in 
breach of the ITP, a deeper understanding of the tobacco industry’s role in the EU 
T&T policy process is needed. Further, given growing evidence of tobacco industry 
using third parties to gain influence both in relation to T&T271 285 and tobacco policy 
more broadly,244 287 there is a need to better understand how that influence might be 
operationalised. Therefore, this paper investigates the tobacco industry’s 
involvement in the consultation phase of the EU T&T system’s policy progression. Its 
findings provide valuable insight into tobacco industry influence over T&T at a 
supranational (i.e. multinational political union) level and tobacco industry policy 
preferences in relation to T&T.  
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Methods 

Data collection 
 

For the first stage of data collection, all submissions to the European Commission’s 
public consultation on the implementation of an EU system for traceability and 
security features pursuant to Articles 15 and 16 of the Tobacco Products Directive 
2014/40/EU258 were downloaded from the EU website.288 197 submissions were then 
featured in the analysis. This is less than the 351 listed on the EU website258 for two 
reasons. Firstly, for this analysis, responses from members of the public were 
removed. Secondly, the European Commission website collated responses based on 
respondent’s self-reported grouping (e.g. retailer, manufacturer, etc.) and 
acknowledged that “Some respondents indicated that they belong to more than one 
grouping and in such cases their responses were therefore counted towards each of 
the groupings indicated by them”.258 For example, if a respondent identified as a 
retailer and another organisation, then their single submission was counted as two, 
leading to an inflated number of respondents on the website.  
For the second stage of data collection, each respondent was coded by sector 
(Table 5.1) and their financial links to the tobacco industry were systematically 
assessed, using a process developed from pre-existing research126 271 285 289 (Table 
5.2). Given the range of respondents and the various components of the tobacco 
industry as a whole (e.g. manufacturers, wholesalers, distributors, etc.) several 
categories of financial link were defined and included in the coding process (Table 
5.3). The relative transparency of respondents’ financial links was also captured 
(Table 5.3). It is worth noting that, even in cases where a financial link between a 
respondent and the tobacco industry was not identified, this is not proof that a link 
does not exist.  
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Table 5.1: Sector coding 

Diversified corporation Organisations that operate across various 
sectors. 

Front group Actor is funded by and covertly represents 
tobacco manufacturers. 

Governmental organisation Organisations which form part of a 
government. 

Health advocacy Groups aiming to promote health by influencing 
decisions within political, socio-economic, and 
social systems and institutions. 

Marketing agency Organisations hired to organise and provide 
advertising, promotion and marketing for their 
clients. 

Non-manufacturing tobacco-related 
company 

Organisations whose business involves 
tobacco-related trade other than manufacturing 
e.g. retail, wholesale, packaging. 

Non-manufacturing tobacco-related 
company trade association 

Organisations that represents tobacco-related 
trades not related to manufacturing e.g. retail, 
wholesale, packaging. 

Other trade association Organisations representing trades not captured 
by the other categories of trade association.  

Research agency Organisations offering market research 
services to clients. 

Technology supplier Vendors which sell technological goods or 
services. 

Think tank Bodies of experts providing advice and ideas 
on specific political or economic issues. 

Tobacco distributor (non-retail) Non-retail organisations that distribute tobacco.  

Tobacco manufacturer Corporations who business practices include 
the manufacture of tobacco for sale.  

Tobacco manufacturer's trade association Organisations founded by/representing 
businesses involved in the manufacturing of 
tobacco products. 

Academia  High-level educational institutions where 
academic research is produced and students 
study for degrees. 
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Table 5.2: Investigative process for identifying respondent’s financial links to the tobacco 
industry  

Process Description 
Source Check consultation submission for any acknowledgement of financial links. 

EU 
Transparency 
Register / 
Lobbyfacts 
database 

Check if the respondent has an EU Transparency register entry and, if so, if any financial links 
are disclosed within. 
(http://ec.europa.eu/transparencyregister/public/consultation/search.do?locale=en&reset=) 
(https://lobbyfacts.eu/) 

Previous 
research 

Check relevant pre-existing research for evidence of respondent’s financial links. 

Companies 
House 

If the respondent operates in the UK, check their Companies House entry for financial links. 
(https://beta.companieshouse.gov.uk/?_ga=2.10729020.905773240.1570545004-
1359591257.1559432777) 

Corporate 
monitoring 
databases 
 

Search TobaccoTactics.org (https://www.tobaccotactics.org/index.php?title=Main_Page), 
Sourcewatch (https://www.sourcewatch.org/index.php?title=SourceWatch), Spinwatch 
(http://spinwatch.org/) and Powerbase (http://powerbase.info/index.php/Main_Page) for 
information on the respondent and their financial links. 

Legacy 
Library  

Search for the respondent in the legacy library of historic tobacco industry documents. 
(https://www.industrydocuments.ucsf.edu/tobacco/) 

Respondent’s 
website / 
historic 
website data 

Search for TTCs- British American Tobacco (BAT), Japan Tobacco International (JTI) Philip 
Morris International (PMI), Imperial Tobacco (now Imperial Brands) (IT) and key terminology 
(e.g. ‘track and trace’) and search for a membership list where applicable. WayBack Machine 
can be used to search older versions of certain webpages.  

Who.is Enter the respondent’s website (if applicable) into Who.is to receive information on domain 
and IP ownership, which may indicate a financial link. (https://who.is/) 

TTC websites Search for the respondent on BAT, PMI, JTI and IB’s websites. 

Google Search for the respondent and key terminology.* 

Respondent’s 
social media 

Search the respondent’s 50 most recent Twitter and/or Facebook posts (where applicable) 
using key terminology.  

Email 
confirmation 

If there is a perceived likelihood or possibility of a financial link, if possible, email the 
respondent for confirmation.**  

 
*Google settings were set to show 100 results per page. Page titles and extracts were read and 
opened if potentially relevant. This process was followed until search results were exhausted or 500 
results had been viewed.  
**9 respondents were emailed, none of whom responded.  
 
 
 
 
 
 
 
 
 
 
 
 
 

http://ec.europa.eu/transparencyregister/public/consultation/search.do?locale=en&reset=
https://lobbyfacts.eu/
https://beta.companieshouse.gov.uk/?_ga=2.10729020.905773240.1570545004-1359591257.1559432777
https://beta.companieshouse.gov.uk/?_ga=2.10729020.905773240.1570545004-1359591257.1559432777
https://www.tobaccotactics.org/index.php?title=Main_Page
https://www.sourcewatch.org/index.php?title=SourceWatch
http://spinwatch.org/
http://powerbase.info/index.php/Main_Page
https://www.industrydocuments.ucsf.edu/tobacco/
https://who.is/


Chapter 5. Analysis of submissions to the EU’s public consultation on tobacco traceability and 
security features 

 141 

 
 
 
 
 
 
 

Table 5.3: Definitions for financial link and transparency coding 

Type of link Definition 

Front group Actor is funded by and covertly represents 
tobacco manufacturers. 

Indirect link Respondent has been indirectly paid by tobacco 
manufacturers (e.g. parent company of an 
organisation with financial links) 

Industry supply chain Respondent is part of the tobacco supply chain, 
including tobacco farmers, processors, 
wholesalers, exporters, and retailers (but 
excluding tobacco manufacturers). 

Membership fees (company) A tobacco company is a corporate member of 
the respondent.* 

Membership fees (tobacco trade associations) A tobacco trade association is a member of the 
respondent.* 

No apparent connection identified No apparent relationship between the 
respondent and the tobacco industry was 
identified. 

Other TTC client Respondent has been commissioned by a 
tobacco company for services not captured by 
other sectors (e.g. legal, public relations, 
consultancy). 

Research funding Respondent has received funding from a 
tobacco company to conduct research. 

Technology supplier A non-government respondent which provides 
technology used on tobacco products. 

Tobacco company Respondent is a tobacco manufacturer.  

Tobacco industry association Respondent is an association representing 
interests of tobacco manufacturers. 

Unknown Insufficient information is available to determine 
whether respondent has a financial link to the 
tobacco industry. 

Transparency of link (if found) 

Transparent There was a declaration in the consultation 
submission and/or linked EU transparency 
register entry of one or more of the above 
financial links to the tobacco industry.** 

Not transparent There was no declaration in the consultation 
submission or linked EU transparency register 
entry of any of the above financial links to the 
tobacco industry but a financial link was 
identified later in the investigative process.   

*It is assumed that membership is fee-based. 
**This definition may not indicate that a respondent was fully-transparent e.g. they 
may have disclosed that they represent tobacco manufacturers yet did not disclose 
which ones.  
 
For the final stage of data collection, the respondent’s answers to the 22 multiple-
choice questions (‘policy positions’) within the consultation were collected. Given the 
large number of responses and the fact that respondents did not always write in 
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English, the six questions as well as sub questions that did not feature multiple 
choice options were excluded from this analysis as were supplementary materials 
that some respondents provided along with their consultation submissions.  
 
 
 
Data analysis 

 
The data analysis procedure can be separated into four stages. Firstly, to provide an 
overall picture of respondents and the extent to which the tobacco industry 
participated in the EU policy debate around tracking and tracing, the number and 
percentage of respondents that were found to have financial links to the tobacco 
industry both overall and within each of the coded sectors was calculated. 
 
The second stage of analysis moved beyond the influence of the tobacco industry 
broadly over the consultation into the influence that the four major TTCs, British 
American Tobacco (BAT), Imperial Tobacco (IT), Japan Tobacco International (JTI) 
and Philip Morris International (PMI), had over the consultation. To do this, social 
network analysis was used to analyse and visually depict identified relationships 
between the TTCs and trade associations who participated in the consultation.  A 
visualisation of the network was created using UCINet 6 and the structure and 
composition of the network was graphically mapped using NetDraw. A single, whole 
network, consisting of binary measures of relations (i.e. if a trade association had a 
TTC as a member) was created. Eigenvector centrality analysis (a predictor of power 
and status in a network) was conducted with the results being reflected in the visual 
depiction of the network through the size of the nodes (the larger the node, the 
higher its Eigenvector score). Eigenvector centrality measures the influence of each 
actor in a network based on their connections to other actors, with the actors with the 
most links being the most central, and thus influential, within the network.264 
 
Thirdly, each respondent’s consultation answers were compared with those of the 
three TTCs who responded individually to the consultation (IT, JTI and PMI) to 
identify if any respondents provided the same answers as each individual TTC 
(assessed one at a time) to all of the multiple-choice questions in the consultation. 
The analysis focuses specifically on the multiple-choice component of the 
consultation- it does not assess if any complete consultation responses (e.g. 
including additional comments) were identical. 
 
The fourth and final stage of the analysis explored if there was an association 
between the policy positions that respondents adopted and respondents’ financial 
link status. It was not possible to do this using logistic regression due to collinearity 
within the summary scores of each policy topic. As a result, cross-tabulation of 
individual question answers (polytomous variables e.g.  ‘yes’, ‘no’, ‘no opinion’) with 
respondent’s financial link status (a dichotomous variable- either ‘financial link’ or ‘no 
financial link’) was conducted.  
 
Chi-squared (a statistical test applied to sets of categorical data to evaluate the 
likelihood of any observed difference between the sets having arisen by chance) was 
used for each individual question to test for an association between respondent’s 
answers to each question and their financial link status. Additionally, Cramer’s V test, 
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which is a rescaling of chi-squared designed to provide an output between 0-1 (the 
larger the output, the stronger the association), was also conducted for each 
question. The output of this analysis identifies any statistically-significant association 
between respondent’s financial status (either yes or no) and their answers to each 
question.  

Results 

Respondents’ financial links to the tobacco industry 

 
133/197 respondents to the consultation had financial links to the tobacco industry. 
Tobacco manufacturer’s trade associations were the most prevalent respondents 
(43/197), followed by non-manufacturing tobacco-related company trade 
associations (30/197) (Table 5.4). 
 

Table 5.4: Sector, number and percentage of respondents with tobacco industry 
financial links 

Sector Total: number 
(percentage) 

With financial link to 
tobacco industry: number 
(percentage) 

Diversified corporation 1 (0.5%) 1 (0.5%) 

Front group  1 (0.5%) 1 (0.5%) 

Governmental 
organisation 

13 (6.5%) 0 (0%) 

Health advocacy 29 (14.7%) 0 (0%) 

Marketing agency 1 (0.5%) 1 (0.5%) 

Non-manufacturing 
tobacco-related company 

15 (7.6%) 15 (7.6%) 

Non-manufacturing 
tobacco-related company 
trade association 

28 (14.2%) 28 (14.2%) 

Other trade association 13 (6.5%) 0 (0%) 

Research agency 1 (0.5%) 1 (0.5%) 

Technology supplier 18 (9.1%) 14 (7%) 

Think tank 1 (0.5%) 0 (0%) 

Tobacco distributor (non-
retail) 

7 (3.5%) 7 (3.5%) 

Tobacco manufacturer 14 (7%) 14 (7%) 

Tobacco manufacturer's 
trade association 

43 (21.8%) 43 (21.8%) 

Tobacco retailer 6 (3%) 6 (3%) 

Academia 3 (1.5%) 0 (0%) 

Unknown 3 (1.5%) 0 (0%) 

Total  197 (100%) 131 (66.4%) 

 
The most common financial link was a link to the tobacco industry supply chain 
(50/131) followed by being a trade association which represents the interests of 
tobacco manufacturers (33/131). 29 (22.1%) of the financially-linked respondents 
were not transparent about their links in their consultation submission or linked EU 
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transparency register entries, with associations which represent the interests of 
tobacco manufacturers being the least transparent group (11/33) (Table 5.5).  
 

Table 5.5: Number and percentage of identified types of respondent financial links to the 
tobacco industry and transparency of links 

Type of financial link Total number of 
organisations with 
financial link 
(percentage)* 

Number and 
percentage of non-
transparent links 

Front group 2 (1.5%) 2 (1.5%) 

Indirect link 1 (0.8%) 1 (0.8%) 

Industry supply chain 50 (38.2%) 6 (4.6%) 

Membership fees (tobacco trade 
association) 

4 (3.1%) 1 (0.8%) 

Membership fees (company) 3 (2.3%) 2 (1.5%) 

Other TTC client 1 (0.8%) 1 (0.8%) 

Research funding 2 (1.5%) 2 (1.5%) 

Technology supplier 12 (9.2%) 4 (3.1%) 

Tobacco company 12 (9.2%) 0 (0%) 

Tobacco industry association 33 (33.6%) 11 (8.4%) 

Total 131 (100%) 29 (22.1%) 

*Percentage of total of financially-linked respondents (131), not of overall total (197) 
 
TTC membership of trade associations 

 
Of the 86 trade associations that responded to the consultation, 74 (86%) had a 
financial link to the tobacco industry, and 18 (24%) of these were not transparent. 
For example, Business Action to Stop Counterfeiting and Piracy (BASCAP), which 
has a history of lobbying against standardised packaging in Australia and the EU,38 

made no mention of tobacco companies in its consultation submission or EU 
transparency register, despite its membership including BAT and PMI.39 40 

 
Of the 74 trade associations with a financial link, 33 (38%) had TTC members, 
though this is likely an underrepresentation as trade association membership is often 
not publicly available information. Of the 33 with at least one TTC member, BAT was 
a member of the most trade associations (24) followed by JTI and PMI (both 21) and 
Imperial Tobacco (16), with considerable overlap in membership. The Czech 
Association for Branded Products, Krajowe Stowarzyszenie Przemysłu Tytoniowego 
(KSPT), Mesa Del Tobacco and Slovenské združenie pre značkové výrobky (SZZV) 
each have all of the four TTCs as members. Two TTCs were found to be members 
of trade associations which none of the other TTCs were identified as being 
members of with Imperial Tobacco being the only identified member of the 
Association des Fournisseurs de Tabac a fumer (AFTF) while PMI was a member of 
eight unique trade associations. This is reflected in the network visualisation by 
PMI’s less-central position than the other TTCs. The Eigenvector centrality analysis 
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found BAT (0.412) to be the most powerful actor in the network, followed by JTI 
(0.396), PMI (0.308) and Imperial (0.280) (Figure 5.1)  

 
 
Figure 5.1: Visual depiction of the network of TTCs and trade associations with 
TTC members 

 
 

*Red / square = Transnational Tobacco Company. 
Blue / circle = Trade association. 
Lines represent TTC membership of trade association. 
The size of each node corresponds with its Eigenvector centrality score (the larger the node, the 
higher its score). 

 
 

Duplicate policy positions 
 

The complete answers to the multiple-choice consultation questions of all 
respondents were compared with those of each of the three TTCs who responded to 
the consultation (IT, JTI and PMI). Neither IT nor PMI’s full multiple-choice answers 
were exact matches to any other respondent’s answers. However, JTI’s were found 
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to be exact matches with 38 other respondents, 29 of which were found to have 
financial links to the tobacco industry (Table 5.6). 
 

Table 5.6: Consultation respondents with identical consultation answers to JTI 
Name of respondent Evidence of financial link to tobacco 

industry 

Business Against Shadow Economy (BASE) NO 

Confederation of European Community Cigarette 
Manufacturers (CECCM) 

YES 

Confederation of Finnish Industries NO 

COSCO Greece S.A. YES 

Deutscher Zigarettenverband e.V. (DZV) YES 

DHL Solutions GmbH YES 

DOS SANTOS SAU YES 

Employers Confederation of Latvia NO 

Employers of Poland YES 

ESKEE YES 

Eurocash Serwis sp. Zoo YES 

Federation des fabricants de cigars YES 

Fundacja "Instytut Badań nad Demokracją i 
Przedsiębiorstwem Prywatnym" 

NO 

HURTOWNIA KING YES 

Instytut Bezpieczenstwa Obrotu Gospodarczegp 
S.A. 

NO 

Irish Tobacco Manufacturers Advisory Committee 
(ITMAC) 

YES 

Izba Przemyslowo – Handlowa w Tarnowskich 
Gorach 

NO 

Krajowe StowarzyszeniePrzemyslu Tytoniowego YES 

Latvia Traders Association YES 

Latvian Chamber of Commerce and Industry YES 

Lewiatan Holding S.A. YES 

M & P O’Sullivan YES 

M&S Security systems YES 

Mesa del Tabaco YES 

National Dutch Tobacco Retail Organization YES 

Nightline Logistics Group YES 

Opsec Spolka z Organiczona Odpowiedzialnoscia NO 

Polish Chamber of Commerce NO 

Polish Confederation Lewiatan YES 

Polska Izba Handlu (Polish Chamber of Trade) YES 

Polska Organizacja Handlu I Dystrybucji NO 

PT Dystrybucja S.A. YES 

Sc Admir Botosani YES 

SCA PR Polska Sp. Zoo YES 

Tobacco Manufacturers’ Association (TMA) YES 

TZN  YES 

Zwiazek Pracodawcow Business Cenre Club YES 

Zwiazek Przedsiebiorcow I Pracadawcow YES 
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Industry-favoured policy positions 
 
Based on thresholds from existing literature,290 there was a very strong association 
between respondents’ answers to Questions 1, 3, 4, 17 & 18 and their funding status 
with P values under 0.05 and Cramer’s V scores above 0.6. There was strong 
evidence for such an association for Questions 2, 15 and 19 with P values under 
0.05 and Cramer’s V scores above 0.4 (Table 5.7). 
 

Table 5.7: Results of statistical analysis of each question 

Question topic Question number & overview* Chi-square P value Cramer’s V 

Potential 
governance model 
of the system 
 

Q1: Which governance model (industry, third party, mixed) 
do you consider most suitable for operating the system? 

85.811 <0.0001 0.657 

Q2: Do you agree that the industry-operated model will 
require, on the part of the public 
authorities, additional control measures to ensure traceability 
of tobacco products? 

68.308 <0.0001 0.586 

Q3: Can T&T only be achieved on condition that the supply 
chain is controlled by an independent third party? 

89.990 <0.0001 0.672 

Q4: If an industry and third party governed system are to be 
compared in terms of their overall impact on cost per pack of 
product (excluding potential additional monitoring and 
enforcement costs for an industry system), which is cheaper? 

72.231 <0.0001 0.602 

Q5: Do you agree that a mixed model of governance, in 
which the choice of governance is separately 
made with respect to each distinct technological 
block/process... can both provide for full traceability... and 
mitigate the overall public-private cost of... the system? 

0.705 0.703 0.060 

Where data 
collected from the 
system should be 
stored 
 

Q7: Is centralised or decentralised data storage most 
suitable? 

28.972 <0.0001 0.382 

Q8: Do you agree that centralised data storage can provide 
for important economies of scale... in particular given the 
related costs of interconnectivity 
and interoperability present in the option of decentralised 
data storage? 

5.695 0.058 0.169 

Q9: Which type of data storage represents higher risks in 
terms of time required to access data and/or 
potential downtimes? 

15.791 0.001 0.282 

Q10: In the case of a decentralised data storage, how should 
data be split among individual data storages? 

28.271 <0.0001 0.377 

Q11: If the option of geographic decentralisation of data 
storages is considered, where should relevant product data 
be stored? 

13.559 0.004 0.261 
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What the 
barcode/s (data 
carriers) used for 
the system should 
be  
 

Q13: Out of the three options for data carriers (single data 
carrier, limited variety of data carrier, free system allowing 
any existing data carrier) which one do you consider most 
suitable for operating the system? 

4.143 0.246 0.144 

Q14: Do you agree that a system with a single data carrier 
may offer insufficient flexibility in view of different 
requirements of various economic operators? 

1.653 0.437 0.091 

Q15: Do you agree that a free system (allowing any existing 
data carrier) introduces a risk that certain data carriers will 
not be readable by all the scanners installed in the system 
and that its functioning... may not be technically feasible 
and/or economically viable? 

50.684 <0.0001 0.505 

How much of a 
delay in the 
reporting of supply 
chain events 
should be 
permitted  
 

Q17: Which delay in reporting events (real-time/limited delay, 
once daily reports, once weekly reports) do you consider 
most suitable for operating the system? 

75.433 <0.0001 0.616 

Q18: Do you agree that real-time reporting (or limited delays 
of maximum several minutes), would be 
particularly efficient to track products in transit as it would 
avoid duplicating scanning operations? 

89.252 <0.0001 0.670 

Q19: Do you agree that real-time reporting or limited delays 
of maximum several minutes, would support effective real-
time risk analysis so that controls by competent authorities 
can be better targeted on illicit trade? 

60.31 <0.0001 0.550 

Q20: Do you agree that the once-daily frequency of data 
uploads provides for important cost savings for the economic 
operators as compared to the option of real-time 
reporting/limited delays? 

45.802 <0.0001 0.480 

Q21: Do you agree that the once-weekly frequency of data 
uploads provides for important cost savings for the economic 
operators as compared to the option of once-daily reporting? 

5.032 0.081 0.159 

How security 
features (e.g. 
holograms, 
microprint, 
molecular tags) 
should be added 
to product 
packaging 
 

Q23: Which option for the method of adding a security 
feature (affixing, printing or integrating through a different 
method, any method) is most suitable for securing the 
product? 

9.113 0.028 0.214 

Q24: Do you agree that by 
broadening the range of available methods, it will be easier 
for economic operators... to obtain the necessary level of 
security in a cost-efficient manner? 

18.190 <0.0001 0.302 

Q25: How do you rate the importance for consumers of 
having visible security features on unit packs 
of tobacco products? 

71.488 <0.0001 0.599 

Q26: Do you consider that enabling individual consumers to 
decode and verify a serialized unique 
identifier with mobile devices (e.g. smartphones) would bring 
added value to the effectiveness of 
the system? 

40.172 <0.0001 0.449 

*Given length of the consultation questions, this column features summary text- see the original 
consultation258 for exact wording of questions. 
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Of the five questions with the strongest association between respondents’ financial 
link status and their answers, three (Q1, Q3 and Q4) relate to the proposed 
governance model of the EU’s track and trace system and two (Q17 and Q18) relate 
to the allowed delays in reporting events (Table 5.8). This indicates a clear policy 
divide in the policy preferences of respondents with and without a financial link to the 
tobacco industry on these two issues.  
 

Table 5.8: Breakdown of responses to the five questions with strongest association between 
funding and answers 

Question Number of answers per group (financial link/no link) 

Link  No link  Link  No link  Link  No link  Link  No link 

Q3: Can T&T only be 

achieved on condition that 
the supply chain is 
controlled by an 
independent third party? 

Yes No No opinion  

7 
 

46 117 19 7 3 

Q18: Do you agree that 
real-time reporting (or 
limited delays of maximum 
several minutes), would be 
particularly efficient to track 
products in transit as it 
would avoid duplicating 
scanning operations? 

Yes No No opinion 

9 48 109 19 13 1 

Q1: Which governance 

model (industry, third party, 
mixed) do you consider 
most suitable for operating 
the system? 

Industry 
operated 
solution 

Third party 
operated 
solution 

Mixed solution 
(industry & third 

party) 

No opinion 

103 17 3 39 16 7 9 5 

Q17: Which delay in 
reporting events (real-
time/limited delay, once 
daily reports, once weekly 
reports) do you consider 
most suitable for operating 
the system? 

Real-time (or 
limited delay) 

Once daily 
reports 

Once weekly 
reports 

No opinion 

12 46 100 21 12 1 7 0 

Q4: If an industry and third 

party governed system are 
to be compared in terms of 
their overall impact on cost 
per pack of product 
(excluding potential 
additional monitoring and 
enforcement costs for an 
industry system), which is 
cheaper? 

Industry 
solution is 
cheaper 

Both options 
have the same 

cost impact 

Industry solution 
is more 

expensive 

No opinion 

110 16 2 6 2 12 17 34 
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Governance of the T&T system 
 
The industry-linked responses showed majority support (103/131) for an industry 
operated system (which would not meet the requirements of the ITP) and refuted 
that T&T is only accomplishable if the supply chain is no longer under tobacco 
industry control (117/131). Similarly, respondents financially linked to the tobacco 
industry stated that an industry-operated T&T solution would be cheaper than one 
operated by a third party (110/131). 
 
Contrastingly, respondents where no industry link was identified showed a majority 
preference (39/68) for a third party-operated system and held that T&T is only 
achievable under such an approach (46/68). In relation to which system would be 
most cost effective, half (34/68) of the respondents where no financial link was 
identified did not express an opinion, while 16/68 of them took the opposite position 
to that of the majority of industry linked respondents, stating that a third party-
operated system would be cheaper (Table 5.8). 
 
Delays in the reporting of supply chain events 
 
Question 17 demonstrates a clear preference among respondents with financial links 
to the tobacco industry for once daily reports (100/131), and no preference between 
real-time or once weekly reports (both 12/131). Question 18 demonstrates that the 
majority of respondents with financial links to the tobacco industry (109/131) 
contested the efficiency of real-time reporting of supply chain events. 
Most respondents where a financial link was not identified showed a preference for 
real-time reporting (46/68), followed by once-daily reports (20/68), and supported the 
efficiency of real-time reporting (48/68) (Table 5.8). 
 

Discussion 

 

Key findings 
 

This paper’s findings outline an extensive lobbying effort on the part of the tobacco 
industry over the EU’s T&T system. 131 of the 197 responses were found to have a 
financial link to the tobacco industry, with tobacco manufacturer’s trade associations 
(43) and non-manufacturing tobacco-related company trade associations (30) being 
the most prominent respondent types. Over 20% (29/131) of the financially-linked 
respondents were not transparent about their links.  
 
In addition to three TTCs submitting individual responses (IT, JTI, PMI), at least one 
of the 4 major TTCs were members of 33 trade associations that submitted 
responses. JTI’s exact policy position for each of the consultation’s 22 multiple 
choice questions were matched by 38 other respondents, with 29 of these being 
financially linked to the industry.  
 
Associations between whether respondents have financial links to the tobacco 
industry and their policy positions were strongest in relation to questions around the 
governance model of the system and the allowed delays in the reporting of supply 
chain events within it. 103 of the industry-linked respondents supported a solution 
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solely governed by the industry and 100 favoured daily reports over real-time 
reporting of supply chain events. Actors who were not found to have a financial link 
to the tobacco industry took contrasting stances on both of these issues, showing a 
clear divide in policy preferences between the two groups.   
 
Limitations  
 
This research is limited to data that are publicly available, making it possible that 
some respondents’ financial links to the tobacco industry were not identified.  While 
efforts were taken to address language barriers throughout the search process for 
financial links (including use of translation services and native speakers, where 
possible), where there was no English-language information available on a 

respondent, their (potential) financial links to the industry may have been overlooked.  

Policy implications and recommendations 
 

In addition to this consultation, the tobacco industry was given a range of other 
formal channels to engage the European Commission, such as contributing to a 
targeted stakeholder consultation277 and providing feedback on the draft 
implementing and delegated acts (the legislation which details how the system 
should be implemented).291 The extensive industry input into the development of the 
EU’s T&T process is a reflection of the ‘Better Regulation’ regulatory reforms 
promoted by the European Commission.292 The Better Regulation principles have 
been criticised for favouring business-friendly policy proposals and were extensively 
shaped and lobbied for by BAT.293 Better Regulation has enabled TTCs to present 
majority support for policy measures, despite  diametrically opposite policy measures 
being favoured by respondents with no financial links.293  
 
In addition to over 20% of financially-linked respondents not disclosing this link their 
responses, many respondents did not provide suitable information for any potential 
links to be identified. This is an issue that the European Commission should resolve 
by strengthening the EU transparency register’s code of conduct to require that 
organisations fully-disclose who their members are and who they hold memberships 
with.294  
 
The EU’s T&T regulations require that, currently, all operators report supply chains 
events within 24 hours, which was the preferred option for financially-linked 
respondents. Their opposition to real-time reporting of supply chain events likely 
results from the potential increased cost of such a system for actors within the supply 
chain.  
 
The fact that respondents who are financially linked to the tobacco industry prefer a 
T&T system which is operated solely by the tobacco industry can be viewed as an 
extension of TTC attempts to undermine the ITP through promotion of their own T&T 
system, Codentify.18 271 Neither the industry’s own T&T system or any other system 
which delegates a Party’s T&T responsibilities to the tobacco industry can be 
compliant with the ITP.14  
 
The decision to choose a mixed governance approach (which showed very minimal 
support in the consultation from both groups) reflects the European Commission’s 
view that a mixed governed system is “the most balanced approach considering the 
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highly differentiated nature of concerns raised by stakeholders representing 
divergent interests”.278 Given the concerns that the EU system may not actually 
comply with the ITP,285 other Parties to the ITP should not adopt the ‘mixed’ 
governance approach to T&T adopted by the European Commission.  
 
What is already known on this subject 

 

 On 20 May 2019, tracking and tracing for cigarettes and roll-your-own 
tobacco was introduced in the EU, following a 6-year development and 

implementation process which included a public consultation in 2016. 

 Previous research has demonstrated tobacco industry attempts to influence 
the EU’s T&T system and the ITP’s envisioned global T&T regime through 
prominent use of third parties.   

What this paper adds 

 There was an extensive lobbying effort on the part of the tobacco industry 
over the EU’s T&T system during its public consultation. TTC’s interests 
were repeatedly represented through submissions by multiple trade 
associations. 

 Several respondents with financial links to the tobacco industry did not 
disclose these. The transparency requirements regarding consultation 
respondents’ affiliations with relevant stakeholders (such as tobacco 

manufacturers) should be improved for future tobacco-related consultations. 

 There was a clear divide in the policy positions of respondents with and 
without financial links to the tobacco industry in relation to the governance 
model of the EU’s T&T system and the most appropriate length of delay in 
the reporting of supply chain events within the system. Collectively, 
respondents with a financial link to the tobacco industry supported an 
industry-operated solution which would not have met the requirements of 
the ITP.  
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Concluding commentary 

 
This chapter expanded upon the findings from Chapter 4, providing additional 
evidence of the tobacco industry’s influence over the EU’s T&T policy process. Its 
findings outline an extensive lobbying effort on the part of the tobacco industry, much 
of which was not transparent. TTCs and the tobacco industry more broadly appear to 
have had a disproporitionate influence over the consultation, in part due to the 
involvement of multiple trade associations in the policy process.  
 
This chapter also provided a clearer picture of tobacco industry policy objectives for 
T&T. It identified a policy divide between tobacco industry and non-tobacco industry 
actors in the EU’s T&T policy debate, particularly in relation to the governance of the 
system and the allowed delay in the reporting of supply chain events. The majority of 
the industry-linked respondents supported a solution solely governed by the industry, 
even though such a system would be a clear breach of Article 8 of the Illicit Trade 
Protocol. This supports the findings of Chapters 3 and 4 of this thesis that the 
tobacco industry is aiming to undermine implementation of the ITP by trying to 
secure control over Parties’ T&T systems.  

Taken collectively, the findings of this thesis demonstrate that the tobacco industry’s 
current practices in relation to the ITT are counterproductive to accurate 
understandings of, and effective policy responses to, the ITT and thus detrimental to 
public health. The collective contribution of the research encompassed within this 

thesis is discussed in Chapter 6.
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6.1 Introduction 

The four papers presented in this thesis, by focussing on the role of the tobacco 
industry in the ITT, have identified current problems and practices in the ITT as well 
as their implications and potential solutions for addressing them. Specifically, this 
thesis identified the poor quality and reliability of industry funded data on the ITT, the 
tobacco industry’s ongoing facilitation of the ITT and the industry’s strategies to 
undermine tobacco T&T policy as key challenges to public health responses to the 
ITT. This thesis features a range of policy recommendations to Governments aimed 
at helping to solve these challenges.  

This chapter revisits the aims and research questions of this thesis, outlining the 
original contributions to the evidence base that have been made. Limitations of the 
conducted research are then considered before policy recommendations based on 
the thesis’ findings are presented. Future research projects which could build upon 
the research in this thesis are then outlined. Lastly, the thesis concludes with a short 
summary of its findings and their implications. 
 

6.2  Revisiting the aims of the thesis  

 
The overall aim of this thesis was to understand whether, and if so how, the tobacco 
industry influences policy measures aimed at reducing the ITT. This task was split 
into three primary objectives: 
 
1. To investigate the quality and accuracy of industry-funded data on the ITT and 
what these suggest about TTC motivations for funding research on the topic. 
 
2. to Provide a clearer picture of the composition of the contemporary ITT and the 
role of TTCs in it.  
 
3. To understand the tobacco industry’s interest in and influence on ITP 
implementation, namely its T&T provisions, at national and supra-national levels as 
well as globally.  
 
These aims and objectives were then addressed through 5 research questions. The 
findings and original contributions to knowledge from each of them are discussed 
below, as are there implications: 
 

6.2.1 What does the existing literature tell us about the quality and 

reliability of tobacco industry funded data on the ITT? 

 
As outlined in the general introduction, a detailed understanding of the quality and 
accuracy of industry-funded data on the ITT was lacking from the existing literature 
base, despite such data holding significant influence over how the ITT is understood 
and perceived by both the public and policymakers. Chapter 2 addressed this gap, 
systematically collecting and reviewing tobacco industry funded data on the ITT.  
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Findings from Chapter 2 demonstrate that the majority of assessments of tobacco 
industry-funded data on ITT in the current literature base determined industry-funded 
estimates of the ITT to be higher than comparable independent estimates. 
Additionally, data collection, analysis and presentation methods of industry-funded 
data were substantially flawed, with a lack of transparency being an over-arching 
issue throughout. This suggests that the quality of industry-funded data on the ITT as 
a whole is below the expected standard to be considered reliable, failing to meet the 
criteria expected of high-quality peer-reviewed publications. This is confirmed by the 
fact that only one piece of industry-funded data captured by the assessments in the 
review featured in a peer-reviewed journal.295  
 
These finding correspond with the tobacco industry’s long history of producing 
misleading research to support its policy positions such as using heavily-manipulated 

data to argue against the link between smoking and lung cancer296 297 and the 

dangers of environmental tobacco smoke.298 There is extensive evidence of tobacco 

industry strategies to influence tobacco control programmes, with Trochim et. al. 
(2003) outlining such strategies in a conceptual model.299 The tobacco industry’s 
funding of misleading data on the ITT appears to be a continuation of this behaviour, 
with these data having been identified as a key facet of TTC lobbying campaigns 
against tobacco control policies across the world.141 7 8 243 300 101 123 124 301 
 
For example, the tobacco industry funded a range of reports on the ITT in Australia 
between 2010-2013 which promoted the argument that the introduction of 
standardised packaging in Australia (which was implemented in 2012) would lead to 
an increase in the ITT.302 Similarly, in the UK there was a large increase in the 
number of press articles quoting industry-funded data following the publication of the 
UK’s 2011 Tobacco Control Plan141 and a leaked ‘media activity timeline plan’ 
document from PMI detailed that “PP (plain packaging) will increase illicit trade” was 
a key message that the company wanted to spread. Third-party press releases and 
reports were part of how this was achieved, with the document referring to 
“Transcrime PR” (Transcrime is a producer of industry-funded reports on the ITT).302 

303 
 
Notably, these examples are just some that have been previously documented as 
the strategy is used extensively throughout the world. A recent example is in Kenya, 
where the tobacco industry is lobbying the Kenyan Parliament to reduce the level of 
tobacco excise tax that is currently being proposed in the 2019 Finance Bill.304 Local 
media reports are now reporting BAT claims that the clause would lead to an 
increase in the ITT, citing “BAT data” to corroborate the concerns.305 
 
Such evidence compliments Ulucanlar, et. al.’s (2016) policy dystopia model which 
identifies narratives related to the ITT as contributing to tobacco industry attempts to 
influence policy making in order to lead to industry-preferred policy outcomes. In 
short, the threat of the ITT, driven by misleading industry-funded data, is used to 
support tobacco industry claims that tobacco control measures will lead to 
undesirable outcomes for government and society and so should not be introduced.8 
This may then explain why industry-funded data is so commonly overestimating the 
problem of the ITT- doing so creates the sense of a larger threat which can then be 
presented as a larger potential detrimental consequence of whichever tobacco 
control measure is being opposed at the time. 
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One of the most common tobacco control measures which the tobacco industry 
aggressively uses the threat of the ITT to oppose is taxation.8  As outlined in the 
general introduction, the current evidence base on the determinants of the ITT  
suggests that cigarette prices are not a reliable indicator of smuggling levels, within 
tobacco taxation playing a relatively small role in driving the ITT.74 155-157 The most 
recent evidence to support this conclusion is a 2019 paper by Maldonado et. al. 
(2019) on tobacco taxes and the ITT in Colombia.306 
 
Research on contemporary TTC activities in the UK indicates that the tobacco 
industry is well aware that its arguments about the ITT being fuelled by price 
increases due to taxation are unfounded. Research by Hiscock et. al. (2019) found 
that, in the UK, the tobacco industry has increased its prices beyond that required by 
tax changes. If tobacco companies genuinely believe that legal tobacco products 
increasing in price leads to higher levels of the ITT, increasing the cost of their 
products beyond what is legally required would be counter-productive for their 
business models.307  
 
However, despite the contradictions in TTCs’ business practices when compared 
with their narratives around the ITT, there are no signs that the industry’s use of 
arguments related to the ITT will decline any time soon. If anything, the industry’s 
funding of data on the ITT to support these arguments appears to be increasing. 
 
For example, PMI’s funding initiative for projects related to the illicit trade, PMI 
IMPACT, has so far funded 63 projects, totalling $49 million. Indeed, several of the 
PMI IMPACT recipients (KPMG, Oxford Economics and Transcrime) have previously 
produced data for TTCs which was found to be unreliable in Chapter 2’s findings.308 
One such recipient is KPMG, which continues to produce regular industry-
commissioned reports on the ITT.309 
 
Further, the lack of available data on the ITT has led to a current reliance on industry 
estimates within research that is not financially associated with the tobacco 

industry.85 310 Euromonitor International regularly produce estimates on the ITT, 

based on country-level data from the world’s leading tobacco markets that are 

sourced from Governments, relevant authorities, and TTCs.311-313 Euromonitor 

reports have been criticised for exaggerating the ITT in some countries when 
compared with independent estimates, partly due to opaque modelling processes 

and their reliance on tobacco industry data. 159 314 
 
Nonetheless, such reports have commonly been used as a data source by the 

tobacco control community and have contributed to independent estimates.1 159 
However, in March 2019, Euromonitor entered project contracts with both PMI 
IMPACT and the PMI-funded Foundation for a Smoke-Free World (FSFW), thus 
shortening the already small pool of ITT data providers who do not have contractual 
relationships with TTCs.315 
 
It’s important to note that the industry’s funding of misleading data on the ITT also 
serves to obfuscate the industry’s own complicity in the ITT. Chapter 3’s analysis of 
existing data on the ITT is a prime example of this. All of the data analysed, including 
the independent data from UK Trading Standards and the World Customs 
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Organization, needed to be analysed carefully in order to provide any accurate 
insight into industry involvement in the ITT. As most research on the ITT priorities its 
scope rather than detail of its composition, the nuance needed to gain genuine 
insight into the industry’s role in driving the ITT is often overlooked. 
 
It should also be noted that the tobacco industry does not comprise solely of TTCs 
and that, smaller, local tobacco companies across various regions likely contribute to 
the problem also. For example, in 2006, the South African Revenue Service (SARS) 
closed the operation of Mastermind Tobacco Company South Africa (MTC) after 
charging employees and directors of the company with tax evasion and cigarette 
smuggling316 and, in the case of Paraguay, local companies have learned to 
smuggle based on historic TTC activities.148 
 
The ITT is a complex phenomenon which can be estimated in a range of ways, each 
with their own strengths and weaknesses (as outlined in Chapter 2). As such, for an 
accurate understanding of the problem to be gained, there needs to be a wide pool 
of data on the topic, utilising a range of methodologies. Instead, much of the current 
data globally is funded by, and conducted under confidential terms of agreement 
reached with, tobacco companies which have business incentives (i.e. opposing 
tobacco control measures and obfuscating their own involvement in the ITT) to 
manipulate how the ITT is perceived and understood. 
 

6.2.2 Is there any evidence of contemporary tobacco industry involvement in the 

ITT? 

 
Given the findings from Chapter 2 that tobacco industry-funded data on the ITT are 
not providing reliable estimates of the size or composition of the ITT, it was clear that 
closer inspection of these elements of the ITT would be necessary. Chapter 3’s 
inspection of a variety of data from multiple sources on the ITT in the UK, EU and 
globally found that the vast majority (approximately 60-70%) of cigarettes on the 
contemporary the ITT come from the supply chains of TTCs. 
 
This evidence indicates that, despite TTC’s presenting themselves as solutions to 
the ITT, they continue to contribute to it. At best, this may be a failure of TTCs to 
control their own supply chains and, at worst, could be evidence of ongoing active 
TTC involvement in the ITT. As outlined in Chapter 3, there is evidence which 
suggests that the large number of TTC products on the ITT is a result of TTCs 
actively participating in smuggling, for example, ex-JTI employees describing 
“rampant smuggling”51 within the company in 2011.  
 
Whether more evidence to implicate TTCs and other tobacco companies in 
smuggling arises or not, the evidence from Chapter 3 demonstrates that the supply 
chains of legitimate tobacco companies continue to be the primary fuel for the ITT, 
as was also the case historically. Two key conclusions can be drawn from this- 
firstly, policy measures aimed at bringing the tobacco industry’s supply under control, 
such as tobacco Tracking & Tracing (T&T), are of vital importance to addressing the 
ITT. Secondly, the industry has an incentive to undermine effective T&T 
implementation as it would likely lead to increased tax payments, fines and potential 
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litigation related to tobacco smuggling if the industry were to continue to fail to 
control its supply chain under such a system. 
 

6.2.3 What relationship, if any, does the contemporary tobacco industry have with 

existing T&T technology?  

 
Research undertaken prior to this thesis identified that PMI adapted its product 
authentication technology to become a T&T system which it named Codentify and 
went on to license for free to its three major competitors (BAT, IT, JTI) who worked 
collectively to promote it.18 317 318 The WHO FCTC Secretariat has stated that the 
Codentify system conflicts with the ITP as it does not meet Article 8’s requirement 
that the T&T system should be “controlled by the Party”.185 As such, the tobacco 
industry sold Codentify to a third party in 2016 to create the impression of the 
system’s independence from the industry and thus compliance with the ITP. 
 
However, as discussed in this thesis, the contemporary tobacco industry has 
continued to have a close relationship with T&T technology, despite TTC claims to 
the contrary.246 Both PMI and Inexto’s Managing Director have claimed that Inexto 
was independent of the tobacco industry, however several top Inexto officials 
previously worked for PMI and were involved in the development of Codentify.130,131 
132 133  Inexto had an ongoing relationship with BAT, IT, JTI and PMI, with industry 
documents suggesting that financial separation between Inexto and the tobacco 
industry had not yet been established in late 2017.48 49 While the relationship 
between TTCs and Inexto beyond 2017 is not clear, Inexto continues to be active in 
anti-illicit trade platforms, such as the 2018 Global Trade Development Week 
(GTDW) conference on anti-illicit trade and brand protection.319 
 
 

6.2.4 Has the tobacco industry sought to influence T&T policy & implementation? If 

so, how and which organisations have been involved?  

This thesis has demonstrated that the industry has an incentive to undermine 
effective T&T implementation in order to avoid the increased tax payments, fines and 
potential litigation related to tobacco smuggling that would likely result from a strong 
T&T system being in place. As such, handing control of T&T systems to the tobacco 
industry fundamentally undermines the ITP’s goal of establishing a global T&T 
regime to reduce tobacco smuggling.  

This thesis has also demonstrated that the tobacco industry has sought to 
undermine the ITP and key to this strategy has been TTC collaboration with customs 
and tax authorities, at national and international levels. This includes donating to 
agencies such as Interpol12, hiring former law enforcement officials to conduct illicit 
tobacco raids19 and funding sniffer dogs for authorities.20  

TTCs closely monitored ITP negotiations320 and, despite being formally excluded, BAT 
was, at different stages, able to obtain confidential information321 322 including text of 
the ITP.323 A 45-page document setting out BAT’s campaign plan for the fifth 
Conference of the Parties (CoP) in November 2012, where the ITP was adopted, noted 
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BAT’s preferred outcome on T&T as “Stamping and coding should be digital 
(Codentify).”324 
 
Following this, the tobacco industry went on to influence T&T processes, using front 
groups to influence T&T tenders (such as the use of FractureCode in Kenya) and to 
promote industry-operated T&T systems as preferential (such as the Coalition 
Against Illicit Trade (CAIT) of which six of its seven members had links to the 
tobacco industry that were not disclosed in the CAIT’s submission to the EU T&T 
consultation141 or EU transparency register).145  
 
The use of third parties is a growing trend in this field, with previous research 
identifying the use of third parties as the main strategy of TTC lobbying efforts 
against the Tobacco Products Directive Revision (TPD)244 as well as against the 
introduction of standardised packaging in the UK.126 325 326 
 
The tobacco industry’s growing use of third parties in the field of ITT could be a side 
effect of Article 5.3 as, while the Article aims to drive transparency, in doing so, it 
appears to also have driven more elaborate attempts from the industry to obscure its 
own influence in order to subvert the Article’s requirements. This is reflected in a 
2018 review of Article 5.3 implementation in the EU which found that “a binding and 
comprehensive policy and code of conduct specifically designed for the 
implementation of Article 5.3, and based on the WHO’s guidelines” should be 
created and that “such a code would need to deal explicitly with third parties acting 
for the tobacco industry.”327 
 
Following this evidence of tobacco industry attempts to undermine the ITP’s T&T 
provisions and to influence T&T tenders, Chapter 4 considered the single largest 
attempt to implement T&T to date- the EU’s T&T system. It found that, while having 
monthly meetings with BAT, IB/T, JTI and PMI as well as not yet having established 
financial independence from the industry, Inexto had a series of meetings with EU 
Member State government divisions and had jointly (with the TTCs) developed a 
plan to promote industry-favoured technical standards for the EU’s T&T system.  
 
Chapter 5 took a closer look at the influence of the tobacco industry over the EU’s 
T&T regulations through analysis of responses to the EU’s T&T public consultation. It 
found that there was a significant tobacco industry lobby in support of an industry 
operated T&T solution, which, if adopted, would have been a breach of the ITP. The 
majority (65%) of respondents to the consultation were found to have financial links 
to the tobacco industry, over 20% of which were not transparent, and 33 trade 
associations that responded to the consultation had at least one TTC as a member.  
 
These findings further demonstrate the crucial role that third party strategies play in 
the tobacco industry’s attempts to influence T&T regulations and support the findings 
of previous literature that consultations can favour resource-rich participants328 and 
show that, currently, TTCs are effectively able to enter multiple consultation 
submissions through the use of trade associations as proxies.  
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6.2.5 How successful have tobacco industry attempts to influence T&T 

implementation at supranational and international level been? 

 

As outlined above, it is clear that the tobacco industry has sought to influence T&T 
policy and implementation but we should also consider the extent to which such 
attempts have been successful. Given Chapter 4’s analysis that the EU’s T&T 
system is in conflict with the ITP due to the responsibilities that it hands to the 
tobacco industry, the industry’s attempts to influence supranational-level T&T have 
been broadly successful.  

While an intervention from the European Commission led to the industry and Inexto’s 
jointly-developed policy proposal failing, the system otherwise hands extensive 
responsibilities to the tobacco industry due to adopting a ‘mixed’ governance system. 
While Chapter 5 showed that a fully industry-operated solution was the tobacco 
industry’s preferred policy outcome, the EU’s adoption of a mixed approach was 
nonetheless a response to the industry’s extensive lobbying, with independent actors 
in the policy debate favouring a fully third-party operated system. The European 
Commission’s selection of a ‘mixed’ governance approach as “the most balanced 
approach considering the highly differentiated nature of concerns raised by 
stakeholders representing divergent interests”278 thus reflects how successful the 
tobacco industry was in influencing the governing of the system.  
 
The EU example further demonstrates the effectiveness of the tobacco industry’s 
use of third-party techniques. While the European Commission did use 
independence criteria when selecting actors who would be involved in the T&T 
system, as Chapter 4 outlines, the Commission still ended up approving seven 
organisations with pre-existing business links to the tobacco industry to contribute to 
the system. Four of these are subsidiaries of Atos who, as outlined in Chapter 3, was 
originally involved in Codentify’s development.107 108  

The tobacco industry has also been widely successful in influencing T&T 
implementation internationally. While, industry-associated sources identify Codentify 
as having been implemented in 50-100 countries across the world, we were able to 
verify 35 cases (although we cannot confirm if the system was used for T&T rather 
than product authentication purposes in these cases).329 TTCs have also clearly 
succeeded in ingratiating themselves with international authorities tasked with 
tackling the ITT, reflecting the strategy disclosed in internal BAT documents to 
“proactively shap[e] Track and Trace regulation”14 by influencing key stakeholder 
groups. Groups including the International Anti-Corruption Academy and Interpol 
received donations from PMI,156 with the later subsequently publicly promoting 
Codentify.17,157 158 159   
 

It is worth considering here how tobacco industry influence over national authorities 
tasked with addressing the ITT and over national-level T&T implementation may vary 
from place to place. The Global Tobacco Industry Interference Index (2019) provides 
insight into the success of tobacco industry efforts to governments across the world 
and shows clear disparities across countries with regard to the industry’s 
influence.330 Countries such as the UK and Uganda which have implemented 
measures to protect themselves against tobacco industry interference have had 
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much more success in implementing Article 5.3 than countries such as Japan and 
Jordan where extremely limited protections are in place. As such, the success of 
many of the industry’s strategies outlined in this thesis will be highly variable to the 
jurisdiction that the industry is attempting to influence and the levels of safeguards in 

place there to protect against such influence.  

6.3 Limitations  

As specific limitations for each study are addressed in their respective Chapters (2-
5), this section acknowledges key limitations of this thesis’ findings more broadly.   

6.3.1 Measuring the ITT 
 
The ITT is an extremely difficult and challenging topic of investigation. Reasons for 
this include its illegality,3 141 156 its global and changing nature,3 331 and a range of 
data collection and analysis complexities,3 97 156 332 including that there is no single 
widely-utilised established methodology for measuring the ITT. As such, this thesis’ 
investigation of the contemporary tobacco industry’s role in the ITT has some 
limitations.  
 
Firstly, the lack of independent data on the ITT led to us using tobacco industry-
funded estimates of the EU’s ITT. Given the concerns with such data, outlined within 
this thesis, this is a clear limitation. Secondly, there are a range of difficulties in 
identifying the extent to which TTCs contribute to the ITT including the complexity of 
the types of products now found on the ITT. Research on cheap white cigarettes has 
demonstrated that TTCs actually own the trademarks to certain popular cheap white 
brands, indicating that cheap whites may not always products sold by TTC 
competitors but also by TTCs themselves.145 Further, industry-commissioned and 
independent research have, in certain cases, incorrectly classified TTC brands are 
being cheap white brands meaning that some existing data may underestimate 
TTCs’ contributions to the illicit market.333 334 While we were able to correct this in 
Chapter 3, that does not mean that that the extent of TTC involvement has not still 
been underrepresented due to similar, undetected, errors being present in the 
source data. Such complexities are only furthered by TTCs’ focus on the threat of 
cheap whites as a means of obfuscating their own role in fuelling the ITT.335 336  
 
Consequently, more independent data on the ITT is urgently needed. There is hope 
that understandings of the ITT will improve in coming years, with the European Anti-
Fraud Office (OLAF) recently commissioning research into developing an 
independent methodology to measure the ITT, which will consider not just which 
existing methodologies are reliable but also which existing data sources are 
strongest and if there are new data sources that could be used to improve 
methodologies and their resultant estimates of the ITT.337 However, for now, 
understandings of the scale and composition of the ITT are undermined by 
limitations in the data on this topic. 
 

6.3.2 Limitations of document research 
 
Researching corporate influence, especially hidden agendas, is wrought with 
difficulty. While, it is entirely plausible that hidden agendas exist, demonstrating their 
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existence is difficult because they are deniable.338 In the case of the tobacco 
industry, internal documents have long been a means of resolving this predicament, 
as they allow for strategies and agendas to be revealed through the very words of 
the individuals engaging in them.339 However, the research of such documents also 
come with a host of limitations.340 Firstly, while attempts were made to triangulate 
evidence found with other sources, documents provided by a whistle-blower, as was 
the case with Chapter 3’s primary document dataset, may suffer from selection bias 
as the source may only have provided information that supports their own agenda.340 

Secondly, documents provide limited insight into a situation, for example, the 
documents in Chapter 3 are those that were accessible to the whistle-blower who 
was a BAT employee. As such, the documents primarily reflect the plans and actions 
of one TTC. Further, only the part of that TTC’s corporate structure that the whistle-
blower had access to is captured in the documents. They are, in essence, a 

snapshot within a snapshot.  

Similarly, documents may contain certain ideas but it is not always possible to 
discern whether these ideas were ever actually carried out.340 For example, 
documents analysed in this thesis suggest that financial independence between 
Inexto and the tobacco industry had not yet been established but they provide no 
insight into if this has changed since the creation of the documents. Nonetheless, 
internal documents still provide great insight and, when interpreted cautiously, with 
the researcher bearing these limitations in mind and attempting to account for them 
whenever possible, can be extremely valuable data sources. 

6.3.3 Language barriers 
 
This thesis investigated global data on the ITT as well as tobacco industry efforts to 
influence T&T at national, supranational and international levels and so inevitably 
there were some language barriers within the research process. The most significant 
of these is Chapter 2’s exclusion of assessments which were not written in English 
as it is likely that there is some relevant non-English literature which would have 
provided insight into the quality of industry-funded data in countries where English is 
not the primary language. As this literature was overlooked, Chapter 2’s reflection of 
the geographical scope of industry-funded data on the ITT may not fully reflected 
how widespread the industry’s funding of data on the ITT is.  
 
Language barriers may also have limited the investigative research undertaken in 
this thesis as such research is highly-reliant on online sources. While Google 
website translation and the help of colleagues who speak French, Greek, Polish and 
Spanish were utilised when necessary, additional links between actors investigated 
in this thesis and the tobacco industry may have been overlooked if limited English-
language information on the actor was available.  
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6.4 Policy recommendations 

Future policy measures must address the challenges identified within this thesis if 
the ITT is to be addressed. This section discusses these challenges, outlining and 
expanding upon the policy recommendations presented throughout the thesis for 

addressing them. 

6.4.1 Tobacco industry-funded data on ITT 

This thesis has identified the tobacco industry’s funding of data on the ITT to be 
detrimental to current understandings of the ITT and its composition, finding that the 
primary purpose of these data appears to be to support TTC efforts to undermine 
policy measures and to aid their public image. Independent data on the ITT is thus 
essential to gaining an accurate understanding of the ITT. This is increasingly 
important given the tobacco industry’s growing takeover of data on the ITT, 
particularly through the PMI IMPACT initiative.341  

While the tobacco industry’s funding of misleading data on the links between 
smoking and lung cancer are well known, the tobacco industry has been highly 
successful in presenting itself as a solution to the ITT and, as such, its funding of 
research on the topic is both widely accepted and common. Recipients of PMI 
IMPACT funding do not all have a history of collaboration with the tobacco industry, 
indeed it appears that some applicants who received funding were simply not aware 
of why the industry’s funding of such work is problematic.  

For example, one of the successful recipients of PMI IMPACT’s first funding round 
was an academic at Utrecht University School of Law who was awarded €360,000 to 
examine how enforcement could be improved to combat ITT in the EU. NGOs 
including the Dutch Cancer Society (KWF) expressed their concerns around this 
which led to the University deciding to reject the PMI IMPACT funding and to fund 
the project independently.341 

PMI IMPACT, and the industry’s funding of data on the ITT more broadly, provides 
the industry with access to policy makers. For example, in September 2017, PMI 
IMPACT and the Financial Times jointly hosted an event titled Combating Illicit 
Trade: Progress, Challenges and Collaborative Solutions which featured 
representatives of the European Commission, Europol, HMRC, Organization for 
Economic Cooperation and Developments (OECD), World Customs Organization 
(WCO), World Trade Organization (WTO), and UN Office on Drugs and Crime 
(UNODC).341 As such, not only is more independent data on the ITT highly 
necessary but a change in how the tobacco industry is perceived in relation to the 
ITT is also needed.  

To achieve this, independent research should not just focus on adequately capturing 
the size of the ITT but also on its composition. Such research should clearly 
distinguish between different types of ITT (e.g. product from TTC supply chains, 
cheap whites, counterfeits) and be consistent with how these are defined and 
measured. This would likely create a clearer picture of the industry’s current failure to 
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adequately tackle the ITT and would thus aid in countering the industry’s self-
generated image of being a solution to the problem.  

The UK is fortunate to have independent data on its ITT through HMRC’s regular 
tobacco tax gap analyses,342 but most countries do not. Other countries should learn 
from such examples and aim to accurately measure and understand their own ITT. 
Were this to become a pattern, an independent infrastructure would begin to arise 
which would lead to more accurate data as well as provide a counter to the broader, 
region-wise estimates that are the focus of most industry-funded reports on the ITT.4 

6 

Another approach would be the establishment of dedicated tobacco taxes to go 
towards independent development of established methodologies for estimating the 
ITT. A greater number of independent researches on the ITT would serve to reveal 
false industry narratives around the ITT and could lead to higher-quality industry-
funded estimates. This is because more transparent and accurate methodologies 
would have to be adapted in order for the resulting data to have credibility against 

high-quality independent research.  

There is precedent for independently administering funding raised through tobacco 
taxation toward specific research programs. A 2009 article by Cohen, et al. proposed 
criteria (based on requirements including transparency, independence of the 
research agenda, protection against conflict of interest and minimal PR opportunities 
for the industry) that could be used to evaluate any possible research funding model 
that includes financial support from the tobacco industry. They then used the criteria 
to test four such models, one of which was a dedicated tobacco tax. Under such a 
system, the government oversees distribution of collected funds through existing 
infrastructure that does not involve any input from the tobacco industry. Cohen et. al. 
found that, if established and maintained properly, such an approach could be 
effective although, as with any regulatory process, Under such a system, the 
government oversees distribution of collected funds through existing infrastructure 
that does not involve any input from the tobacco industry.  

Cohen et. al. found that, if established and maintained properly, such an approach 
could be effective although, as with any regulatory process, there would be a risk of 
stakeholders such as the tobacco industry attempting to manipulate the process.343 

The state of California has had a dedicated tobacco tax for research funding for 
years and such a tax has also been implemented in Thailand.344 Similarly, in 2017 
California increased tobacco taxes by $2 to create grant funding to support local 
enforcement efforts relating to the ITT, demonstrating that such initiatives need not 
be limited solely to research endeavours.345 

It is important to distinguish between systems where a government oversees the 
funds and other initiatives where tobacco companies invest money under the guise 
of an independent system. For example, PMI IMPACT claims to have an 
independent selection process through its expert council but several of the recipients 
of PMI IMPACT funding are long-term recipients of tobacco industry funding, 
bringing the credibility of such a claim into question.308 The Foundation for a Smoke-
Free World (FSFW) takes its claims of independence further, calling itself an 
independent private foundation despite being set up by and, according to its 2018 
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tax returns, solely funded by PMI.346 While the FSFW has claimed that it enshrined 
the “core principles” of Cohen’s criteria into its “core governance documents and 
legal structure”,347 Cohen & Eissenberg (2017) (a co-author of the criteria) have 
refuted this on several counts including that: 

“the criterion that funders not realize public relations gains is absent in the 
foundation’s bylaws. Indeed, the foundation’s launch was focused on industry 

funding, exactly what out paper warned against.”348 

In summary, if sufficient independent funding sources for data on the ITT cannot be 
identified, then dedicated taxes, overseen by governments, should be introduced for 
this purpose. If TTC’s funding of data on the ITT is truly an attempt to enrich the 
evidence base, rather than primarily an extension of tobacco industry PR efforts, 
then TTCs should welcome such a measure. 

6.4.2 Tobacco industry interference in Tracking & Tracing  

Governments should be alert to the likelihood that TTCs will continue to disguise 
their involvement in T&T and should assume that TTCs remain involved in any T&T 
system based on Codentify or on any intellectual property owned, or previously 
owned, by TTCs.   

The ITP has requirements in place to protect T&T systems, including that no T&T 
obligations assigned to a Party shall be performed by or delegated to the tobacco 
industry. However, as Chapters 4 and 5 have demonstrated, interpretation of these 
requirements is contested and, in the case of the EU, a T&T system that may breach 
the ITP has been implemented. Even if the EU’s system is later found to be legally 
compliant with the ITP, it still ultimately undermines the ITP’s aim of creating an 
effective T&T regime due to the responsibilities that it hands to the tobacco industry 
and closely-affiliated third parties.  

Chapter 4 provided recommendations to the European Commission and EU Member 
States for how T&T in the EU could be better protected against industry interference. 
Firstly, the European Commission should revise its independence criteria so that no 
company involved with the development and/or implementation of the Codentify 
technology is eligible. Secondly, Member States should require that all authentication 
elements be sourced independently of the industry and that they have access to any 
T&T contract between the industry and third parties.  
 
While the European Commission maintains that the EU’s T&T system “fully complies 
with the ITP”,255 the system will be regularly reviewed by the Commission which 
offers hope that the concerns outlined in this thesis will be addressed in future. In 
any case, T&T is an essential move in the fight against the ITT and the EU’s system 
will still be a step forward, albeit one which appears to hand the tobacco industry 
opportunities to undermine it. No system is without vulnerabilities and efforts should 
be focused on improving the EU’s system over time rather than on rejecting it.  

Other Parties to the ITP should learn from the EU T&T system’s problems by 
rejecting a ‘mixed’ governance approach to T&T and creating stronger independence 
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criteria that accounts for the industry’s extensive use of third parties. Given the 
industry’s increasingly elaborate use of front groups to obfuscate its own interest and 
involvement in the ITT, the tendering, contracting and implementation processes for 
all future tobacco T&T systems should be fully transparent.  

Governments should require full disclosure of conflicts of interests from all 
organisations interested in contributing to their T&T system. This should include 
organisations disclosing any links to tobacco companies and Inexto (given the 
evidence outlined in this thesis of its collaboration with the industry) and of any role 
the organisation may have played in the development of tobacco industry T&T 

systems, particularly Codentify.  

Organisations should also be required to provide any of their trade organisation 
memberships (given the extensive involvement of trade associations representing 
tobacco companies in the EU’s public consultation on T&T, as demonstrated in 
Chapter 5). After these disclosures have been made, governments should ensure 
that no organisation involved in the development of Codentify or the Inexto Suite is 
involved in the running of their jurisdiction’s T&T system.  

This should apply not just to organisations who respond to tenders but also to those 
that would be involved in any elements of supply, installation and delivery of the 
system, such as data storage, unique identifiers and anti-tampering devices. 
Additionally, the auditing of the system should be subject to the same conflict of 
interest procedures, given that TTC’s have funded all of the four major accountancy 
firms to conduct research on the ITT.90 91 64 92  

Governments should also reject any partnerships with, funding, training or other 
input from the tobacco industry in relation to T&T systems and the ITT more 
generally. This thesis has outlined the industry’s attempts to ingratiate itself with 
authorities tasked with dealing with the ITT in order to present itself as a solution and 
this strategy should be rejected. A recent example which exemplifies the need for 
separation between governments across the world and the tobacco industry in 
relation to the ITT is PMI’s 2018 sustainability report which boasts of the company 

holding anti-ITT training events for Colombian law enforcement.349 

It should be acknowledged that the tobacco industry must have some involvement 
with any T&T system given that any such system will require access to tobacco 
company supply lines. However, it is not necessary for the tobacco industry to be 
involved in the governance of any such system. Tobacco companies should not have 
the ability to select organisations that will contribute to the system and governments 
should ensure that they or a designated Competent Authority maintain control of the 
system through contractual obligations and an independent governance system. As 
outlined in Chapter 4, others should not replicate the EU’s ‘mixed’ governance 
approach to T&T.  

6.4.3 Tobacco industry efforts to undermine the Illicit Trade Protocol  

Effective T&T is a crucial first step to effectively addressing the ITT but only a first 
step given other challenges outlined in the ITP (e.g. free trade zones, internet and 
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duty-free sales, etc.). Findings from this thesis appear to justify the concerns raised 
prior to the ITP’s ratification by Mamudu et. al. (2008), Liberman et. al. (2011) and Sy 
(2012) that, if not properly integrated, the ITP risks undermining the FCTC and 
Article 5.3 in particular.74 166 182 181 As such, the ITP could indeed end up securing 
the industry’s favoured role as being viewed as a solution to the TT, rather than a 
perpetrator.  

There are lessons from the T&T examples discussed in this thesis (e.g. Kenya and 
the EU) that could be applied to the development and implementation of other anti-
ITT policies in order to strengthen ITP implementation. Throughout the thesis, use of 
third parties has been identified as crucial to how the tobacco industry gains 
influence in relation to the ITT policy. Chapter 5 demonstrated that, in the case of the 
EU, there are insufficient transparency procedures in place to accurately measure, 
and thus respond, to such influence during policy development. While the EU can 
strengthen its transparency register’s code of conduct and re-consider its ‘better 
regulation’ approach, many other parties to the ITP will have an even longer way to 
go toward resisting tobacco industry attempts to undermine their policy processes. 
Not only are parties dealing with tobacco industry obfuscation through third parties, 
they also need to contest with continued facilitation of the ITT as well as bribery350 
and corruption,351 extensive litigation from the tobacco industry352 and a wealth of 
other strategies and tactics.8 To address this, more support and resources for new 
and future parties to the ITP will be necessary. Events at the second Meeting of the 
Parties to the Protocol (MOP), which takes place next year, will provide more insight 
into whether sufficient resources can be and are provided.  

These events, as well as those of the Conference of the Parties (COP) to the FCTC, 
will also need to be protected against tobacco industry interference themselves. 
Events at the 6th COP led the Framework Convention Alliance (FCA) to state that 
certain Parties “appear not just to be voicing their views on how to regulate tobacco, 
but to be actively working to advance tobacco industry positions.”353  

Should similar interference be identified at future COPs and MOPs, other FCTC 
Parties could raise a dispute with the culpable Parties under Article 27 of the FCTC, 
arguing that the actions of those Parties are inconsistent with Article 5.3. This 
process could go as far as presenting a case to the International Court of Justice 
(ICJ) which could lead to fines and court orders not to repeat the breach for the 
accused parties.353  

This thesis has demonstrated that the tobacco industry has successfully became 
ingratiated with global law enforcement and customs organisations such as Interpol  
who will be crucial to implementation and enforcement of many of the ITP’s articles 
and future policies that may result from them. Industry behaviours will ultimately 
have to change to resolve the ITT and this requires change not just from the industry 
but also in how the industry is perceived by other relevant bodies. As such, despite 
these organisations’ collaboration with the tobacco industry, governments should not 
reject engaging with them. Instead, they should ensure working relationships with 
them and aim to convince them of the concerns around engagement with the 
tobacco industry on the ITT.  Lastly, countries who are not yet party to the ITP are 
even more at threat of continued industry interference in the ITT. This is reflected by 
the recently released Global Tobacco Industry Interference Index (2019) which 
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investigated Article 5.3 adherence in 33 countries across the world. It found that 
several governments who are not yet parties to the ITP (e.g. Ukraine, Jordan and 
South Africa) have signed a memorandum of understanding with or accepted 
technical assistance from the tobacco industry to address the ITT.330 As such, 
despite the very-real threats inherent in poor implementation of the ITP, the situation 
is equally bleak where the Protocol is not currently being implemented.  

6.5 Future research directions 

This section provides ideas for future research directions which, if taken, would 
expand upon the findings of this thesis.   

6.5.1 Research on industry dissemination of funded data & media capture 

Chapter 2 identified that the tobacco industry promotes unreliable data on the ITT 
which is then used to oppose tobacco control policies. However, the focus of this 
analysis was on the quality of the data and, as such, did not provide deep insight into 
how these data were disseminated. There is some existing research on the spread 
of industry-funded data on the ITT across UK media outlets141 but such research is 
lacking in other countries. Methodologies implemented in this thesis, namely social 
network analysis and investigative research, could be used to investigate the spread 
of industry-funded data in more depth. 

Such work could expand beyond the distribution of industry data on the ITT to look at 
media capture more broadly, such as TTCs training of journalists and collaborations 
with news outlets such as Vice who recently signed a £5 million sponsored content 

deal with PMI.354  

6.5.2 Research on ongoing industry involvement in the ITT 

As outlined above, more in-depth exploration of contemporary tobacco industry 
involvement in the ITT is needed. The primary dataset for the document analysis 
featured in Chapter 3 (approximately 47,000 electronic files provided by an ex-BAT 
employee of 13 years) would be a useful resource for investigating this in more detail 
and, as such, should be the subject of additional research. Such research could 
investigate BAT’s anti-ITT initiatives and what these demonstrate about the TTC’s 
relationship with the ITT. The documents also contain export and import figures 
which could also provide valuable insight into contemporary tobacco industry 

involvement in the ITT.  

6.5.3 Analysis of existing T&T systems & additional research on tobacco industry 

involvement in T&T 

This thesis engaged with the complexity of T&T and the difficulties that governments 
face in implementing their own systems, as well as how this has created 
opportunities for the tobacco industry to attempt to gain control of these systems. 
While this thesis investigated the complexities of the EU’s T&T system in detail, this 
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is only one of several existing systems and many more will be developed in order to 
parties to meet the ITP’s 2023 deadline for cigarette T&T.  

As such, close investigation of other existing systems and their strengths and 
weaknesses would serve to make it more difficult for the tobacco industry to interfere 
in any future systems. Ideally, future research could provide a detailed framework 
which, based on comparative analysis of existing systems, provides a guide that 
governments can follow as they implement their own systems. The 
recommendations featured in this thesis could serve as the basis for such a 
framework.  

Additionally, research that provides detailed technical understandings of multiple 
T&T systems and the tobacco industry’s attempts to influence them would create a 
more comprehensive picture of TTC objectives. While this thesis provides the 
rationale for tobacco industry interference in this area and outlines some of the 
tobacco industry’s policy preferences in relation to T&T, there is much more to be 

learned on this.  

Another approach to achieve this could be to use a policy tracing methodology to 
investigate tobacco industry influence over technical aspects of T&T in key policy 
documents. Findings from Chapter 4, for example, indicate that the tobacco 
industry’s extensive influence over the TPD extended to the policy’s T&T provisions. 
This could be explored further, as could potential tobacco industry influence over the 

text of Article 8 of the ITP.  

6.5.4 Tobacco industry regulatory capture of the ITT 

 
This thesis has demonstrated that the tobacco industry is seeking to control data and 
action on the ITT and that, key to this strategy is collaborating with customs and tax 
authorities, at national and international levels.12 However, how the tobacco industry 
establishes and maintains its links with the ITT authorities, as well as the true extent 
of them, could be subjects of further investigation. Interviews with relevant customs 
officials and experts on the ITT could be conducted to provide further insight on this.



Conclusion 

 174 

 

6.6 Conclusion  

This thesis aimed to identify current problems and practices in the ITT and their 
implications for public health, focusing on the tobacco industry as a key stakeholder 
in the ITT and related policy. While the tobacco industry’s extensive history of 
complicity in the ITT is well documented, an analysis of the role of the contemporary 
tobacco industry on the ITT, on how is it perceived and understood, and on policy 

responses to it had yet to be conducted prior to this thesis. 

This thesis finds that the tobacco industry is now adopting the same strategies it has 
used historically to distance its products from their health harms and to oppose 
legislation aimed at addressing these harms to now distance itself from its continued 
fuelling of the ITT and to oppose legislation aimed at addressing this. Firstly, the 
tobacco industry has been widely successful in capturing data on the ITT and thus of 
controlling understandings of the ITT’s scale and composition by funding misleading 
data on the ITT. The primary purposes of these data appear to be to support TTC 
efforts to undermine policy measures, aid their public image, and obfuscate their own 
facilitation of the ITT.  
 
This thesis presented evidence of this continued facilitation, demonstrating that 
cigarettes from TTC supply chains account for around two-thirds of the illicit cigarette 
market. At best, evidence indicates that tobacco companies are failing to control their 
supply chain and, at worst, indicates that Transnational Tobacco Companies (TTCs) 
remain actively involved in smuggling campaigns. The tobacco industry thus has a 
complex relationship with the ITT, using it as a means to oppose policy measures 
whilst also contributing to the problem.  
 
The thesis also found that, given the industry’s own fuelling of the ITT, it has an 
incentive to undermine policy measures aimed at effectively addressing this, namely 
the Illicit Trade Protocol’s (ITP) envisioned global tobacco track and trace (T&T) 
regime. Analysis of new internal tobacco industry documents demonstrate that TTCs 
have attempted to undermine the ITP’s T&T provisions by working collaboratively to 
oppose competitor systems, promoting their own T&T system Codentify, and 
influencing regulation on T&T. 
 
This collaborative campaign involved extensive subterfuge including the creation of 
front groups to obfuscate the industry’s involvement in Codentify. In order to cement 
its control over data on the ITT, to protect its self-generated image as a solution to the 
ITT rather than a contributor to it, and to build a network of influential organisations to 
enhance the credibility of industry discourse of the ITT, TTCs underwent a large and 
widely-successful public relations effort which included funding international 
organisations tasked with tackling the ITT as well as conferences, training and 
aforementioned data on the ITT. 
 
In a likely response to the FCTC Secretariat’s confirmation that Codentify does not 
meet ITP requirements due to its links to the tobacco industry, in 2016, Codentify 
was sold to another company (Inexto) to make the system appear independent. 
However, senior staff at Inexto are former PMI employees, involved in the 
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development of Codentify and internal industry documents suggest that well over a 
year after the sale of Codentify to Inexto, neither financial nor operational 
independence between Inexto and the four major TTCs had been established.   

TTCs worked collaboratively with each other and with Inexto to attempt to influence 
the largest implementation of T&T to date (the EU). Inexto engaged with EU Member 
States on T&T and promoted industry-favoured technical standards while the EU’s 
implementation regulations were still being finalised. This was part of a broader 
industry influence campaign over the T&T in the EU, with the majority of respondents 
to the EU’s public consultation on the policy having financial links to the tobacco 
industry, many of which were not transparent, and with TTCs’ being repeatedly 
represented through a wide network of trade associations. Respondents with 
financial links to the tobacco industry largely favoured an industry-operated T&T 
solution which would have breached the requirements of the ITP. 

The tobacco industry’s efforts to maximise control of EU T&T were effective as the 
European Commission adopted a ‘mixed’ governance approach to the EU’s T&T 
system which appears to be inconsistent with the ITP. The EU’s T&T system hands 
key responsibilities to the tobacco industry and third parties with close business links 
to it, in some cases specific to Codentify.  

This thesis extends the existing literature base on the tobacco industry’s relationship 
with the ITT as well as wider literature on the ITT and policy measures to address it. 
The collective findings of the thesis highlight that the tobacco industry has been 
successful in shaping understandings of the scale and composition of the ITT and in 
presenting itself as a solution to this problem, despite this thesis’ new evidence that it 
continues to contribute to it. Additionally, the tobacco industry has made extensive 
use of third parties in attempts to gain control of T&T, undermining the ITP in the 
process, with the EU serving as a case study of successful tobacco industry 
influence over the development and implementation of the largest T&T to date.  

Based on these findings, the thesis has presented a range of policy measures to 
address the tobacco industry’s involvement in how the ITT is understood and 
addressed through policy. Firstly, more independent data on the ITT is crucially 
needed and dedicated tobacco taxes, independently overseen by governments, 
would be a means of providing this. Secondly, governments should be alert to the 
likelihood that TTCs will continue to disguise their involvement in T&T, primarily 
through the use of third parties, and should ensure that extensive transparency 
requirements are in place throughout their own T&T development and 
implementation processes to counter these efforts. Governments should also 
acknowledge the requirements of Article 8 of the Illicit Trade Protocol (ITP) and 
exclude the tobacco industry from undertaking any of their own T&T obligations. 
Lastly, if the ITP is to be successful, its Parties will need additional support to 
counter the tobacco industry’s deeply-ingrained influence and will need to encourage 
global law enforcement agencies crucial to fighting the ITT to stop viewing the 

tobacco industry as a solution to a problem that it continues to fuel.
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Appendix 1 

 

Appendix 1.1: Review protocol 

 
 Review question/objective: The objective of this systematic review is to assess the 
quality of data presented in Transnational Tobacco Company (TTC)-funded data on 
the illicit tobacco trade (ITT). This will be achieved by identifying and reviewing pre-
existing assessments tobacco industry data on ITT. These will then be summarised 
to provide a substantive overview of the quality of TTC data on the ITT and to 
determine the nature of any problems identified, thereby filling a gap in the existing 
knowledge base. The specific review question to be addressed: What does the 
existing literature tell us about the quality of TI data on ITT? Further questions that 
the review question should engage with: What problems, if any, have been identified 
with TI data on the ITT and how can these best be categorised? How does TI data 
on illicit trade compare with independent data? Inclusion/Exclusion Criteria Inclusion 
Criteria: -Academic and grey literature in printed or electronic formats. - Clearly 
identifies the specific study/ies being assessed. -The study/ies being assessed must 
be linked to a TTC- If it’s not clear in the study that the assessed study is industry 
linked, the researcher will identify this. - The work provides an original assessment 
i.e. does not solely refer to pre-existing assessments. -Assessment is written in 
English. -Assessment did not receive funding from the tobacco industry. -Is not a 
duplicate Comprehensive data search Database Sources Web of Science, Embase, 
Pubmed & Pubmed Central, International Bibliography of Social Sciences (IBSS), 
ScienceDirect, and Business Source Complete will all be searched as well as 
specialty journals (Addiction, Health Economics, and Tobacco Control). Search 
Strands In order to find papers to include within this systematic review, searches will 
be undertaken using the following strands, based on the advice of a qualified 
librarian. Main strand: (("Philip Morris" OR "PMI" OR "British American Tobacco" OR 
"BAT" OR "Imperial Tobacco" OR "Imperial Brands" OR "Imperial" OR "ITG" OR 
"Japan Tobacco" OR "JTI" OR "Tobacco company" OR "transnational tobacco 
company" OR "TTC" OR "TTCs") AND ("research" OR "evidence" OR data* OR 
"study" OR counterfeit*) AND ("tobacco" OR cigar*)). Multiple variations of this 
strand will be used in order to identify the most effective for each database. 
Non-database Sources Google searches will be conducted in order to identify grey 
literature. Searches on ‘illicit tobacco’ and the names of prominent TTCs (British 
American Tobacco, Imperial Tobacco/Brands, Philip Morris International, Japan 
Tobacco International) will be used as well as an ‘allintitle’ search of ‘illicit tobacco. 
Searches of ‘illicit tobacco’ will also be performed on websites of organisations 
engaged in industry monitoring on this topic. In conjunction with other researchers, a 
list of appropriate experts was created. Each will be asked if they know of any further 
relevant literature to include and experts to contact. The list includes persons who 
have previously conducted research on the ITT, tobacco control experts, members of 
NGOs, and non-academics who have written on the topic. The bibliographies from 
collected papers that meet the inclusion criteria will be hand-searched to identify any 
additional literature. Synthesis of data Each search will be documented in a 
database. Recorded details include the date of search, source/database used, 
subsection i.e. search type, the year from and to of the search, the search terms use 
and the amount of results found. All of the selected literature was stored in a specific 
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library within a reference management system (Endnote). A record of the total 
number of included studies at each stage of the systematic review will be completed 
throughout the process, and the results will be summarised in a chart in the final 
report. A data extraction and critical appraisal form has been developed in 
accordance with all authors in order to capture important characteristics of the 
collected papers and the industry data they address. This includes the author/s, year 
of publication, type of publication (eg. academic journal, NGO report), and brief 
outlines of the aims of each paper as well as the title, year of publication, and 
producers of the industry data that is assessed. The critical appraisal process for the 
assessments themselves considered whether they underwent a peer-review 
process, disclosed their funding sources, and outlined their methodological 
approach. In order to avoid bias, the inclusion/exclusion criteria and data extraction 
form will be piloted with another researcher before all of the data is collected and 
analysed. After data collection the coding framework was be piloted using 3 papers 
identified during by the search process. Any discrepancies will be documented and 
agreement will be reached between the researchers. Any changes made to the 
framework as a result of these discussions will also be noted. 100% of the included 
assessments will be second-coded independently by an additional author (either 2nd 
or 3rd author) and inter-coder reliability will be calculated. All disagreements will be 
documented in an Excel file and fully-resolved between the coders. Throughout the 
coding process, NVivo 10 will be used to collect qualitative statements from 
assessments that are applicable to categories within the coding framework. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Appendix 1.2 List of identified assessments 

 
A mountain or a molehill: is the illicit trade in cigarettes undermining tobacco 
controlpolicy in South Africa? Blecher, E. 2010 JOURNAL: Trends in Organized 
Crime  
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Plain Packaging of tobacco products: a review of the evidence Cancer Council 
Victoria 2011 REPORT: Cancer Council Victoria 
Comments on survey of Australian retailers’ views about plain packaging Cancer 
Council Victoria N/A REPORT: Cancer Council Victoria 
Questions and answers on plain packaging in Australia, Facts sheet no. 3 Cancer 
Council Victoria 2016 FACT SHEET: Cancer Council Victoria 
Removing the emperor's clothes: Australia and tobacco plain packaging Chapman, 
S., Freeman, B. 2014 EBOOK 
Did the tobacco industry inflate estimates of illicit cigarette consumption in Asia? An 
empirical analysis Chen, J., McGhee, S.M., Townsend, J., Lam, T. H., Hedley, A. J. 
2015 JOURNAL: Tobacco Control 
The Market for Legal and Illegal Cigarettes in Poland: A Closer Look at Demand and 
Supply Side Characteristics Ciecierski, C. 2007 WORKING PAPER 
Will Plain Packaging Reduce Cigarette Consumption? Clarke, H., Prentice, D. 2012 
JOURNAL: Economic Papers  
‘It will harm business and increase illicit trade': an evaluation of the relevance, quality 
and transparency of evidence submitted by transnational tobacco companies to the 
UK consultation on standardised packaging 2012 Evans-Reeves, K., Hatchard, J., 
Gilmore, A.B. 2015 JOURNAL: Tobacco Control 
Illicit trade, tobacco industry-funded studies and policy influence in the EU and UK 
Fooks, G.J., Peeters, S.,Evans-Reeves, K. 2013 JOURNAL: Tobacco Control 
Towards a greater understanding of the illicit tobacco trade in Europe: a review of 
the PMI funded 'Project Star' report Gilmore, A.B., Rowell, A., Gallus, S., Lugo, A., 
Joossens, L., Sims, M. 2013 JOURNAL: Tobacco Control 
Estimating the size of illicit tobacco consumption in Brazil: findings from the global 
adult tobacco survey Iglesias,R.M., Szklo, A.S., de Souza, M.C., de Almeida,L.M. 
2016 JOURNAL: Tobacco Control 
Assessment of the European Union's illicit trade agreements with the four major 
Transnational Tobacco Companies Joossens, L., Gilmore, A.B., Stoklosa, M.,Ross, 
H. 2015 JOURNAL: Tobacco Control 81 Illicit cigarettes and hand-rolled tobacco in 
18 European countries: a cross-sectional survey Joossens, L., Lugo, A., La Vecchia, 
C., Gilmore, A.B, Clancy, L., Gallus, S. 2013 JOURNAL: Tobacco Control 
Illicit Tobacco Trade: Monitoring and Mitigating Risk in New Zealand Paynter, J., 
Joossens, L. 2010 REPORT: Action on Smoking and Health (ASH) 
Illicit trade of tobacco in Australia. A report prepared by Deloitte for British American 
Tobacco Australia Limited, Philip Morris Limited and Imperial Tobacco Australia 
Limited: A critique prepared by Quit Victoria, Cancer Council Victoria, March 2011 
Quit Victoria 2011 REPORT: Cancer Council Victoria 
Illicit trade of tobacco in Australia. A report prepared by Deloitte for British American 
Tobacco Australia Limited, Philip Morris Limited and Imperial Tobacco Australia 
Limited: A critique prepared by Quit Victoria, May 2012 Quit Victoria 2012 REPORT: 
Cancer Council Victoria 
Analysis of KPMG LLP report on use of illicit tobacco in Australia: 2013 Half Year 
Report Quit Victoria 2014 REPORT: Cancer Council Victoria 
How big a problem is illicit tobacco and has it increased since the introduction of 
plain packaging in Australia- a critique of the KPMG October 2014 half-year report 
on illicit tobacco in Australia and compilation of data from ACBPS seizures and data 
from survey of smokers and retail audits Quit Victoria 2015 REPORT: Cancer 
Council Victoria 
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Analysis of KPMG LLP report on use of illicit tobacco in Australia: 2014 Full Year 
Report, 30th March 2015 Quit Victoria 2015 REPORT: Cancer Council Victoria 
Analysis of KPMG LLP report on use of illicit tobacco in Australia 2013 Full year 
report Quit Victoria 2014 REPORT: Cancer Council Victoria 
Understanding and measuring cigarette tax avoidance and evasion: a 
methodological guide Ross, H. 2015 REPORT: Tobacconomics 
Tobacco industry manipulation of data on and press coverage of the illicit tobacco 
trade in the UK Rowell, A., Evans-Reeves, K., Gilmore, A.B. 2014 JOURNAL: 
Tobacco Control 
Availability of illicit tobacco in small retail outlets before and after the implementation 
of Australian plain packaging legislation Scollo, M., Bayly, M., Wakefield, M. 2014 
JOURNAL: Tobacco Control 
Tobacco in Australia, facts and issues: 13.7.8.4, Avoidance and evasion of taxes on 
tobacco products Scollo, M., Winstanley, M.H. 2016 EBOOK:Cancer Council Victoria 
Use of illicit tobacco following introduction of standardised packaging of tobacco 
products in Australia: results from a national cross sectional survey Scollo, M., 
Zacher, M., Coomber, K., Wakefield, M. 2015 JOURNAL: Tobacco Control 
Early evidence about the predicted unintended consequences of standardised 
packaging of tobacco products in Australia: a cross-sectional study of the place of 
purchase, regular brands and use of illicit tobacco Scollo, M., Zacher, M., Durkin, S., 
Wakefield,M. 2014 JOURNAL: Tobacco Control 
Change in tobacco excise policy in Bulgaria: the role of tobacco industry lobbying 
and smuggling Skafida,V., Silver, K.E., Rechel, B.P.D., Gilmore, A.B. 2014 
JOURNAL: Tobacco Control 
Asia-11 Illicit Tobacco Indicator 2012: More Myth than Fact, A Critique by SEATCA 
Southeast Asia Tobacco Control Alliance (SEATCA) 2014 REPORT: Southeast Asia 
Tobacco Control Alliance (SEATCA)  
Failed: A Critique of the ITIC/OE Asia-14 Illicit Tobacco Indicator 2013 South East 
Asia Tobacco Control Alliance (SEATCA) 2015 REPORT 80 Is the illicit cigarette 
market really growing? The tobacco industry's misleading math trick Stoklosa, M. 
2015 JOURNAL: Tobacco Control 
Contrasting academic and tobacco industry estimates of illicit cigarette trade: 
evidence from Warsaw, Poland Stoklosa, M., Ross,H. 2013 JOURNAL: Tobacco 
Control 
Review of Ernst & Young's Report on New Zealand's Illicit Tobacco Market Tailor, 
N., Branson, J. 2010 REPORT: NZIER (for ASH) 71 Measuring changes in the illicit 
cigarette market using government revenue data: the example of South Africa Van 
Walbeek, C. 2014 JOURNAL: Tobacco Control  
Are the tobacco industry's claims about the size of the illicit cigarette market 
credible? The case of South Africa Van Walbeek, C., Shai, L. 2014 JOURNAL: 
Tobacco Control 
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Appendix 1.3: inclusion, data extraction, and critical appraisal form

  

 
Review of assessments of tobacco industry data on the illicit tobacco trade: 
inclusion, data extraction, and critical appraisal form  
 
 Check list for inclusion  (Title and abstract check) Is the study (a) in English? Yes  
 No (Title and abstract check)  
Does a) feature discussion of and/or include data on illicit trade? Yes No (exclude 
from review) 
Does a) assess tobacco industry data on illicit trade (b)? Yes No (exclude from 
review)  
Does a) clearly identify the source/s of this data? Yes No (exclude from review)  
Does a) provide an original assessment of tobacco industry data on illicit trade? Yes 
No (exclude from review)  
Did a) receive tobacco industry funding? Yes (exclude from review) No  
Data Extraction   
What are the aims of a), as interpreted by the reviewer?  
What are the aims of a), according to the words of a)?  
What identifying information does a) provide regarding b)?   
Organisation/title/year/on behalf of/industry data source (if different from producer/s 
or report)  
According to a), which regions/countries/localities does b) focus on? 
Region/Country/Locality-City  
According to a), what are the key claims about illicit trade that b) makes?  
Critical appraisal of a)  Did a) undergo a peer-review process      Yes No  
Does a) disclose its funding source/s? Yes No  
Does a) outline its methodological approach? Yes No  
Notes 
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Appendix 1.4: Coding framework  
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Appendix 1.5: Coded methodologies and criticisms 

 

Appendix 2  

Appendix 2.1: Countries that have used Codentify 

 
 

Appendix 2.1: Countries that have used Codentify  

Several sources associated with the distribution of Codentify claim that Codentify, in some variant, 
has been used in over 50 to 100 countries worldwide.1-3 As these industry-linked sources do not 
detail the countries, these claims cannot be verified.  Below is a list of countries which other named 
sources (identified below) suggest have implemented Codentify in some form.4-6 We note, however, 
that this may simply signal the industry’s internal use of Codentify as a product authentication tool 
rather than for track and tracing purposes and that equally, if may not signal government support for 
Codentify (see, for example7)  
Country Source  

Belgium  4  

Brazil  5  

Bulgaria  4  

Czech Republic  4  

Denmark  4  

Dominican Republic  6  

Ecuador  6  

Estonia  4  

France  5  

Germany   4
 
6  

Greece  4  
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Guatemala  6  

Hungary  4  

India  5  

Indonesia  5  

Iraq  5  

Ireland  4  

Italy  4  

Latvia  4  

Lebanon  6  

Lithuania  4  

Luxemburg  4  

Netherlands  4  

Panama  5
 
6  

Peru  6  

Poland  4  

Portugal  4
 
6  

Romania  4  

Russia  5  

Slovakia  4  

Spain  4  

Switzerland  5  

Turkey  5  

UK  7  

Ukraine  5  

  
  
[1] Hubert D. Implementing Technologies to Fight the Illicit Trade.

 May 2013.  

Available:http://www.iticnet.org/file/document/watch/3686 (accessed 16

 January 2018).  

[2] Phelip B. blue-infinity Traceability Workshop supports TPD II
 regulation readiness. 29 April 2015.
 Available:https://www.blue-infinity.com/blog/2015/04/29/blue-
infinitytraceability-workshop-supports-tpd-ii-regulation-readiness (accessed 16
 January 2018). [3] Lee B, Digital Coding and Tracking
 Association. Effective Decision Making Empowered By
 Technology. 23 Apr 2015.
 Available:http://iticnet.org/file/document/watch/4487 (accessed 03
 Oct 2017).  

[4] Action on Smoking and Health, Framework Convention Alliance,
 South East Asia Tobacco Control Alliance, et al.
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 Does the tobacco industry have a tracking and
 tracing system that governments can use? 2015.  
Available:http://www.fctc.org/images/stories/Codentify_final_220515.pdf (accessed

 16 January 2018).  

[5] INTERPOL: Office of Legal Affairs. COUNTERING ILLICIT TRADE IN

 TOBACCO PRODUCTS: A GUIDE FOR POLICYMAKERS. Jun

 2014.  

Available:https://www.interpol.int/News-and-media/Publications2/Guides- 

manuals/Countering-Illicit-Trade-in-Tobacco-Products-A-guide-for-Policy-Makers-June-2014

 (accessed 06 Nov 2017).  

[6] Campaign for Tobacco Free Kids, Colledge JW. Tracing,
 Tracking & the Draft Illicit Trade Protocol. February
 2012.  
Available:http://www.tobaccocontrollaws.org/files/presentations/CTFK- 

ILC_Tracing_and_Tracking_Webinar_PPT_Presentation.pps (accessed 16 January

 2018). [7] Parliament.uk. Tobacco: Excise Duties:Written question -

 HL6683. 3 March 2016.

 Available:http://www.parliament.uk/business/publications/written-questions-

answersstatements/written-question/Lords/2016-03-03/HL6683/ (accessed 16

 January 2018).  

  
 

Appendix 2.2: screengrabs 

  
Figure 1. Screengrabs: World Intellectual Property Organization (WIPO) Database search for 
“Codentify” via www.TMview.org, showing change of ownership for CH (Swiss) and WO 
trademarks   
Figure 1a: 13 October 2016 – PM listed as Applicant  

  

Figure 1b:  11August 2017 – Inexto now listed as the Applicant on the CH and WO 
trademarks (albeit with reduced number of countries now listed under WO)  
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Appendix 3 

 

Appendix 3.1: Key features of the technical specifications for the EU T&T system  
Feature  Description  
Unique  
Identification  
Markings (UIDs)  

The ITP defines Unique Identification Markings (UIDs) as non-removable 
identification markings which are affixed to or form part of unit packs.1 Under the 
EU system UIDs will take the form of alphanumeric codes. The key task of 
generating the UIDs at unit packet level is given to an “independent third party” 
appointed by each Member State. Manufacturers and importers are tasked with 
verifying the UIDs “so as to ensure their correct application and readability”.3   

  
Security Features  Under International ISO standards, authentication is defined as the act of 

establishing whether a material good is genuine or not.4 Under the EU regulations, 
security features must consist of at least 5 different authentication elements, 
including at least 1 overt feature which can be seen by the naked eye (eg. 
hologram, patterns, colour shifting inks), 1 semi-covert (eg. UV dull paper, 
microprint) and a covert (eg. magnetic elements, molecular tags) element.3 In 
order to provide an additional safeguard to the security features, the EU regulation 
requires that a minimum of 1 authentication element selected by Member States 
be sourced from an independent party, with the aim of “reducing the potential for 
attacks perpetrated by persons or entities that are directly or indirectly connected 
with the producer or originator of authentication elements used to develop the 
security features”.5    

Anti-tampering 
devices  

To safeguard the system from industry interference, ‘independent’ third-parties are 
tasked with supplying anti-tampering devices to be installed on devices used for 
verification purposes. These ensure the integrity of the system by monitoring 
tobacco production lines, verifying if UIDs have been applied as required. Neither 
the TPD6 nor the EU T&T implementation regulations3 7 8 specify clear 
requirements for the anti-tampering devices and there are no similar controls for 
the supply or application of security features.   

Data repositories  Manufacturers and importers of tobacco products are responsible for concluding 
data storage contracts with an “independent third-party provider” to operate a 
primary repository which will store traceability data relating to the products of that 
manufacturer/importer. On 10 October 2018, the European Commission released 
a list of organisations that it had approved as independent third parties, suitable to 
provide primary data repositories:2  

  
Atos AG  
Atos Information Technology GmbH 
Atos IT Solutions and Services A/S  
Atos Polska S.A., Dentsu Aegis Network Switzerland AG  
IBM United Kingdom Limited 
Movilizer GmbH Zetes S.A.  
  
In addition to these primary repositories, a single secondary repository will contain 
a copy of all data stored in every primary repository aimed at giving authorities an 
overview of the functioning of the T&T system.3 On 21 December 2018, the EC 
appointed Dentsu Aegis Network Switzerland AG as the provider that will operate 
the secondary repository.9  

  
In the delegated regulation, the European Commission defines the key elements 
of the contracts between independent third-parties and tobacco manufacturers for 
the hosting of information related to each tobacco manufacturer’s products. These 
include that contracts must include terms allowing European Commissionapproved 
external auditors to carry out announced and unannounced audits of  
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 data repositories, that repositories are managed in accordance with 
international standards, and that the European Commission should be able to 
revoke the approval of an already contracted data storage provider should it no 
longer be deemed suitable either due to technical capacity or insufficient  
independence.7  

Independence  
criteria  

the European Commission uses three criteria to establish the independence of a 
third-party (including the UID issuer and data storage providers) involved in the 
T&T system from the tobacco industry:   

• legal, organisational and decision-making independence.   

• financial independence (that less than 10% of a third-party’s annual 

worldwide turnover comes “from goods and services supplied to the 

tobacco sector over the past two calendar years”.3 The threshold then 
becomes 20% for each subsequent year.8 No explanations is provided as 
to why these particular thresholds were chosen).   

• absence of conflicts of interests, namely that directors and other governing 

individuals have not participated in tobacco industry company structures in 

the last 5 years and shall act independently from any financial or other links 

to the tobacco industry such as tobacco stocks or private pension 

programmes.8   
Auditing of 
independence  

The procedures governing the appointment of the UID issuers and other providers 
and their compliance with the EU’s independence criteria will undergo “periodic 
review by the European Commission”8 and the EC “should be able to revoke the 
approval of an already contracted data storage provider where an assessment or 
reassessment of the technical capacity or independence of the provider results in 
an adverse finding as regards its suitability.”3 No specific provisions have been set 
out in terms of how the auditing (both initial and ongoing) will be undertook and 
what documents or other criteria would be the basis of such review by the 
European Commission.  
  

 
  
[1] World Health Organization. Protocol to Eliminate Illicit Trade in Tobacco Products.  
2013. Available:http://www.who.int/fctc/protocol/illicit_trade/protocol-publication/en/ 

(accessed 21 Jan 2018).  

[2] European Commission. EU system of traceability for tobacco products - List of 

approved providers of primary repositories -. 10 October 2018.  
Available:https://ec.europa.eu/health/sites/health/files/tobacco/docs/primaryrepositories_appr 

ovedproviders_en.pdf (accessed 20 February 2019).  

[3] European Commission. Commission Implementing Regulation (EU) 2018/574 of 

December 2017 on technical standards for the establishment and operation of a traceability 

system for tobacco products. Official Journal of the European Union 16 April 2018.  [4] 

 Swedish standards Institute. International Standard: Performance criteria for 

authentication solutions used to combat counterfeiting of material goods. 2012. 

Available:https://www.sis.se/api/document/preview/914767/ (accessed 29 March 2019). [5] 

 European Parliament. Resolution on the Commission communication to the Council 

and the European Parliament on the present and proposed Community role in combating 

tobacco consumption (COM(96) 0609 C4-0014/97) on 18.12.1997. Official Journal of the 

European Communities;C 014 , 19/01/1998 P. 0197 99-102.   
[6] European Commission. Revision of the Tobacco Products Directive 2014/40/EU. 

2014. Available:https://ec.europa.eu/health/tobacco/products/revision_en (accessed 

25 September 2017).  

http://www.who.int/fctc/protocol/illicit_trade/protocol-publication/en/
http://www.who.int/fctc/protocol/illicit_trade/protocol-publication/en/
https://ec.europa.eu/health/sites/health/files/tobacco/docs/primaryrepositories_approvedproviders_en.pdf
https://ec.europa.eu/health/sites/health/files/tobacco/docs/primaryrepositories_approvedproviders_en.pdf
https://ec.europa.eu/health/sites/health/files/tobacco/docs/primaryrepositories_approvedproviders_en.pdf
https://ec.europa.eu/health/sites/health/files/tobacco/docs/primaryrepositories_approvedproviders_en.pdf
https://www.sis.se/api/document/preview/914767/
https://www.sis.se/api/document/preview/914767/
https://ec.europa.eu/health/tobacco/products/revision_en
https://ec.europa.eu/health/tobacco/products/revision_en
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[7] European Commission. Commission Delegated Regulation (EU) 2018/573 of 15 

December 2017 on key elements of data storage contracts to be concluded as part of 

a traceability system for tobacco products. Official Journal of the European Union 

16 April 2018.   
[8] European Commission. Commission Implementing Decision (EU) 2018/576 of 15 

December 2017 on technical standards for security features applied to tobacco 

products Official Journal of the European Union 16 April 2018.   
[9] European Commission. Systems for tobacco traceability and security features.  
undated. Available:https://ec.europa.eu/health/tobacco/tracking_tracing_system_en (accessed 

20  

February 2019).  
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Appendix 3.2: List of respondents to the targeted stakeholder consultation on the 

implementation of an EU system for traceability and security features1 whose 

submissions specifically endorsed SGTIN 

 

 Supplementary material Tob Control 

Appendix 3.2: List of respondents to the targeted stakeholder consultation on the 

implementation of an EU system for traceability and security features1 whose 

submissions specifically endorsed SGTIN 

Cimabel vzw/asbl - Cigarette Manufacturers of Belgium and Luxemburg  

DHL supply chain  

Digital Coding & Tracking Association2  

Fixmer Sàrl  

GS1 Europe  

 Heintz Van Landewyck SPRL   

Imperial Tobacco Limited  

Japan Tobacco International S.A.  

J.R. Byrne & Sons Ltd  

Lyfra nv  

Nightline Group  

Philip Morris International  

Trendy Foods SA – Belgium and Luxembourg  
TVL  

Worldline NV (an Atos company3)  

  
[1] European Commission. Targeted stakeholder 

consultation on the implementation of an EU system 

for traceability and security features pursuant to 

Articles 15 and 16 of the Tobacco Products Directive 

2014/40/EU. 30 Jul 2015.  

Available:https://ec.europa.eu/health/sites/health/files/tob
acco/docs/2015_tpd_co57_en. pdf (accessed 22 Jan 2018).  
[2] Tobacco Control Research Group. Digital Coding & 

Tracking Association (DCTA).   

TobaccoTactics.org. last modified: Last modified on 19 July 

2018. Available:  

https://tobaccotactics.org/index.php?title=Digital_Coding_%
26_Tracking_Association_(DCT A) (accessed 8 May 2019).  
[3] Tobacco Control Research Group. Coalition Against 

Illicit Trade (CAIT). Last modified on 19 July 2018.  

Available:http://tobaccotactics.org/index.php?title=Coalition
_Against_Illicit_Trade_(CAIT) (accessed 20 February 2019).  
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https://ec.europa.eu/health/sites/health/files/tobacco/docs/2015_tpd_co57_en.pdf
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